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Abstract Today, there is an increasing number of cases in which certificate information is leak, and accordingly,
electronic finance frauds are prevailing. As certificate and private key a file-based medium, are easily accessible and
duplicated, they are vulnerable to information leaking crimes by cyber-attack using malignant codes such as pharming,
phishing and smishing. Therefore, the use of security token and storage toke’ has been encouraged as they are much
safer medium, but the actual users are only minimal due to the reasons such as the risk of loss, high costs and so
on. This thesis, in an effort to solve above-mentioned problems and to complement the shortcomings, proposes a
system in which digital signature for Internet banking can be made with a simply bio-authentication process. In
conclusion, it was found that the newly proposed system showed a better capability in handling financial transitions
in terms of safety and convenience.
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Table 1. Storage Media Type
Type Description Storage
. Har(%warc ficylcc lthat key USB Type
Security Token | generation, digital signature be
. Token
handled internally
Security Modules that available safe HW / SW
Module storage and processing Storage
Electronic card equipped IC or
Storage Token USB drive that support IC Card,
. USB Key
independent file structure
Smart Services or circumstances using
Authentication mobile device USIM, eSE

Table 2. Storage location by a storage media

Storage .
Media oS Location
Windows (Drive):\NPKI\(CA Identifier)
RC‘]‘;‘;SV;M“ UNIX/Linux | (MountDirectory)/NPKI/(CA_Identifier)
oS X /Volumes/(Disk)/NPKI/(CA_Identifier)
. (HardDisk_Lable):\Program
Windows Files\NPKI\(CA_Identifier)
Hard Disk UNIX/Linux (UserID)/NPKI/(CA_Identifier)
(UserID)/Library/Preferences/NPKI/(CA_Id
0S X .
entifier)

AR AFA 9k AAAEINE oA P e
v A2 Agste Ao gold A4 A%
914 391e] USER' t19Ee] olo] ALgA 8w
(DN)°o.2 gAEg S A & 7 oto] Asit).
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9 Forx
ok Ao AT wlel o] o] F AT s



A& =R A6d A9E, 2015

230 FRARJMFA G A5 Ashe= A5 71e74
of whe} Azl YRl A= o] H2o] HaL 3 HA}
qro 2 o]go] 7pEslit) webAl AF7| T A= T
A9 MRAFNE FEHA 715S e ke AAEA
 HOtES, HRE AYES To Hast A& dx

s 9l
ST o1 ETAS] A% Foh R AT o] #a
A =

S, 9154 deleel Al % RAskeel 919 5o

L2 AR IS A
3.1%7F AGA = o) F
cq D.1%FTEEH 715)
PCY &=t 2=d) % AFME Bakslal sl
A A1) méﬂ(l A% °M 2PHE7HE0.7%)
y [2]. 21%7] w
NI}

>§
10
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3.1.1 AJAH! 7

o ol A Awngkzol FHst 491712 pCe) B
22, o 54T ~A S ks Ba whAle] 1

@ 5ol 2ol Aol Yo, nerEst ge A
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ol
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rri

A AZAst 471 299z ge
ﬂxww 49 8& 2% w10l 22158 o183t

Al tntol 2ol A 15 SFaAdtm AFEDS 1%
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3.1.2 80f Hz|
(1) FZHE (Reference Value) : 52191

HAIA] 49158 8l o] 8H= 3
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=& As] 8 AR
(2) SI7FE= (Secret Value) : WAIA] EAA5S ¢
3| o] &= FoE QATA #Y ZREF WA

2] AR QIF =g S| 93 ARS-ETh
(3) UDID (Unique Device IDentifier) : 71717t} 7}
AL Q= tjupe] 9] afrgh A zjolt)

(4) Bt 99 (Secure Storage) : /N A 7171¢]
bAT t=so] Wk Ao IFES, vhole
ZAR Gz A3

o

2l

915 E (Access Token) : 2157 3ol| HyE o
AT ATA L} AN FZk7] QA3 A==
EZ

o= gAY} WG G 2
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Az TR AR DA FAlo] ol FolAl 7} 7
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Wi A Fig. 19} 2ok

User Device

@ Get Reference Value(RV),
Secret Value(SV)

@ Enroll (Biometric Info) &
Request (Certificate Issue)

® Create Biometric Templates

[ Biometric Info, RV, SV1 |5 ¢\ re Biometric Templates

® Request (Certificate Issue)
[UDID, RV, SV]

© Verify RV, SV

@ Generate Key Pair

® Certificate Issue

© Generate Access Token

® Store UDID, Certificate,

Private Key, Access Token

@ Response (Results)
[ Access Token ]

@ Store Access Token
® Response (Results)

Fig. 1. Certificate Issue
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olzsel] £219] vle] 2 FARE FHH Fxw
] = o)E sl [ Biometric Info] | @ Verify Biometlzclnfo
A=Y = 3 ® Get Access Token
TRV), HEEESV)E AT e
{ Biometric Info || RV || SV } | e ecess Toke | Request (auth Info)
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5) A1SA dE 2 YRk W, QvtEE Fig. 2. User Authentication
¢t UDIDE 15713kl daieh
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User Device Bank

@ Check User Authori
® Query Account Detajls

@ Request | (Account Details)

@ Response |(Account Details)

® Input Transaction Inf

[Biometric Info,
Trans_Info]

© Verify Biometric Infd
(@ Get Access Token

(® Request (Transaction|
Akt il ULl
[ Trans_Info,
Ecapun(Access Token ||
UDID || H(Trans_Info)
IR

® Request (Sign)
[ Trans_Info,
Ecppun(Access Token ||
UDID || H(Trans_Info)
1791

® Response (Sign)
[ User_Cert, Digital
Signature ]

@ Verify User’s Certificate

® Verify Digital Signat:

@ Transaction Processit

® Verify
@ Find Certificate,
Private Key

@ Sign (Trans_Info)

Q3

@ Response (Transaction)

Fig. 3. Request Accounts & Transaction
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Table 3. Security Analysis
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Leak
X

Certificate
Loss
X

Storage Key Logging

Hard Disk
Removable Disk
Security Token
Storage Token
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