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Abstract Tens of thousands of malicious codes are generated on average in a day. New types of malicious codes
are surging each year. Diverse methods are used to detect such codes including those based on signature, API flow,
strings, etc. But most of them are limited in detecting new malicious codes due to bypass techniques. Therefore, a
lot of researches have been performed for more efficient detection of malicious codes. Of them, visualization
technique is one of the most actively researched areas these days. Since the method enables more intuitive recognition
of malicious codes, it is useful in detecting and examining a large number of malicious codes efficiently. In this paper,
we analyze the relationships between malicious codes and Native API functions. Also, by applying the word cloud
with text mining technique, major Native APIs of malicious codes are visualized to assess their maliciousness. The
proposed malicious code analysis method would be helpful in intuitively probing behaviors of malware.

Keywords : Malware, Malware Analysis, Native API, Visualization, Word cloud
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Table 1. Analysis of related works

Feature

Weakness

CFG

. Visualization ~ of
function call relations

e Inference of malware
behaviors

e Difficulty with
decision of malware
and variants

Image
Matrix

® Decision of malware
variants using the
computation of similarity
of image matrix

® Need a numerous
malware DB

e < Difficulty with
decision of malware
behaviors

Parallel
coordinates

® Analysis of malware
using attributes

e Difficulty with
decision of  specific
malware behaviors
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Fig. 4. System call sequences extracted using ClustalX
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Table 2. Classification by concealing property of the
Native API [8]

function Native API Call
o NtQuerySystemInformation
Process Hiding
NtQueryInformationFile
NtOpenThread
Hooking
NtOpenProcess
Port Hiding NtDeviceloControlFile
NtEnumerateKey
Registry Hiding
NtEnumerateValueKey
File/Directory Hiding NtQueryDirectoryFile
. NtImpersonateAnonymousToken
Impersonation
NtlmpersonateOfPort
Access Kernel Mode NtSystemDebugControl
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-t e HiEd wet doleo] ar|E AAs} 7} NtQueryTimerResolution 55% 14% 28%
- ‘__ i i 0, 0, 0,
= ] @%— 1‘;_]_74] Oﬂ H Xé?_] Score= APIQ] ﬂﬂ% 75104 NtAdJustPr-lvﬂcgcsTokcn 60% 11% 26%
Y NtQueryVirtualMemory 60% 59% 55%
R Ao - .

Ol'—‘—_ S48 \’q—éOﬂH e HEEQ] EHJ—JL— Native AP17 ]' NtCreateloCompletion 70% 26% 42%

AR Y= FR¢ss= APIE A EA R w) NiNotifyChangeKey 70% 32% 49%
— - 1= NtQuerySystemTime 80% 31% 52%
A T AE =2 E3) olx ox E_y,]_]‘;l—?ﬁ‘l-/\ohj %

1 3EAE APLIE 53 ofd frs Add kAl NtSetValueKey 85% 38% 50%
‘3&8}% 7]%01]}‘1%:‘ 3“;_]'74]; Q—]'}‘ 6]57—5 API= ﬂdpﬁ]—o} NtQueryInformationThread 90% 29% 32%
1 ARAo g e 4 R XztHo s Jeh)= NtSetEvent 95% 64% 50%

"o Py o [N oL A NtConnectPort 100% 64% 66%
S ARSI s FEER e o SE NtCreateMutant 100% 69% 72%
©] th3E Native APIZ E3l] M4 75 ddstal oty NtOpenEvent 100% 71% 75%
. > = NtReadFile 100% 72% 1%

ol = 012_‘6]— Z= 0]

T .

IS A= 5 A NtDeviceloControlFile 100% 7% 90%
NtReleaseMutant 100% 80% 81%
NtSetInformationFile 100% 82% 89%
OoF M HA{ AlS{| Q] 74 NtSetInformationProcess 100% 84% 79%
4'- = OiE —= 28 = EEI‘ NtAccessCheck 100% 89% 86%
NtOpenProcessToken 100% 90% 88%
. B . A 0, 0, 0,
4.1 Native APl == NtWaitForSingleObject 100% 90% 89%
' NtQueryInformationFile 100% 92% 92%

5 iz = S 5

°Pds=o] ik Native APIS AdAsh7] 13 A4 NtQuerylnformationProcess 100% 93% 95%

Holele oz = Jted P ol HHAstE NtQueryValueKey 100% 94% 96%
NtCreateFile 100% 94% 99%

[e) =] [e]
TROJAN=H WORMRES: Tl ¢0.2 shglor] Ase 4 NiCreateSection 100% | 9% | 91%
Autd(Fo X2 ) 2057, VX-Heavenoll A #-3-3} NtMapViewOfSection 100% 95% 93%

T = 1 1 0, 0, 0,
= 09,9/]9] WORM 100%%_’ TROJAN 100Z5HE /\O]_ NtUnmapViewOfSection 100% 95% 93%

_ O L o . NtOpenFile 100% 96% 97%
o7 AdS 359t AF 3742 VMware-Windows NiOpenKey 100% 0% %
XP SP20lA =81 % 12 ™, API Monitor v2.0 < S35l NtQuerySystemInformation 100% 96% 97%
S - NtClose 100% 99% 98%
Native APIE FE3I3th
ve = ]—M 1— NtSetInformationThread 100% 100% 100%
Table 3. Native API lists Table 3& oAzl AAF wdo|A] 223 Native

N:NORMAL, T:TROJAN, W:WORM

API N T W
NtCreateNamedPipeFile 0% 0% 2%
NtPulseEvent 0% 4% 8%
NtSetContextThread 0% 8% 13%
NtGetContextThread 0% 9% 13%
NtCancelTimer 5% 0% 0%
NtOpenDirectoryObject 5% 3% 4%
NtApphelpCacheControl 10% 0% 0%
NtOpenKeyEx 15% 0% 0%
NtRemoveloCompletion 15% 5% 4%
NtFlushInstructionCache 15% 29% 19%
NtCreateProcessEx 15% 41% 52%
NtQuerySection 15% 41% 52%
NtReadVirtualMemory 15% 43% 53%
NtQueryInformationJobObject 15% 44% 54%
NtFlushBuffersFile 20% 0% 2%
NtAllocateLocallyUniqueld 25% 23% 6%
NtWriteVirtualMemory 25% 41% 53%
NtDeleteKey 35% 3% 5%
NtQueryFullAttributesFile 40% 1% 0%
NtDeleteValueKey 40% 5% 14%
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Table 4, Native API Score

NtQueryInformationJobObject 39

NtReadVirtualMemory 38

NtCreateProcessEx 37

NtQuerySection 37

NtWriteVirtualMemory 28

NtFlushInstructionCache 14

NtGetContextThread 13

NtSetContextThread 13

NtPulseEvent 8

NtRaiseHardError 5

NtAlertThread 2

NtSetSecurityObject 3

NtLockVirtualMemory 4

NtRestoreKey 3

NtCreateNamedPipeFile 2

NtFlushKey 2

NtSaveKey 2

NtSetSystemTime 2

4.3 7|ZF=0l WE EXlEn 2EE

sjole] obg 7S WEtal7] 913 Table 4014 A
A= UlFE Native API9] ScoreE FHiFsle] e}
e 7IEdTE R 1ol g tisjA EA&3 %
&5 7913 F-measure 545 €3l O F575 A0
F ol EASE Aok 4Ue Fasdt 498
g dlolg ez gjofeo] Autd 20579 oMt

d 20FFE UFOE Native APIE F5E3IC)

Table 5. Detection rate and False Detection rate
according to a threshold

0 20 100% 20 100%
2 0% 1 5%
3 0% 1 5%
5 1 5% 1 5%
8 2 10% 0%
12 2 10% 0%
13 3 15% 0%
14 6 30% 4 20%
17 1 5% 0%
18 1 5% 0%
20 2 10% 0%
21 2 10% 0%
25 3 15% 0%
26 1 5% 0%
28 9 45% 4 20%
81 6 30% 0%
82 4 20% 0%
83 4 20% 0%

84 4 20% 0%
85 5 25% 0%
86 5 25% 0%
87 9 45% 0%
88 9 45% 0%
89 11 55% 0%
90 9 45% 0%
91 8 40% 0%
92 6 30% 0%
93 5 25% 0%
94 5 25% 0%
95 5 25% 0%
96 4 20% 0%
97 4 20% 0%
98 4 20% 0%
99 4 20% 0%
100 6 30% 0%
101 13 65% 2 10%
102 13 65% 2 10%
103 20 100% 3 15%
The rest is omitted.

Zko =2 F-measure =

& BRI e 2

r_ﬁg

Table 6. Definition of the F-measure
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Predicted class
(expectation)
Positive Negative
Actual class Positive TP FN
(observation) Negative FP N
. o TP
Precision(P) = TPT PP 2
TP
Recall (R) - m (3)
Precision™ Recall
_ — 9%
F—measure(F) =2 Precision + Recall @

Table 6> F-measure®] 42]E YEFHAT]E F-measure
Aol A A = (Precision)= A A3y} el A Fo

AA A7} 71 Bl &S YER I, AJH E(Recall) 2

A AT Q1 A Foll A¥ A} A vjES YE
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Table 7. F-measure according to threshold

threshold TP FP FN P R F
0 20 20 0 0.500 1.000 0.667
2 1 20 0.000 0.000 0
3 1 20 0.000 0.000 0
5 1 1 19 0.500 0.050 0.091
8 2 18 1.000 0.100 0.182
12 2 18 1.000 0.100 0.182
13 3 17 1.000 0.150 0.261
14 6 4 14 0.600 0.300 0.400
17 1 19 1.000 0.050 0.095
18 1 19 1.000 0.050 0.095
20 2 18 1.000 0.100 0.182
21 2 18 1.000 0.100 0.182
25 3 17 1.000 0.150 0.261

threshold TP FP FN P R F
26 1 19 1.000 0.050 0.095
28 9 4 11 0.692 0.450 0.545
81 6 14 1.000 0.300 0.462
82 4 16 1.000 0.200 0.333
83 4 16 1.000 0.200 0.333
84 4 16 1.000 0.200 0.333
85 5 15 1.000 0.250 0.400
86 5 15 1.000 0.250 0.400
87 9 11 1.000 0.450 0.621
88 9 11 1.000 0.450 0.621
89 11 9 1.000 0.550 0.710
90 9 11 1.000 0.450 0.621
91 8 12 1.000 0.400 0.571
92 6 14 1.000 0.300 0.462
93 5 15 1.000 0.250 0.400
94 5 15 1.000 0.250 0.400
95 5 15 1.000 0.250 0.400
96 4 16 1.000 0.200 0.333
97 4 16 1.000 0.200 0.333
98 4 16 1.000 0.200 0.333
99 4 16 1.000 0.200 0.333
100 6 14 1.000 0.300 0.462
101 13 2 7 0.867 0.650 0.743
102 13 2 7 0.867 0.650 0.743
103 20 3 0 0.870 1.000 0.930

The rest is omitted.
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