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Abstract Wireless Sensor Networks is the technology which is used in explore role for military purposes, as well
as various fields such as industrial equipment management, process management, and leverage available technologies
by distributing node into various areas. but there are some limitations about energy, processing power, and memory
storage capacity in wireless sensor networks environment, because of tiny hardware, so various routing protocols are
proposed to overcome it. however existing routing protocols are very vulnerable in the intercommunication, because
they focus on energy efficiency, and they can't use existing encryption for it, Because of sensor's limitations such
like processing power and memory. Therefore, this paper propose mutual authentication scheme that prevent various
security threats by using mutual authentication techniques and, Key generation and updating system as taking into
account energy efficiency
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Fig. 2. Clusterhead-Node Authentication
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Table 3. Security Evaluation Table

Blundo’s Protocol[1] PCGR|2] Dave’s Protocol[3] Proposed scheme
Relay attack X X 0 0
Replay attack X X X 0
Eavesdropping 0 0 X 0
Leaked key X 0 0 0
Mutual authentication Not-support Support Not-support Support
Forward security and Error detection Not-support Support Support Support
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