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Abstract It is expected that internet of things can be used for various fields such as smart home, smart building
and smart city as the representative case of ICT that sensor, communication and interface technologies operate
organically and the researches of the technologies regarding internet of things are being carried out in each countries
worldwide. However, many problems rise against internet of things continuously in respect of security. Among them,
the problem of privacy is the one that should be solved definitely regarding internet of things. If user data does not
remain during the process of user authentication, such the privacy problem can be solved. In this paper, we propose
the framework of user authentication based on OAuth that is suitable for the environment of internet of things that
can solve privacy problem and analyze its security.
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Table 1. OAuth communication elements
OAuth 1.0 OAuth 2.0
user resource owner
consumer client

service provider resource server

Authorization server
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: Authorization request e

Owner

Authorization
Server

: Authorization Grant

: Authorization Grant

©

Access Token

Access Token

[ON
®:

Resource

Protected Resource Server

Fig. 1. OAuth protocol flow
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Fig. 2. Standard OAuth roles and operation flow
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Table 2. Notations

Notation Description
LN 6LoWPAN Node
LR 6LoWPAN Router
LBR 6LoWPAN Border Router
R/Owner OAuth Resoure Owner
R/Server OAuth Resoure Server
OAuth OAuth API Call
URLerver Resource Server®] URI
R_URIgerver Redirection URI
SWK1 TLS session key between LBR and R/Server
SWK2 TLS session key between R/Owner and R/Server
D Identifier
PW Password
TS Time stamp
LT Life Time
E Encryptioin algorithm
Sig Signature algorithm
H Hash algorithm
Token Access Token = Eswki {IDowner || IDisr || IDserver
Il TS || LT}
Auth Authenticator = H{ SWK1 || TS }
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Token
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Fig. 8. The proposed User Authentication procedure
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Table 3. Authentication Messages

Grantcode Request

GET /oauth2.0/authorize?response_type=code&client_id=jyvqXea
VOVmVé&redirect_uri=http%3A%2F%2Flocalhost%2FPopupSoci
alLogin.do&state=¢97JABwW6YdUDS56bR HTTP/1.1

AccessToken Request

GET /oauth/OAuthExp.php?code=2Wkab1vGv8KCbImI &state=
€97JABw6YdUD56bR HTTP/1.1

Issued AccessToken

"access_token":"AAAAQJCIOWHazs2bGBww5xMoGYUSOuzCg
FIDHJ6LJSgSI9Lv5q96kD74EMbRICiQR50H06 1 mPqX4du7/pKx
A+C6AXKGHIm31UC3tTYndDvtx20w",
"refresh_token":"PqBqO6NytrCEIWsyEbCnWeh0aEwQ2Qtiiq7F1
Ss8yMYy1Cm06aLqCRACelzFIsIK8HUipkFo6CLvSyAEAKZTT
yfaOUV7RxHwdRHJ01Y V64SiiQLaIHIQG 1uStIEipkCc6MipN",
"token_type":"bearer", "expires_in":"3600" }
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