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Abstract The Internet continues to grow and develop, but there are going to generate a variety of Internet attacks
that exploit it. In the initial Internet environment, the attackers maliciously exploited Internet environments for
ostentations and hobbies. but these days many malicious attempts purpose the financial gain so systematic and
sophisticated attacks that are associated with various crimes are occurred. The structures, such as viruses and worms
were present in the form of one source multi-target before. but recently, APT(Advanced Persistent Threat, intelligent
continuous attacks) in the form of multi-source single target is dealing massive damage. The performance evaluation
analyzed whether to generate audit data and detect integrity infringement, and false positives for normal traffic,
process detecting and blocking functions, and Agent policy capabilities with respect to the application availability.
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Fig. 3. Detection of connection information using the
filter settings
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Table 1. Proposed system of requirement
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Fig. 9. Verification as to whether or not to generate
audit data
(a) Creating a log list and threshold exceeded
log generation
(b) Generation and verification of audit log
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Fig. 10. Check the corresponding behavior at the time
of security violations occur
(a) Pop-up settings when administrator 5 times
authentication failure
(b) Host access control policy violation Alulim
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(a) Policy settings
(b) Real-time block confirmation
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