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Verification of safety integrity for vital data processing device through
quantitative safety analysis

Jin-Woo Choi", Jae-Young Park

'Division of Railroad System Engineering, Woosong University

oF ¥ HA=NZ A22®l/A|F(Generic Product)oll that b4 Bhas} 29-AA) WA 1o oieh AHFE] HEz
TR LT AFSIR) Wl i3 A2 Ao R 295 9l SHIFAA 8 ARISIR) H5-2 Ala| ok
B4 7o FYEA R of A= oA e Aol 7] wEell Al A £4S 919 71

| @A8HA ot whehd AF7HA= AR A =R/AE A E4 0l o] Satell gisich 444 &
A e s, ga JeEe) 22 o Abale] 2 YRR Ate] Al 4o] Witk B 7k AL givk
49 dAe naatr] e Alagl/AlEe i ARl A

ra5)7) slal gl Qhay B A

oL
o2
tlo
2
>
o
au
ol
ofN
iR
=
=
=
=
L
i)
-)‘.i_r’
i)
ox
B
2
=
ol
Ho

Abstract Currently, as a priority to secure the safety of the railway signalling system, verification for satisfy of the
safety integrity requirements(SIR) is required to the essential elements. Safety Integrity Requirements(SIR) verification
is performed based on the system safety analysis. But the probability of securing basic data for system safety analysis
significantly dropped because there is no experience yet performed in the country. Therefore we are had to rely on
a qualitative analysis. There are methods such as qualitative risk analysis matrix, and risk graphs. The qualitative
analysis is wide, the width of the accident. However, the reliability of the result is significantly less has a
disadvantage. Therefore, it should be parallel quantitative safety analysis of the system/products in order to
compensate for the disadvantages of the qualitative analysis. This paper presents a quantitative safety analysis method
to overcome the disadvantages of the qualitative analysis. And through a result, highly reliable Safety Integrity
Requirements(SIR) verification measures proposed. Verification results, the dangerous failure incidence for vital data
processing device was calculated to be 1.172279><10" . The result was verified to exceed the required safety integrity
targets more.

Keywords : Safety, SIR, PFH, SIL, Quantity Analysis
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Fig. 2. Reliability Block Diagram(IEC 61508-6)
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Table 1. Function of vital data processing device

Function|  Function Function Descrinti
unction Description
No. block P
. Input/output rocessin, for the
Processing P . P p ¢ .
01 . respective functions Entering the safe
function .
state after fault detection
Power Power supply circuits When detecting
02 supply the output power and maintaining power
function off
/O bus . .
. Interface function with the external
03 interface
. module
function

Communication| Serial communication capabilities with

04

function external systems
Temperature
05 Detection Internal temperature monitoring
function
Local Time | Provides local time and calendar
06 . .
function functions
07 Indication | Revealed function for to the operating
function state and error codes
08 User Interface | Application download/upload function
functions Safety flag clear
Digital .. . . .
0 lnputl/%;itput Digital m]')ut/output interface  with
. external device
function
2.3 Life—cycle THA| & QtXd 2M 8

231 M7
QA WS 913 Vital wlolE Az g el

£ F4L BE A7)AR E—OMH Ao 7hset =
ATA IEC 61508(2010)14 S8t & Q7AM
& TRk [S]

2.3.2 M Z2MA

T4 1EC 6150814 A|Alet= b4 Life-cycledl
we Z2AA7F fFEEn T4 AE PlanitE
Validation SA7H] 11709] ZEA~2 TAHE & =
‘%’—Oﬂﬁ% Vital tlo]e] Ad2] sl w2 g <t
Ao gt ul-go] AW Er) weba g b
Avte] whet HW AA7F A3 H HW A7
S B = A AlejEch

A

:“g

Safety Integrity Requirement
2.System Requirements

System FMEA

3.System Architecture Design

Component FMEDA
PFH,SFF,DC Calculation

4.Hardware Design
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Fig. 3. Life-cycle of task

2.4 System Requirements EHA|
2.4.1 System QTALE

System 27AF T o] €] Plan Bl ¢HdAd 1B
& AT EE Afo] FHEM B =il AREE
b A Fol EFET Vital HlolH A2
o] thgk @A ol o] Wgo] BT EFEH =E
HH, & =l Safety Integrity 74 T o
5 gelste Wol AlAE A 2 B4 At A
o7 At

- Safety Functional Requirements
- Safety Integrity Requirements
- Interface Requirements

- Life time and Environmental Requirements

QAN

IEC 61508+ ¥ 7]%52] AR&RIE=e] ule} Low
Demand Mode®} High Demand Mode® -3k 312
H, 7} REo] PR [EC 61508-42] 3.5.128 )4 ok
7159 AMEHIETE 1d o]kl Y)E
Mode9] SIL 715 283513, AFERIEY) 1dd] 13]=
Z3}5}= 79~ High Demand Mode?] SIL 7|52 44
w2 3 9rke]

Vital A 2] H-E72]+= High Demand Mode®l 3|
33l =EH Safety Integrity &AM o}l Table
29} oM, Vital vlolE] HgAd g 71E 7)E &
“74- g AE A, B 55 2Este] 7 BEARL

FoR LaE A¥E HoFErh
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2.4.2 Safety Integrity

2 Low Demand

Table 2. Safety Integrity Requirement

. . Explanation SFF
Safety Function RequlredARJsk of HW (Safety Failure
Reduction . .
architecture Fraction)
Safe output cut off]
when device PFH: SIL3 loo2 95%
is failed
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Vital HlolH AR 7|20 2 BE Safety 7|
ol tste] 1 E= )T *a‘ﬁH AL QHd Fo7 5%
dfjofstn] o] A& Alx~El FMEA(Failure Mode and
Effect Analysis)®} Component FMEDA(Failure Mode
and Effect Diagnostic Analysis)E 3l w21 HTL[8] A
28 FMEAT AA4Q1 242 &l Al=g Wl

oS EAsHE WHOE Safety Integrity & 7-AFE
7] &

= AP §7] wiie] & =EelA= Component
FMEDA 4] 34wt AAje

2.5 System Architecture and Design 7|

251 A2t nHEEEGSIL 71&E U
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Table 3. Safety Integrity Level(IEC61508-1 Table 3)

|Average frequency of a dangerous failure of the
SIL .
safety function
4 >10"-9 to <10"-8
3 >10"-8 to <10"-7
2 >10"-7 to <10"-6
1 >10"-6 to <10"-5

kA Table 2 9 =34 QAL A HSI59] Vital
dlolg] H2]gx]ol d]gt Safety Integrity &3 SIL3
olty, wEhA At FEE] tigk AN A=
> 1x10 %r <1x 1077 ¥ oo} a1, A7+

1FBHE(PFH)2 ofle] F4]o] o3& Fazich A7k
138E(PFH)& TEC61508-6914 AAIE F2]o] AL&-
k1]

PFH:Q((lfﬁp)))\DDJ"(liﬁ))‘D (1 ﬁ)/\D[/tCE+ﬁ)\DU

App : Dangerous/Detectable 11785
Ay : Dangerous/Undetectable 1L73&

B— factor %"%%?_]fll;é}'
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Table 4, Parameter

Parameter| Calculation Method Equation Section
App  Component FMEDA - 2.4.1.1
Apy  Component FMEDA - 24.1.1

Assessment Table of BD| -\, 8+ ,00,
[B-factor [7 calculation By Sy =X(Z+1)+Y | 2412
|Assessment Table of B| -8:5=X+Y
MRT Process o= %(%JHWR )+
tew D 24.13
MTTR Process 2P0 yrrTR
2

2.5.1.1 Component FMEDA
Al2=®l] A A7} A12kE] 31 BOM(Bll of Material)©] A3

AEw 72t AEAEEE R o gg 240] oo
Component FMEDAQ] HA L 7_}7_}9,] AFXIET}

Table 5. Component configuration

Component Name Quantity
Capacitor 296
Resistor 198

Diode 42
Fuse 2
Connector 28
Bead 4
Inductor 6
MOSFET 6
Switch 6

Temperature sensor 4

Integrated Circuit 92

DC/DC Convertor 12

Photo coupler 12
Dot Matrix
Crystal 5
Socket
Total 717

Component FMEDAT Table 6.7} 22 #lplo g 4=
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24 274 4%

= i=] - A=IPS — =) =
3 v 2 =FolAs 54 ynfo]xe] £4 Y&t A Mangorons = 2-806476 > 107%: 919 148
A= —6 - . =
1€t  Nomtome = 2:040847 X 107%; FAgvke ngE
Component FMEDAT  Table 59 & FHAXUE] ; -
} _ i} © Agp =9.902678 X 10 ": Safe/Detectable 1L°g&
el 5Q dpow Fauv B4 A3 ke A7) »
9459 oz AAHL A7) EE2H Ay} e A - gy = 2.452921 x 10~ °: Safe/Undetectable 31735
g 1FSES o] 93 99 doldE &gHt - App =2.807977 X 10~ 5: Dangerous/Detectable .
Table SollAle} o] 17%9) RE HEUEH did E
£ F33t A= o 7 -
FMEDAE a3 A¥+= ofefe} 2t} A pyr=3.000303 < 10™®: Dangerous/Undetectable
IYE
* Apusic = 8:682350 < 1070 1 7| EugE(AHA o=
R 25.12 B-factor(E-E¢191 1174
© Ayage = 3833027 107°%: HAg wgE A 1ZGES To] SsiE AlzE el
Table 6. Component FMEDA
Fune Sub | Component Component Basic Failure Failure effects
| P Qnt. P Part Number| (Windchill) | Failure Mode |Failure Causes 1.block
Block ID [block ID| D Name
(10"-9) 2.module
1. 1.2 V power to U100
MCU's PLL monitoring
circuit is cut off.
component S[pce;a t}ntg Cl(;Ck. su1l)tp'ly tot
7.132255 Open-circuit fault, off. jntemnat clreutt 15 eu
overeurrent 2. Dangerous as U100
MCU can stop operating
IBlock-01 EMI Filter [BLM18PG600) and maintain incorrect
Block-01 1) L100 " (nductor) SNID output.
1. Upon U100 MCU's PLL
operation, power
high-frequency noise
L component |cannot be eliminated.
7.132255 Short-circuit fault 2. U100 MCU's PLL
malfunctions and can
cause the internal circuit
operation clock to fail.
Dectection method | YStem Operation after | Safe/ | Failure | o A dangerouly g .0 ol pe |4 sp|A su| ADD | A DU
appling failure dection | dangerous [Ratio(%)| S
Visual check, If MCU operation is
Watch-dog with time- |stopped, A-ALIVE_OUT
window(IEC 61508-2| signal is cut off and
Table A.11: Watch-|Safey Relay can no longer
dog with separate time | be run. Block enters Safe
base and time- | state and block is safe. o 3.5661x o 3.5304x|3.5661x%
window), Independent|The independent Channel Safe 50% 0 1079 0 9% 0 0 1079 | 10™-11
2-channel Architecture |B detects link-fail from
(IEC 61508-2 Table | Channel A through Block-
A7, Input comparsior/ |12 inter-communication
voting(1002, 2003 or|SPI and switches to Safe
better redundancy) state.
Use multiple capacitor
(BC112 to BCI2I) to
eliminate  high-frequency o 3.5661x o 3.5304x|3.5661%
Redundancy noise for the 1.2 V power| i | 0% |0 1079 0 9% 010 o | 1o
and thus allow safe
operation.
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o
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f—S=X+Y

Bp—Sp=X(Z+1)+ Y

UL gt A= ofefob

- Total X: 26.00

- Total Y: 24.80

- Score S: 50.80

- B 2.0%

- Score SD: 50.80

- BD: 2.0%

2.5.1.2.1 Z Value

A% 9919k A 2120l whE FEAL BDAL
T8 98 = shbel WAk AEsojo B,

WSz e Z1Fd 98 AEad,

Table 7. Value of Z

DC Diagnostic test interval
ILess than 1 min [Between 1 min 5 minGreater than 5 min
>99% 2.0 1.0 0
>90% 1.5 0.5 0
>60% 2.0 0 0

z9) W& ofgst wel.
- Diagnostic: 90% ©]¢

- Diagnostic test interval: 1~5+

- Result: 0.5
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Fig. 4. t.y Calculation
Apu Aop
tep= —(—+ MTTR) + -2 MTTR
i Ap Ap
tep®) AR Ak et 2,

“ A =2.80848 < 107°

dangerous

- Apy=13.0003x10"°

“ App =2.80797x107°

- MRT/MTTR=0.55

vital Hlo]E] He]4x EA4A MRT(ET FEA17h
S MTTR(B3t 5 AZHe sdstn vhgat e =
2A 229 of3] AbzErh

Start . 1 i 2min_[ |

Recognition .—‘a

33 min(Time)=0.55(MTTR) 5 min

Bmin ~T_ """ 1 20ming T T
End = | Testing — Replace ~—
1 I I |

Table 8. Result of calculation

Classification Analysis [Parameter Rusult
ethod
Basic FR indchill 8.68235x10"-6
Safety FR safe B3.88303x10%-6

A dangerous 2.80848x10"-6
don’t care [2.04084x10"-6

Dangerous FR |
No Safety

Diagnostic Coverage IDC 98.94%
Safe/Detectable FR IComponent SD 9.90267x10"-7
Safe/Undetectable FR _ioy ey o SU 2.45292x10"-6
FD;ngerous/Detectable DD b 80797%107-6
D 1
F;ngerous/Undetectab ¢ \ DU 5.00030%10°-8
. B 2.00%
Common Cause F -'culure |3-table D b.00%
Channel  equivalent \ ion  fcE 1603.01

mean_down_time
mear
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