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Abstract Fragile watermarking is a technique to insert a watermark into an image without significantly degrading
its visual quality so that the watermark can be extracted for the purposes of authentication or integrity verification.
And the watermark for authentication and integrity verification should be erased easily when the image is changed
by filtering etc. In this paper, we propose a image block-wise watermarking method for image tamper proofing using
digital signature. In the proposed method, a digital signature is generated from the hash code of the initialized image
block. And The proposed method is able to detect the tampered parts of the image without testing the entire block

of the watermarked image.
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Table 1. Key generation process for the RSA

stage

1 Choose two distinct prime numbers p and q

2 Compute n = pxq

3 Compute P(n) = (p - 1)x(q-1)

Choose an integer e such that 1<e<@(n) and
4 ged(e, D(n))=1, e and J(n) are coprime
¢ is released as the public key exponent

Determine d as =e” mod (n)

d is kept as the private key exponent
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