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Abstract With the enhancements in existing major industries, cloud computing-based converging services have been
created, as well as value-added industries. A variety of converging services are now provided, from personalized
services up to industrial services. In Korea, they have become the driving force behind existing industries throughout
the whole economy, but mainly in finance, mobile systems, social computing, and home services, based on cloud
services. However, not only denial of service (DOS) and distributed DOS (DDOS) attacks have occurred, but also
attack techniques targeting core data in storage servers. Even security threats that are hardly detected, such as multiple
attacks on a certain target, APT, and backdoor penetration have also occurred. To supplement defenses against these,
in this article, a protocol for authority management is designed to provide users with safe storage services. This
protocol was studied in cases of integration between a cloud environment and big data-based technology, security
threats, and their requirements. Also studied were amalgamation examples and their requirements in technology-based
cloud environments and big data. With the protocol suggested, based on this, security was analyzed for attack
techniques that occur in the existing cloud environment, as well as big data-based techniques, in order to find
improvements in session key development of approximately 55%.
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Fig. 1. Configuration of Convergence Server based

Big data in Cloud Computing Environment
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Table 1. Abbreviation
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