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Abstract For the purpose of protecting personal property and lives from incidents, accidents, and threats such as
terrorism, video surveillance equipment has been installed and operates in many places. Video surveillance technology
has gradually developed into high-quality, high-definition equipment, and a lot of products have been launched.
However, closed circuit television (CCTV) equipment for security purposes can invade a person's privacy. In this
paper, we propose a way to protect personal video images using meta-data in an intelligent Internet protocol (IP)
camera. We designed the system to mask personal video information from meta-data, define the method of
image-information access according to user privileges, and show how to utilize the meta-data during storage and
recorded data searches. The suggested system complies with guidelines for CCTV installation and operation from
Korea's Ministry of the Interior. Installed on only a single server so far, due to the limitations and technical difficulties
of hardware performance, it has been difficult to find a method that can be applied to personal image information
using real-time protection techniques. Applying the method proposed in this paper can satisfy the guidelines, reduce
server costs, and reduce system complexity.
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Table 1. Guideline for CCTV Install & Operation.

Law Description
. * Display CCTV signage
Article 421, Not allow Audio Recording
* Agency Information
Article 43 |[* Agency Qualification
* Consignment range
Article 5 |* Tasks
Article 6 |* Prior consultation before installation
Article 9 |* Safety of Privacy
Article 10 |* Rules for transfer
Article 10.2 |* Rules for Data destroy
Article 12-13 |* Rules for Privacy Video Data Read , Modify, Delete
Article 23 |* Rules for Penalty
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Fig. 1. Legacy System Diagram
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Fig. 2. Suggested System Diagram
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Table 3. Acceptance of Guideline

Guide Line Legacy System Mué;istsc:;vcr Slslfrftccsfrfd
Article 9 X o °
Atticle 10 0 0 o
Atticle 12 X 0 o
Ariticle 13 X 0 0
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Table 4. Cost and Complexity

Multi Server Suggested
Legacy System System System
Server Cost Low High Low
Complexity Low High Low
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