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Abstract In this paper, we propose an Arduino-based plant monitoring system. The proposed system is based on
the Arduino platform, using an environmental sensor and a pressure sensor for measuring temperature, humidity and
illuminance in order to monitor the state of the environment and the facilities of the plant. Monitoring data are
transmitted to a ZigBee coordinator connected to a server through a radio frequency transceiver. When using a
pressure sensor and the environment sensor data stored on the host server, checking the pressure in the environment
of the plant and equipment is intended to report any alarm status to the administrator. Using a grid line-based key
distribution scheme, the authentication node dynamically generates a data key to protect the monitoring information.
Applying a ZigBee wireless sensor network does not require additional wiring for the actual implementation of a plant
monitoring system. Possible working-environment monitoring of an efficient plant can help analyze the cause of any
failure by backtracking the working environment when a failure occurs. In addition, it is easy to expand or add a

sensor function using the Arduino platform and an expansion board.
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Fig. 1. Block Diagram of Factory Equipment Monitoring

System
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Setup ZC
Request Beacon
Beacon
Network
Discovery | Join to ZC
SCOVEY 1 | Send ZE's Address
Request ZE's ID Request ZE's ID
Response ZE's ID
Key Pre- Response ZE's ID
Distribution Distribute Key »
Distribute Key
ACK ACK
Send Sensing Data Send Sensing Data
Monitoring while(
\

FEMS(Factory Equipment Monitoring System), ZC(ZigBee Coordinator), ZEZigBee End-Device)

Fig. 3. Control Protocol for Factory Equipment Monitoring
System
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typedef struct DevicelD
{
int DevicelD;
int x-coordinate;
int y-coordinate;
unsigned char NetAddr[4];
struct DeviceID LST* Next;
struct DeviceID LST* Prev;
}DevicelD_LST;

Fig. 4. Structure for End Device ID
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typedef struct Polynomial
{

Int constant;

int x-coefficient;

int x-value;

int x-degree;

int y-coefficient;

int y-value;

int y-degree;
}Polynomial LST;
Polynomial LST polynomial list[];

Fig. 5. Structure for Polynomial Key
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Setup ZC message format

CR
0x0D

Cmd.
Thytes

Key pre-distribute message format

STX Deli. Cmd. D Sep

1byte 1byte 1byte Zbytes 1byte

Con. X coeffich | X-value | X-degree | Del

Zbytes Zbytes Zbytes Zbytes 1bytes

Yeoellicl | yovalue | Y-degree | Del EXT

Zbytes Zbytes Zbytes 1byte 1byte
Request ZE ID message format

STX Deli. Cmd. Deli. EXT

1byte 1byte 1byte 1byte 1byte
Response ZE_ID message format

STX Deli. Cmd. D Data Ext

1byte 1byte 1byte Z2bytes Zbytes 1byte
Sensing Data message format

STX Deli. Cmd. D Data EXT

1byte 1byte 1byte Zbytes Zbytes 1byte

(Deli.: Delimiter, Cmd : Command, ID : Device ID
Con. : Constant)
Fig. 7. Message Format
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Fig. 9. Sensing Data Graph
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void setup(){
pinMode(13, OUTPUT);
}
void compute ToggleSpeed(){
while(1){
digitalWrite(13, HIGH);
degitalWrite(13, LOW);
}
H
Fig. 10. Arduino Simulation Code for Output Port
Toggle
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void setup(){
pinMode(13, OUTPUT);
}

void compute Polynomial(){
long result;

while(1){

digitalWrite(13, HIGH);

result = iCon + iX co*pow(iX val, iX-deg)
+ 1Y _co*pow(iY_val, iY_deg);

digitalWrite(13, LOW);

iCon + iX co*pow(iX val, iX-deg)
+ 1Y _co*pow(iY_val, iY_deg);

}

¥

Fig.

11. Arduino Simulation Code for Polynomial

Computation
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Fig. 12. Waveform of Output Port
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#define MSG_LENGTH 8

#define KEY LENGTH 4

void get key(long poly key, unsigned char* key)
{

poly key = icon + iX co*pow(iX val, iX deg) *
iY_co*pow(iY_val, iY_deg);

key[0] = poly key >> 24;

key[1] = poly key >> 16;

key[2] = poly key >> §;

key[3] = poly_key;

—

void encrypt MSG(char* sendBuf, char* msg, char
msgLength) {
int j;
get_key();

j=0;

for(int i =0; i < msgLength; i++){
if( j >= KEY_LENNGTH) j =0;
else j++;
sendBufli] = msg[i] * key[i];

}

Fig. 13. Arduino Source code for Encryption Key

Generation
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