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Abstract Video security has recently emerged as an important issue owing to CCTV video image spill accidents over
the Internet. KISA recommends the use of encryption protocols for remote access through its guidelines for CCTV
personal video information protection. But still, many products do not adhere to the guidelines, and those products
are easily exposed to security threats, such as hacking. To solve these security vulnerabilities, this paper proposes
a CCTV system that connects from remote locations, and is implemented by using secure shell (SSH) tunneling
techniques. The system enhances security by transmitting encrypted data by using SSH. By using the tunneling
technique, it also solves the problem of not being able to access a CCTV recorder located inside a firewall. For
evaluation of the system, this paper compares various CCTV remote access schemes and security. Experimental results
on the effectiveness of the system show it is possible to obtain remote access without a significant difference in
transmission quality and time. Applying the method proposed in this paper, you can configure a system secure from
the threats of hacking.

Keywords : CCTV(Closed Circuit Television), Remote Access, Security, SSH, Tunneling

1. M2 3] sl Ato]Ei= Aol HAAIRE, CCTV Bt Al

%—%ﬁ& 474 01‘”3}

FHt 9)=re) 3 Yl AP EoA CCTV B4 7% "Table. 1" & SIEYl
RS sUEte] A S dAls B2 Hol vk v @ ARE A 5 Qe 7&*%‘01% ﬂlﬂla} ﬂlﬁ}%‘-i

*Corresponding Author : Gi-Jin Hwang(Soongsil Univ.)

Tel: +82-10-8791-3314 email: gjhwang@realtime.ssu.ac.kr

Received August 19, 2016 Revised (Ist September 12, 2016, 2nd October 14, 2016)
Accepted November 10, 2016 Published November 30, 2016

148



SSH HYdd& 0|83t CCTV YAFPL HvHy
g ofolrt, 2. o op
CCTVE] Heks fjdehs 7152 o8 77t Sith
% HAS B8 AeAF DY 45 E HESH ‘g_q_c‘.i Sk JRFAVE A3l GATAl AlElY] B
£47) CCTVE Aojat 4= g, 94 glo]elol] B3t 3 oF @ FAMES 672 Aelsta ) A WA 3
2ol Fhsich wa vlolee] §F 0 91+ washopy OIS 7IRACIE CCTV HelHE 7padel La
=] = O = =] 2]
3 A wlebA @76 ol mot @2 aare 1 010k ST, AREAH IDSE 9] QIS S
& 293l o]grolt). S HUIFE A A= 2007H = =38} dloJglel fig f-Zo] 7Fsslth F MAE 44
=] S .
o] CCTV 7Neleda AR Rn = 93k 7tol=alel} A olgle] F-ZA ot} =3} dolgr) ¢ - Mx Hd, oju
A 5 = o] ¢ AFA] o
PES REEI=TTE Pl ek <_>7ii“1«1 Feo] e A WA= 9
Aoleeel it A dns olre Agee ¢ HeIHe Aol G dolEe @A delva
A% Hol TREZS AGHEE WAG Ay, Aste] Ao S9UE AT ojok Ak vl WA sl
Q= Alante] AaS ZASEE s YA © o] gl WAjolt). AAX | A= Fhulgtel HZehr] 9
‘3101]/\-1 /\—1X] ]O-] %0351 9}% E]_{\’__g] CCTV ;._'; Eﬁ}q% ?.l%—' ﬂf}‘ﬂ HJ—X] ]——O] Z’LQ—E]O] O]O]: 6]']:}'
7 gt B4 @e Baden s, A A WS AR ZRE ARtk Aul s A A
el A] 7)Ao ABEl= AFeA} ofo|t]s} obs 2 o g1 9} )3 75| stk oAl A= “E}Ohﬂ
AR 5 nob mad Aoke) wol Ay, ) RO BN Bapil wesh] 44 <
83 99s vk 5 glojok N3] wekA
A __Eﬂ_g__ olo] 7 _‘_%_ k=] Al -7 %oﬂi o
Table 1. Web Query for CCTV Related Link Search qu—TV |25 919] 7] gt AAE L -9 Fofok
9
Manufaonre Query List for CCTV Link hesiel BaE A7 9 HelHE Assh @
inurl:/view.shtml ;{]—“’]' *Uﬂ"ﬂﬂ Tzt 9’] Lﬂ—E—‘?’qi}\o}Oﬂ Hot iHLF'j’Oé ?_}\5] 8]'
Web Cam inurl:ViewerFrame?Mode= of, HolHE ¢ssitozy Hel TAE 3H7§ St}
inurl: ViewerFrame?Mode=Refresh 3= AT7E Ak ol F-aE) -A%H P/IP 7]%h
Sony /home/homelJ.html 3}]5}1% AES 128bit FPGA %!‘:5.3’:]' %{gﬂ %!‘if’:]'
Mobotix /control/userimage.html 3 T LANS 23] AHE A% 0}03E]_ A4 golE
Flex Watch | /app/idxas.html = %}3 fﬂ-% -OA 31 View Server Aok ] 01 %]'i 5:1_ 9 Eﬂ
olf 715 3l H335p7} o] FoTH4]. o] ATelM=
B miolAE o ek Hopd EAE WA mn ot ola) AlsE MRS molxAuk of .
flal, SSH Hdd 71 ARgstel dAANAM HEol  masie 98 AxAe e} Wy B 53 2o 82
7Fe?h CCTV Al=8l 745 Algketal ol& 7 %l gjof g 2A)7} dolgirh
o). SSH 92 WS AHgohd, hste dloy A7l
A & F olong YEIYIA 7S T 913 @Senderside  ______________________ .
omRY nEd 5 Yok B 9% Aoz Ax | i e e |
98 wEsly] 8 wakule] XY A, AR vEy | 5 ji ;
1 1 ard @) I
Al CCTV =3l7]=9] Aol @7bsstgledl, of | comen g 1 [ o !
2 Yy 424¢ 59 Ho AR e L L R .
B R 2ol BE ATES Avn, 330 il j -y
At sSH EHE9E o868 9455 Azwle] 743 = -
] B @® View : — : :
2 el disl] Zledth 48l dES Tl Bt plowme s
2 FA aem SR g v R PEE =

149

Secure sector

Fig. 1. Packet Encryption



S| Eerel=EA] ATd AlS, 2016

IP Camera
Proxy Server / ﬂ
s
yBL >
-— — 6 - — -
899/
~

~

~ q
Secure
Channel

Network with Firewall
(Network Security) -

Fig. 2. Remote Access Method using Proxy Server

=
1m

A Fhetell A 71 RA o= AF3H= 9 Ao
FAL, ARHARL ) AH Q1A )
D9} ¢5o] wE:R <l
. AE sldsy] Sl Zeha A E
FhalEkell Hshs A5 7F ATk ZE
sl oz BaE UEYT 5ol %gf—m 9|
ofgt Ax FEo APoRNH HEsela,
MM E ARESRo 24 7|Eel| AAE Fhveke] &

NE AYHOR wB A7 ga evE &

re

Ol}l _\_4
i

1>

>

>

oo
ol 2L r1

—

i

O

o

2 of lo

>
=

ol
o

e i oo md mE ot
T )
2 4 [
©
)

=
l_,
N 1"1
Olt

kﬂ

il

30 ohl M dr >

oo @ ¢ i ®

2 H ool >

2 gy X

L=ee) ol

olft rﬂ

il
uy 3

o

il %

o e

< (m
o

off SE
l
I
o
X
rio,
o
£
of
ox
o

>

il

Y

ofd

_C:L

£

o

F-?L ol
r ook

1. o] ATl
o 8 &3} BE 7} o]FojH A A Hlo
o et FhlEl el sk 23 A

3 T2 A ord Aot

3. 28

ol A Aee CCTV 924 A& Al2=8l2 "Fig.
Fo] AAA] & Zeto]AE "A st HEY A
"B", CCTV =3}7] "C"& 4t SeholdE "Ar=
By An 'BUsh AFsE 84 Z2IoR, SSH
Secure Shell & &3l <& gich Bdy A8 "B'= 2
ZolglE "A'st CCTV 337] "CrAbole] Bl 44
sha dolelg Agshs 34 A d8e Ik Fig.
3ne B ERelA AGkSRE CCTV 97 14 A28

A xolt}

A WAZ Bek AR A"} "Broll SSH HE S
sk, 450 MR Q1% WA} 9 Y, "Ag
"B'Atole] ehilg met o] gk "A"s "B

150

o] guHW "B"E WHHoR 7?%1 &= CCTV
=3h7] "Cho HE AEE "AvdlAl Atk "A'e
"B'REE HY ke ARE ErfE A" 9} "C" Abole]
dsste Hds A g olFA Hds Edl M

tlo]El= wot oa sy} Ho] glo] AUFdL &=

e
Mo

>,

[o

9_‘(

)

2
XL

Local IP1: 126.1.100.100
External IP: 115.4x.1xx.92 2

Firewall

Fig. 3. CCTV Remote Access System

Extemal P2: 11178744 _’
C CCTV Recorder

=l

T oAl CCTV 3317] "C'7h W3k E& VPN
(Virtual Private Network) -0l &4 & 744 9]F-=

2y Aol ek ®oF B3k oy R A
o] B7l53k thdo] 9t} sk NF E =Fol| A AA]

N
z
W

HO /\]_ ]_]-jr[yd, E]L‘]Fﬂ /\1]:],1 ||Bn7]_ CCTV lr_§]_7] nen

\:1
o HolHE TAste] ALl = dds dow U3}

Use
SSH
Tunneling

Client Get Video Data from
CCTV Recorder Directly

J

S5H
Encrypted Connection

}

Client Get Video Data through
Tunneling Server

Data Transfer

Fig. 4. Connection Algorithm



SSH EE3< o83 cCTV 927 % HelbrH

SetolQ s} ARHW 4T e A

i
N
B

re
i

)

[

>

& 4ug

= =53t ol ek A

JHU_&E

s NP R <

Fl

N
—-

Zefo|AE "A"7F AW "BrollAl 3 ARE 245
7R ] ARV T 2kt
7899 AZY Tar &
QA7) ek

4

= uro
= = =2

&

=
=
nn

(M

Tyr=1,
=1 + Tpecrype (2)

onnection + TDou,‘nload
Tomz('ctian +1 +1

Encrypt Download

T’UT

B
}

ol

o

=

13y ot

9E o8 A

Aole Selstelk
EEIEEEE
Bl MEAaR 14 A 2]
A BB GESE AT A%
BAe A s

"Fig. 5 FeolQEdA] HaYe Abgeks A4

83t CCTV 97dS 7HAL shdolth

[¢]

& Hlole 7k e
[ex

A AAZEel g H]

w
=
ol

tjo

151

+ Add = Remowe | 4 Up ¥ Down | v Save

Address
" 115.176.87.41

# @ Name Port  User

‘2

Passw... Use Tunneling

1 ¥ Test Number #1

admin

4.3 I{Zl Hotd ZA}

AAA PCAAlA § Bet9-xE F3 HTTP WA o
CCTV F37)o] H&s & A5, H72 243 E 23
ot o BE &<l 3tk "Fig. 6" WinSharkE o]
ste] AEE e dzle] &S BAgk a-olt). dx) A
gdE= dAE 5 944 PCot CCTV 537] 34E A

= JE Y3 "Fig. 7" o] ARl ofoltig} &
37 AR =E2HE AL T AT

2
B
&

3t
=

gl

R

Fig. 6. Packet analysis using WinShark

TTP/1.1\r\n
z=all@user=admin&password=admin HTTP/1.1%r\n]

Fig. 7. Data Leakage (User ID and Password)



S| Eerel=EA] ATd AlS, 2016

TLg WHoR, SSH F]&o] o] Fojxl Aejoll A
70 2Q1S & WL "Fig. 8" o] ¢k} 5] o] o]
FojR iZ el M= AFEAF FRoL 4 AHE 99l
& 5 Atk

74 d4 35 e8 6b 65 [1]
@5 dc 9d bl 4@ 0@ 34 @6
19 b3 16 €@ d8 72 52 8
20 3c 9f 90 00 oe 75 27
fe ad 3a a7 la b2 46 6b
67 25 84 ed ae 1b 18 d8
9a 9c e2 @8 f2 28 60 @5
3e e8 61 c3 7e b7 ce 2f
fe 1d e9 b4 2c b6 26 83
3e Of 30 le 51 4d 82 76
al bS5 89 12 8e Be 39 15
bc 36 98 65 40 18 08 44
ed 67 e2 84 71 98 <3 2b
26 2b 81 d2 @ 17 9a f1
53 bf 35 af 33 17 3c 7e

(20Nl 6d ©3 ba 08 @@ 45 00
f2 de 73 b2 57 29 cb fd
9@ 9d b6 17 dc b4 50 10
45 88 47 5e 8d 76 6a 19
ae fa ad 60 5d d7 78 7@
bf 8d 9d 88 19 77 20 25
4a ed da 4a 38 c4 8e da

2000
a0

75 b4 fb 8d 78 ce Ba 2d
82 de 63 b3 ed 9d d5 1d
la 4d 55 a6 59 75 94 f6
59 ¢6 68 @5 fb ba Bc ef
52 4@ a4 el 8b el 41 7d
31 4e 69 b8 f4 cB a7 dl
9e 8b 20 38 8c 19 fc 9d
18 dc a8 df 51 Bc d5 a@

Fig. 8. Encrypted packet

AP HlES ALY VPN 32
oo H&2 %
el &7Fs stk At
< olgste], A Lﬂz? a
Al gl Bt gsrol Ths

ok

4.5 T3l X|HAIZH HAL
Akahs Alzagls ARgsto g WA HEAA
Akl digh HlaE 2 ﬁﬂﬁ}oiﬂ‘r. "Fig. 9" ¢} "Fig. 10"
EZF Ao &) 7] 44-E A 17
1] Alzke vladd Aotk A A&
9] gl we} x}o)7} YRRk Edg S
}% $7F AHgEkA &
Aol o Adeds Ade Fal 49

il

Fetoldd

N

\

—+— Non Tunneling
— Use Tunneling

0 . |

1st 2nd 3rd

Connect
!

4th

Fig. 9. Connection Delay Time

152

Sec
038
B Connection Delay

0.795

0.79 =
- I I:

0.78 T T

d 3rd 4th

Fig. 10. Delay Time Analysis

46 € Zut

"Table. 2" o] 7H4 CCTV 94 A& 7|93 H
d9e AT 44 A% 7S v 24 g A} ol
Table 2. Performance Analysis

HTTP | HTTPS Client [ Tunneling
Security Weak Strong Weak Strong
Encrypt X (0] X O
Extra Packet X (0] X (¢]
Time Delay X (0] X (0]
Connection possibility
located in Firewall X X X 0

HTTP 222 0§ 97 14 Wi e notyol
Aojulo] Qiek. o] 2 WS HTTPSS} 22 ZeEd
o] FAFAT Yahul o] Q= Al2do] PTah)
olgit}. Eae g ALgate] AAXNN CCTV %357]
HEg & 49, o Basl Be 1% o] was
oSS ANE S Ao £ W 445 99
MEe] ¥E A7 AnE nEsha ook sk Aol
UARE, HbY AstE AF dexon & 5 vk
Table 3. Network Environment

. SSL SSH
Firewall VPN VPN Tunneling
Based HW HW HW SIW
Configuration
App
Location Server Router Server App
Router Server
Router
Service Cost (0] (6] (6] X




SSH EEd®& o]&3 CCTV A& Htr|H

"Table. 3"& UE
Hdyg 7
SSL-VPN& HEYA BFE 93 =
ot} UE
ATH10]. Kot F4o] $-F3pA|k Mu]x 2 -
o] £tk o] W}

42 7% el W2 Ao
djE @ glolth WMo, VEN,
o} 7k 71%

Bl Auls @

Aol ehiEt AN E

it

I

a5y
S op Ay

ATk B =l A AljketE

rlo

7hAel Al u g glo] BeH AEE & 5 vk

(1]

(2]

(3]

(4]

(3]

BHoE 97 i 4T A9, P ks
P B F

ye 1o &

tr0]7] $alA 7]
= 7k P A, A
E LR ED:

References

KISA, "CCTV Personal Video Information Protection
Guideline", http://www.kisa.or.kr, 2007.

T.W. Seo, S.R. Lee, B.C. Bae, "An Analysis of
Vulnerabilities and Performance on the CCTV Security
Monitoring and Control," Journal of Korea Multimedia
Society, vol. 15, no. 1, pp 93-100, Jan. 2012.

DOI: http://dx.doi.org/10.9717/kmms.2012.15.1.093

TTA, "Security Requirements of the Video Surveillance
System", http://www.tta.or.kr, 2012.

Y.S. Won, S. H. Yun, "CCMP Packet design for security
CCTV  environment," The conference of Korea
Communication Society , Dec. 2013.

K.J. Bae, K.R. Lee, K.B. Yim, "Proxy Server Providing
Multi-level Privileges for Network Cameras on the
Video Surveillance System," Journal of Korea Internet
Information Society, vol. 12, no. 2, pp 123-133, Apr.
2011.

[6] Y.D. Hwang, D.K. Park, "Design and Implementation of
Android-based NVR System," The Journal of Korea
Institute of Information Technology, Apr. 2016.

DOI: http://dx.doi.org/10.14801/jkiit.2016.14.4.109

[7] D.S. Kim, E. J. Yoon, "Study of Imaging Security Using
Lightweight Cryptography and Data Hiding Technique on
10T," The conference of the institute of electronics and
information engineers , pp 1791-1793, Jun. 2015.

[8] H.J. Kong, H.S.Chu, "Inter-PMIPv6-Domain Hand over
Scheme Based on Tunneling," The conference of Korea
Information Society , May 2009.

[9] Y.S. Ko, K.-H. Park, C.S. Kim, "Problem Analysis and
Countermeasures Research through Security Threat Cases
of Physical Security Control System," The Journal of Korea
Multimedia society, vol. 19,no. 1, January, 2016.

DOI: http://dx.doi.org/10.9717/kmms.2016.19.1.051

Kuwar Kuldeep V V Singh, Himanshu Gupta, "A New
Approach for The Security of VPN," Proceedings of the
Second International conference on Information and
Communication Technology for Competitive Strategies,
Mar. 2016.

[10]

g

7| ZFI(Gi-Jin Hwang)

¢2001d 8¢ : FAdEtw HFE
¥} (JS@H—W}

02014 8¥ :
7} (‘%W#E)

X X (Jae-Pyo Park) [BAS]3]
01998 2¢ : FAUIE N FAFETH
7 (%?‘MA})
02004 2€ : FAUIE N FAFETH
7 (%fzwm)
©2008 39 ~ 20099 29 : 54
gt Jrujtiel 7]&Edta 2
JAT4

¢2010 3€ ~ &A : FA
ARSIt w

£l

R REDS
A%E F4, Bk, 95el, Rejncle) F4)



A 71Ee 8] =g A AlTd AllE, 2016

&4 & Dl(Seung-Min Yang) [H39]

01983 29¥ : University of South
Florida. Dept of Computer Science
(MS)

0198611 8¢ : University of South
Florida. Dept of Computer Science
(Ph.D.)

°1987:d 39 ~ 1991 249
Professor in the Department of
Computer Science, University of
Texas at Arlington.

01993 39 ~ @A SANG AFEHSE wg

<#Eok
Real Time System, System Fault Tolerance, Wireless Sensor
Networks, Operating System, etc

154




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


