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Abstract National Competency Standards (NCS) need to be introduced to train newly hired staff and to gradually
improve employees' work performance in the information security industry. In particular, the introduction of a new
NCS curriculum for new hires is important in order to retain and efficiently manage professionals in the information
security field. However, the legacy NCS is not clearly designed for the information security field. So a formal
curriculum has been suggested for institutions training the information security workforce. Therefore, this study
establishes a competency unit based on the types of personnel, their duties, and required knowledge. To select the
competency unit, this study reviewed prior research to understand the required skills and work knowledge, and
reviewed recruitment-based NCS that public agencies and public and private companies have carried out, including
them in the study. The selected competency unit was classified into a required competency unit and an elective
competency unit based on the importance of the duties and the demands of training. Through a verification process
for the new, licensed career path model in the NCS information and communications field, this study suggests updated
NCS competency units and required courses to provide an appropriate NCS curriculum for newly hired employees
in the information security industry.
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Table 1. Occupation types and NCS Classification

Job Main Task Occupation |NCS Classification
IoT Service Security .
. Security
System, Security
product
Convergence,
developer,
Technology Research
i i Convergence
R&D and Security fusion A
duct development. Security
roduc . .
P . P Experts, 20.Information
Security Technology ) o
. ~" | IoT Security | Communication>
Plan, Security Device .
¢ Experts 01.Information
egol
cateeory Technology>
Personal Information . 01.Information
. Forensic
Security, Technology
Experts,
Malware concealment Strategy-Plan
. . Malware .
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Table 2. NCS competency unit and required courses

Competency Unit Reflection
NCS Element
. . Required Courses
Classification Competency Unit Competency Unit New License
Code Name(Level) Relationship
IT 2001010101 _14Vv2 IT Strategy Plan(8) 3 | elective Information Technology Strategy Plan
- Strategy | 2001010102_14V2 | IT governance strategy (7) | 3 | elective |Information System Security Audit, Information Security Polic
Strategy| 2001010302 14V2 | IT Environment Analysis(4) | 3 | elective Information Environment Analysis
Plan PIlZn 2001010306 _14V2 | IT Architecture Design (4) | 3 | elective Information Technology Architecture Design
2001010307_14V2 | IT Operation Policy Plan(4) | 3 | elective Information Technology Operation Policy Plan
2001020201_14V2 | Requirements Confirm(4) 4 | elective Software Engineering
2001020202_14V2 Application Design(6) 5 | required Operating System, Software Architecture
2001020203 _14V2 |Application Implementation(4)| 5 | required | Algorithm, System Programming, Object Programming
2001020204 _14V2 | Display Implementation(2) 5 | required | C, C++, JAVA, Web Security, Mobile Programming
Appéif;‘i"“ 2001020205_14V?2 |Data In/Out Implementation(5)| 5 | required Data Structure, Database
Engineering 2001020206 _14V2 | Integrated Implementation(6) | 4 | elective | Application Programming, Integrated Implementation
2001020207_14V2 Developer Test(4) 5 | required Software Test, Digital Content Security
2001020208 _14V2 |Information System Implementation4) 3 | elective [Information System Implementation, Application Security|
2001020209 _14V2 | Product Software Package(3) | 4 | elective Softwaer Package
2001020210_14V2 |Software Engineering Uses(6)| 4 | elective Software Engineering
2001020401_14V2 |DB Requirements Analysis(4)| 4 | elective Database, Cloud Security
2001020403_14V2 Logical DB Design(5) 4 | elective Database
DB 2001020404 _14V2 Physical DB Design(5) 4 | elective Database, Database Security
chglop Engineering | 2001020405_14V2 | Database Implementations(3) | 5 | required Database Implementation
ment 2001020409 _14V2 Data Standardization(4) 4 | elective Data Standardization
2001020410_14V2 SQL Uses(3) 5 | required SQL
NW 2001020507 _14V2 INW Software Development(4)| 4 | elective Network Programming
Engineering | 2001020508 14V2 [NW Programming Implementation3) 4 | elective Network Programming, Mobile Security
2001020601_14V2 Security Plan(7) 4 | elective Security Plan, PIMS, ISMS
2001020602_14V2 | Security Risk Evaluation(5) | 5 | required Security Risk Evaluation, Electronic Signature
2001020603 _14V2 (Security Requirements Define(S) 5 | required Security Engineering, Security Risk Analysis
2001020604 14V2 | Administrative Security(5) 5 | required Information System Management System
Security 2001020605_14V2 Physical Security(5) 5 | required Information Security Policy, System Security
Engineering | 2001020606 _14V2 Technical Security(4) 5 | required Application Security, NW Security, DB Security
2001020607 _14V2 [Security System Management(S) 5 | required | Information Security System Management/Evaluation
2001020608 14V2 | Security Threats Control(3) | 5 | required Digital Forensic, Reversing, Simulation Hacking
2001020609 14V2 | Security Audit Perform(6) | 4 | elective Security Audit
2001020610 14V2 |Security Certification Management(S) 4 | elective Cryptology, Security Authentication System
2001030104 14V2 |IT System Integrated Management(5) 4 | elective IT System Integrated Management
2001030105 14V2 |Application SW Management(4) 5 | required Application Software Operation Management
T 2001030106_14V2 [HW Operation Management(3) 5 | required Server Management, Linux, Window Server
IT System 2001030107_14V2 [NW Operation Management(3) 5 | required Computer Network, Network Practice
Operati| Management | 001030108 14V2 |DB Operation Management(5)| 4 | elective Database Operation Management
on 2001030109 _14V2 (Security Operation Management(S) 4 | elective Industry Security, Convergence Security
2001030110_14V2 | IT System User Support(3) | 5 | required Service Desk Operation Management
T S—ll-l;;h;:al 2001030304 14V2 | System Failure Response(4) | 4 | elective System Failure Response Practice

542



FEEE R EE

Fde 1% NCs 7R meaby AAO] BE A7

fo
iy
Z
O
=

i 4

o H1 ol
2

>
ue ©

(o3
o
%0,
o
i
=

f 2
i
fol
rO
A8
i tlo
2
o

£ o

ok
e o 2 &
oX,
o
o

Mo oot oy © 5o o
o o oo [® X 4 rlr S > o 1ot
o =, Nk
e
o,
e
=
=
p‘L
e
=

F

30 24

o2

N ol-m
%
ol
[
[T
fot
22
jincd
=
e,

fo
ot

References

[1] S. C. Jeong, S. W. Chol, “A Study on Improvement in
evaluation method of practical skill test of national
technique qualification of Master Craftsman Welding
based on NCS”, Journal of Korean Academia-Industrial
cooperation Society, vol. 17, no. 2, pp. 596-600, 2016.
DOI: http://dx.doi.org/10.5762/KAIS.2016.17.2.596

NIS, MSIP, KCC, MOI, KISA, NSRI, “2014 National
Information Security White Paper”, 2014.

(2]

Ministry of Science, ICT and Future Planning, “K-ICT
Security Development Strategy”, 2015.

H. J. Jun, H. W. Yoo, T. S. Kim, “Analysis on
Knowledge and Skills for Information Security

(4]

543

[3]

[6]

(7

[8]

9]

[10]

[11]

[12]

[13]

[14]

[13]

Professionals”, Journal Information systems review, vol.
10, no. 2, pp. 253-267, 2008.

H. W. Yoo, T. S. Kim, “Considering Information
Security Professionals’ Career to Analyze Knowledge
and Skills Requirements”, Journal of The Korea Institute
of Information Security & Cryptology, vol. 19, no. 4, pp.
77-89, 2009.

T. S. Kim, K. H. Kim, “Analysis on a Turnover Process
of Information Security Professionals”, Journal Korea
Institute of Information Security & Cryptology, vol. 21,
no. 6, pp. 101-108, 2011.

J. Y. Park, “An Analysis on Training Curriculum for
Educating Information Security Experts”, Journal
Management Information Review, vol. 31, no. 1, pp.
149-165, 2012

D. W. Kim, S. W. Chai, J. C. Ryou, “A Study on
Domestic Information Security Education System”,
Journal Korea Institute of Information Security &
Cryptology, vol. 23, no. 3, pp. 545-559, 2013.

DOI: https://doi.org/10.13089/JKIISC.2013.23.3.545

J. M. Bak, Y. G. Park, “An Exploring Study on the
Possibility of Utilizing the NCS(National Competency
Standards) for University Education”, Journal of
Employment and Career, vol. 2, no. 2, pp. 1-19. 2012

J. L. Han, D. H. Kim, “Study on the New Direction of
Publishing  Curriculum based on the National
Competency  Standards and  Foreign  University
Publishing Courses”, The Korean Publishing Science
Society, no. 70, pp. 99-124, 2015.

National Occupational Standards, Information Security
of the NOS [Internet]. c2016[cited 2016 November 3],
Available From:
http://nos.ukces.org.uk/Pages/results.aspx?u=
http%3 A%2F%2Fnos%2Eukces%2Eorg%2Euk&k=securi
ty #k=information%?20security.(accessed November., 3,
2016)

Human Resources Development Service of Korea.
Introduce of the NCS [Internet]. c2016[cited 2016 July
20], Available From: http://www.ncs.go.kr/ncs/ page.do?
sk=P1A1_PGOl 003. (accessed July., 20, 2016)

Korea Education & Research Information Service,
“Korea Occupational Outlook”, pp. 739, Ministry of
Employment and Labor, 2015

Ministry of Science, ICT and Future Planning, Korea
Internet & Security Agency, “2014 Information Security
Career Guide Book”, pp. 7-9, Korea Internet & Security
Agency, 2014.

Korea Software Industry Association, Korea Software
Technology Association, “The reports of certification
redesign by NCS”, 2015.



S| Eerel=EA] ATd AlS, 2016

& M S(eong-Ho Song) (5|9

200111 8¢ : ofFrShal FSh|g}
A A5 Eifﬂﬂr (F3AAh
02016 2€ : FFuigtn Ynte
A AFEHF @Hﬂ— (AR
01999 39 ~ A : FUFAX
S8 AFE vt Rety WAL

<BA ok
NCS, AERES, AFHUEYZ, YEYI Kl BPus

Z & 2li(Hwang-Rae Kim) (M3 H]
01991 2€ : FIdUTA gy

AFE T} (FAAh
0200711 9€ : diddigal gy

AFE e (FEHh
01983 39 ~ 1994 29 : 3=
AAEA AT iﬂohﬂl}%_

019943 34 ~ @A :

1=}
AFH TR g

o
2
)
El

<EH ¥k
NCS, VIE9anel FehseaFY, YEAD 42 B

544




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


