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Abstract Smart healthcare systems, a convergent industry based on information and communications technologies
(ICT), has emerged from personal health management to remote medical treatment as a distinguished industry. The
smart healthcare environment provides technology to deliver vital information, such as pulse rate, body temperature,
health status, and so on, from wearable devices to the hospital network where the physician is located. However,
since it deals with the patient's personal medical information, there is a security issue for personal information
management, and the system may be vulnerable to cyber-attacks in wireless networks. Therefore, this study focuses
on a key-development and device-management system to generate keys in the smart environment to safely manage
devices. The protocol is designed to provide safe communications with the generated key and to manage the devices,
as well as the generated key. The security level is analyzed against attack methods that may occur in a healthcare
environment, and it was compared with existing key methods and coding capabilities. In the performance evaluation,
we analyze the security against attacks occurring in a smart healthcare environment, and the security and efficiency
of the existing key encryption method, and we confirmed an improvement of about 15%, compared to the existing
cipher systems.
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Table 1. Abbreviation

Sign Description
User Identification Value of User
User e Code Value of User
Device,, e Generate Device Nonce
Device gy Serial Number of Device
KMSg, Granted Grade Value by Key Management

Server

Signature pe,.. | Signature Value of Device

Patients — code | Generated Patients code by Service Provider

Generated Code Value by Hospital Information

Hospital g, Server
SP,once Generated Nonce by Service Provider
Device 5, Information of Device
3.1 C|Hio|A S5 & 7| ¥ Hxt
AHEARE Tufo] 25 AME3e] Service Provider = 5-E]
tulo] 2~ FE-8 gttt o] % Certificate Authority =
HE AR A, il ARE 3 F AFUL
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Fofgieh, A AA= [Fig . 2]9F 2k
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Table 2. Security Requirement Comparison of Existing
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Requirement Exist System |Proposed System
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Support Support
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Not Support Support
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Table 3. Numerical Analysis of Cryptographic
Performance (unit :millisecond)

T-DES SEED AES Proposed
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Encryption 238 15 23 38
Decryption 12 13 12 13
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Cryptography

Fig. 5. Comparison Analysis of Exist Cryptography
Method and Proposed Cryptography System
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