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A Study on Test Report Information Service Architecture
for Preventing Forgery and Alteration in Defense Industry
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Abstract Preventing the forgery and alteration of test reports is important, in order to maintain the reliability of
military supplies. Based on a survey of reports on testing institutions and a case study of established electronic
document systems in the public sector, we propose a system architecture, which helps prevent the forgery and
alteration of test reports with legal force. The proposed architecture takes advantage of both the time stamp that
records the time a document is received and a server synchronized with the testing institution. Using the proposed
system architecture, the user is able to request a test and receive reports from the testing institution without delay.
Also, a defense agency is able to conveniently prove the authenticity of the test reports and utilize the statistical data
collected by the architecture. Therefore, we expect that the proposed system architecture will help defense agencies
to prevent the forgery and alteration of test reports and ensure their reliability and quality.
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Table 1. Forgery Prevention system of public institution
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Table 2. Survey components of questionnaire.

Survey components Number

Main munition fields for test analysis 1
Process of test report issue
Methods of test report issue

5
3
Information system for test reports 5
1
5

Limitations for electronic test reports issue
Activation plan for test report system
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Test Institution / Test Report System for Forgery Prevention

Military Quality Assurance Institution (Intermer)
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Fig. 5. The process of Test report forgery prevention
system for converting digitalizing documents.

A BN B ARG 20 52 o] 83
of AR & ¥, o2 NBHA JuAAS B Edn
Z71om $AsH Dk FARZ7I0 AHY L
oF FAIE F, AGHAN U2 BE 5L ol §3te] B
Aol Bl 2R E Folsh = FAME-S 53] PDF
Geje] HAE Agnol A3 k. o g 91%7]
HoAE FANEAE Bojo] HHAE 21T 5 Qo
v, AN Rl T gl Wi F o|F
Solg 4+ gl

2.6 M2t of7|E x| F3d

= AlA ARk o7 EIAE HTE] Sk, Al
YA ARAAES FE8S 75 AR A
HAA = SAABEAA ] A=A SR ofyzet, Ao

QA B AR ARERE B AALE, 74
A, Ao, AkdAl ol Uig doleE B8

A5 ShSATh AIRAAA, AR A, Aol

48

PEDEDIBAERHE e NU/EANERNR AT AERD

IEEEY EEEEED N B 2R 1884
843431 EREEH e -
N#y3NEs ! P NEH3H
NEEEH 20188 - [ETLTE
NBgEN aEAS
R (4434 25 e
NEEH2EN 58 UEERAE ooy || JEEadE ez |
RS P B2
57 ey 81
LS 2y etz a8 e St e
. . gtz o
\BEe02KERE — g2 -
AbsEkEREY =8 2o = 29
2 —
HEg ey (i doe =
= Wiz -
0 (s
R wejgien
EEEE - _I L
AR | |
199 28¢ Y24
UEEE G -
EEES 52

EUEELEE
NEZHRTN
EEL]

Fig. 6. A function diagram of Test report forgery
prevention system by user.

AR ARAAE A8 B 2o
NS 0w, STEdel AFAAN FRAAE o
Fig 75 200 A1371%
w5 Sglt. ARe 2t

T Isfel zgle 7t

SAE ol gdte] 29T 5 9

AFAE
TS A2 oM
Ak =

o zQ
_—)‘4—‘1
S

Jo 1
N

offt
ofr
o

£y

Jfu of mgtt

32
o
R
>,
Juk)
N
-
=2,
2
rie

!

ofr
—_

rd
A
W Ry
> ¥
oX,
)
>
I
2
2
Lo
ofr
o,
2
1)
)
iU oy
i)

Rl
RN R SO =

12
2 o

ofr
-

oX,
o @
iz O
ol i
tlo o

ot n

>
r;’ g 2
1 o =
4 & x
%0, ¥
k1
Bl
=l
b
o
[l
et
EI
;R Y r:i
SE

[+
H1
ok
ol
H1
ol
=
(0
2o
olN
N

=

oXx,
@,

o o >

o

5]
AQ, r_?(_lt
o
w
[
ol\
_—)‘4_1“
x
>,
>,
o2

o,

>
S
[
S
T

r
rht,
_)\i
H
Sy

ofr
—_

on o8
i

_>ri

i

n

3



Z5E ABYHA 9

A WA A2" op7|E Ao gt A

AYHYe  EXE  AANE ASTEd

wome |4 209 | 8%

ToRIS ™

Tt Rt e S e S

a0 N A
._-.-1“-"' llii‘g’“* :
N

SRIPHOIZMA Bet
NeE42RIAR
NRDIZOIA 9152 Z4RIC

NI 2R AR
ARUBT/IRNERS
AvgunRRiEl g
LT

@ 00I0/HEE %

=8¢ e s - AW

228 NS BERHA Qg NESHAR SRIZAOIE Tm@

NBLEE S, Xz P —
T o 1A e Q8A +wore
(212 22t 84 &7 AETH R (AIEIIRE) HAMERE FRMEC
TRIS 018 JH0IS (AI&II8) AER R (242HE) AYSRE SRM TRIS ZE)H ABUC...
TRIS 018 JloIS. il 8) BRI A ETH TR (14.10.22... AETA A4} HEO| BT
2B A 2 X2 IR0 BRI A HTH X (14.10.22... L ELEES
<RE € - N> Agza o
BANEFA  ayykssoecRH A ReMAAAM et B L
) IHERI-ARIR MOV 3R

(E] P MOV AT BT
everyspec it
+ MOU R 291

Fig. 7. Test report forgery prevention system(Internet).

e

X,
)
>

off
L

2
R
Lo
>,
i)
ox
o

H
o
>~

|

>,
il
of
>,
i)

Ot
fa

[e

>
ol
ju i)
ofo
ol
o
BN
ot
)
Mo R ol ox Hom 2L orlr

o Yo ol oot o o

il
o
re
X,
ol
9
> ¥

(

o o
N

| 27A, Aok
ket o) F1g
o] AlF 8}{—

.l

> 1~H

fatit}

Ju

e
x
<
&
m
&

T} Zo] ARAHA Whg Al =E = A
A7) Aol FART 9 AN E A
A FAst] AFAAA ARAA 5L & =S
SholTh mgk, obd AERA d3 5 A ARE A
&3t "}%X}-‘q A3 Ao, AAE 7kl Sol
&8 3 9l 3?9\1‘:]' O]‘:ﬂ Fig 9% A18444 ¢

49

ERTETE T
JEET B e
g-1H B e SBI 200815 [ ~ 0140918
+ Mg 0 e U mwosns @ ¢ o0 @ Q3
T “nnse oxaur
L] Rl v
RV % e
BEEOEEEEEEEE NP (MM HIED DY | FMAESIS OB | 2y
‘ 2 20140912£0002 HOREHE) EUR L HS w BEMY-248 HAED | 2140912 FIMARSY o 140912
3 0wolowr | RNGERS  HOLARHAUSA) MIREZNORA MITNSEL LRO | W0G05 | DRANSRL | RN 2040905
| o owvomos| TN RN BEAMEUUI ouaeod BY | AWos0s | SRRWESH | B8H | X090
5 | mupotoms | WWNGEIL | HEIUATBUARE ¥EZSELH oy U2 | mudogios | GBI | wAH | 20oons
6 | MO0 | EIBIANN | WORIR  IMARINEEN BE20020 SR | 21005 | BRURLHATH | T | 20140905
7| 201409010002 e B FECES URzEd TESTOI | AREE1 | 20140908 FIT A¥SI9 owy 2140905
24 I e | awa ang | w1
B [ BEEUER)  DRBMNEARIBARED 01307 B
[ 2 | 2 LCLET RUBR) | ARBASTARBURY 213070 B
3 | 1201309020012 L LY BURLUER)  HMBBISHBIB-NELR 013117 D
‘ 4 12013082:0002 EIREAUA BUBLAR3)  (4B-BN2ARIS-MESD 2013/08/06 D
| 5 | 1201309020012 L EELANGR)  BORENZHRIR-HELD 010802 D
‘ 6 | 1201311010006 LL ] LUABE) MBIYAZEARIUZY 20102 D
7| o200 SmENTN SRR DRMBUNZARIBAZLE 21302 B
‘ =
=R NEZFIQTH
B
B F

= ana

-

| e i |

Fig. 8. Linked documents created by test report system

BECVELEE R

- NEEo
- snEs

2] 7] - aE @ o] iz

@sy Ogo Ouey O Awiza

2015/04/01 @ ~ [ 2016/01/21 | @z

EEETTE

EEEES

1 1 o
2 1 o
3 LEICI (0 ECS 2 o
4 (et BT e o o
s 228 | BRIBTAREIAC ET] 10 6 o
6 [(EE FITINESRE 17T e 1 1 o
7 [EEECIE N LR EE ECS o o o
8 R pEsmEEAREIAC e 6 4 2
° LEEE] ECS 1 1 o
10 [(E2 e 50 48] 16
1 (e RIEEEEREEETE ECS s 5 2
2 (e FITIARE 3 e 68 65| o
13 248 KOTITIAEE 22 ECS 6 6 3

Fig. 9. Statistics of test report by field

3. 282
AT QAR $F P ohe K2UA, K213
A, KIAFE 5 2B 42N 9z Aple] T



F=AIS71E8 8] =2 A AlTd A4E, 2016

4

o, oX
o fol
s

G AREE AR 3
=

AYAANE A4 EX‘E‘rﬂJ*C)ﬂ

=

ZREREREE

8]— /\ OIOJ];]_.

AW ARYHAE QD TR WBsle] §
Fgoan, N@astel F4 AARAA o 5L @
GA7E A7 Kok gastelol sl walel dlek. 1
g, Axs BA) MARHE A7) stel A

15} MOUS Aot s Aol 9, olef

Z,:
Elﬂt /\15“331*1011 el HAE

References

[1] D. Lee, S. Hong, YG. Kim, “A study on defense
technology level Evaluation of force support systems”,
Journal of Institute of Control, Robotics and Systems,
Vol.20, No.2 pp.112-119, December, 2014.

DOI: http://dx.doi.org/10.5302/J.ICROS.2014.13.9002

50

[2]

B3]

[4]

[3]

[6]

7
(8]
9

[10]

(1]

[12]
[13]

[14]
[13]

[16]

YS. Kim, JS. Choi, DH. Kim, JY. Noh, KY. Kim, IH.
Lee, JM. Yu, YH. Kim, WK. Jung, WS. Kim, WS. Koo,
SJ. Kim, DC. Lee, GS. Yoon, JH. Kim, “Introduction to
defense quality management”, pp.266-309, Hyungsul,
May, 2010.

NIPA, “A study report of Electronic document security
management guideline”, pp.50-60, NIPA, November, 2010.

KHNP, “Development current situation of quality
evidential documents registration management system”,
KHNP, December, 2013.

KH. Lee, YH, Jung, “A study of e-passport against
forgeries using scrambling encruption method.”, Journal
of the Korea Academia-Industrial cooperation Society.
vol.13, No.2 pp.849-855, February 2012.

DOI: http://dx.doi.org/10.5762/KAIS.2012.13.2.849

YJ. Kim, “A study on computerization method for the
Quality test management system in constuction
materials.”, Korea information science society, Vol.39,
No 1. pp.37-39. June, 2012.

MO, “Electronic government Act No. 2”, February, 2016.
MO, “Electronic government Act No. 26”, February, 2016.

MOI, “Public records management Act enforcement
Regulations NO.4” November, 2014.

MO, “Electronic government Act enforcement ordinance No.
25”, February, 2016.

MO, “Electronic government Act enforcement ordinance No.
6”, February, 2016.

MO, “Public records management Act NO. 5” September, 2013.

MSIP, “Framework Act on Electronic Commerce No.10250”
October, 2010.

MOJ, “Civil procedure Act No. 356-357”, October, 2010.

H. OK, SH. Yang, “Development of the construction
post-evaluation system in public construction projects”,
Journal of the Korea Academia-Industrial, Vol.14,
No.12, pp. 7364-7371, December, 2014.

DOI: http://dx.doi.org/10.5762/KAIS.2014.15.12.7364

MND, “Military security business instruction, No. 108”
May, 2015.

0] & 2 (Donghun Lee) [H2|3]
©2010d 2¢ : FEohha et

I (F3Ah
02013 29 : FEUiEA AEE

sHFAD

2012y 12¢¥ ~ @A) :

49 A7

ki

<qHop
4879, F4749



TE AYAAA 902 BA) A28 oA et a7

T 4 H(Sooyune Jeon) (Fzl8

02012 2€ : d=po]=rojdistal 4
374 9ET} (FFAh

02014 8¢ : =y |edd V)&
st (F3HHAh

02014 12€ ~ AA| . FW|EF
29 a9

<HA ol
e, 44
Hi BF XH(Manjae Bae) [H3| 3]

01995\ 2€ : vt shetat
CE)

©2004d 29 : B
33} (F3AAh

019954 3¢ ~ AAl . FWY|EFE
A AT

22
=
£
El
!
M
Y
olt

51




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


