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On the Development of Safety Requirements Based on Functional
Analysis of LRT Stations in Concept Development Stage
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Abstract For safety-critical systems including railways, there has been a growing need for effective and systematic
safety management processes. The outcomes of efforts in this area are international safety standards, such as IEC
61508, 62278, and ISO 26262. One of the principal activities in the safety process is hazard analysis. For this reason,
considerable efforts have been directed toward methods of hazard analysis. On the other hand, the hazard analysis
methods reported thus far appear to be unclear in terms of their relationship with the system design process. In
addition, in some cases, the methods appear to rely heavily on information regarding the hardware and software
components, the number of which is increasing. These aspects can become troublesome when design changes are
necessary. To improve the situation, in this paper, hazard analysis was carried out using the result of functional
analysis early in the concept development stage for a safety-critical system design. Because hazard analysis is carried
out at the system level and the result is then used to develop the safety requirements, improvements can be expected
in terms of the development time and cost when design changes are required due to changes in the requirements.
As a case study, the generation of safety requirements for the development of light rail transit stations is presented.

Keywords : Safety-Critical Systems, Hazard Analysis, Safety Requirements, Systems Design, Functional Analysis,
Model-Based Approach

B Ay ZRugy An1EaTAge] ANE mAARALY Qedels 3 A%
(15RTRP-B069124-03 )oll <]l 3= A2

*Corresponding Author : Jae-Chon Lee(Ajou Univ.)

Tel: +82-31-219-3941 email: jaelee@ajou.ac.kr

Received January 27, 2016 Revised (I1st March 9, 2016, 2nd March 22, 2016)

Accepted April 7, 2016 Published April 30, 2016

olf
o
olN

5 ArnAd

382



o

A AL EEA DACNA 7R 2iE

B9 FHATARY PHo] B AT

1l

1. M2 NEHE 4RSS B850l FAY 2L AL 9
. oFA AEE M eSS B ok dRAA
drfe] PATA A2RISE T} o] 2R HIEE wle dAshed wEo] Alzgle] HAvA oA R E
Apazk Agjsiet A Az 45 Al AAH  ehrie] Shuw 4 QES AAEe] gonz b
QL RPdEE vl TRt ool met Ak, =, 2 98 e TAES REaE Ao wig FoFS
ST, A 5o hdlo] FAHE FoplAE ehdlel X @ 4 qleis)
oig = Al =4S AAskL oS Eskes dddt ©]9} 7ro] SHAFFOIA AN B E YFEA A2
3T o)sk o] QHAS oy B AEl AR ggsje] bR PARIS EEe o) dg FAAS
A Azge) A WAl Falstelol S B wgo] ofy Bk AXHL QA Stk AS A
FAH 827k Hflon, ofd whE FAet 9vE St A7 A4S B gelalgtt olo] met B AT
SERE ] AAZ7) 1A 2 RAANE BT SR Py
PGS FHE] fal AAEIL e B EET 3} o] AE 83 H 8 ALEke] =E W tisled]
AeL QAE BAgstE A HRE S Jom, I Aoreit) o]2 B8 AlxEle] A x7)d] AAARES
S 98 A EEdtel Al v & Zgste] 228 A TFANERS AAz7d Hhedslo
A% WIS Sirh web e 4R AR A AR e ekio] B 1 2 Al
AAste] A=) AAEANMTE ko] Stu d B =] A vt 2k MM s A R
AT dlof gt} o]5 918 IEC 61508, IEC 62278  o1to] ol -=aky}l B AL AN 69, 24 = o
5o oy} BEE EEEIAE HAFETIIC e @ 49dT 2 AT 2R s)este TAAE G
o Alzglel ol P e AR EEAL O3S A 3o M e Az AGAA ARE B4 ERA
Alell wtedsh= AAE AAstaL Ak of# b FEel 9 obd aTAEre] & whol s AIAIFTE 47l A
A AL 9= e TS B A8 S R = 3 AXE WS vlee R Ad oAb okl
A% B7hrde AE v JATARE BE a7y B2 AHE AN sEelAE =i
SES AN A3 T olw) 9B B4 Anz ge 0 aof Ak
2 A197kE Fashzdl glol Al2sle] A Aol
Concept I
¥
> I
= Hazg:;lanllisrisk l
n Owerall safety l
requireme
¥
Safety requirements l
| 2 —
E iSafety-related : : i i E
- Sveran o RO Semas™! (11, Sreaizacy™ |
Owverall Owverall N Owverall 1 rechnology H 1 E
operation and safety installation and Realization H r tion -—Healhation §
maintenance walidation commissioning (see E/E/PES B i e e e P
i planning planning planning safety i
lifecycle) i
Owerall installation :
and commisioning
——E Owverall safety ] Back to appropriate,
va;launn owvera. ﬁa{’g irecycle
=mm0_\remll an-eatﬂlon. I_._E Overglr:dmrg%ﬁtation I
¥
E De?ﬂ:?giﬂg?ing I IEC T 616/98

Fig. 1. Safety Life Cycle

383



Ade71Ee s =g A AlTd A4E, 2016

gl

k]

Bo
sl
oF

=K

i
o
ol
oF

Tl IEC

9

o

2.1 SHHEZOAM HMAISIT /=
Safety Requirements =& HitH

t}. <Fig. 1> Y%

P

o]

NI
-
o}J
i
-
)

o

Al Z-gE=A el o

Hl 0%

1y x]

=

Q

(<3}
A

141 Al oz AA] o

o

of of

}_

o>

B

il

sl
e

ok

¢+

0

o}
0

oK

H
Hr

Bl

zr
IH

gl
il
rH
kil

00

od

A

g

B

w
o

A

o] A

o
—_

Perform Safety
Requirements

Development

Using Functional

Analysis Results

Proposed
Safety
Requirements
Development
Method

384

Identification of
Problems in
Present Safety
Requirements
Development
Method

91 ISO 262625 %

3

1

Fel ot

lar

Analysis of
Safety
Requirements
Development
Procedure in
Functional
Safety Standard

Fig. 2. Concept Model for Current Research




ARE A A DANA T1eEA A B8 HaTARN Aol g A
AAAINE dEdte] tdaTAe] BES FEE] 2] 7T 24E s HW AdE sEsd 7]
B =2l AlMEkL = A /i <Fig. 2>9F o] 1A E To] EEFE o)ZS Add 4 39
2 yEow g9t o5 T3l Az A The
Alzgl oMo Y s = S 5 dnkh B9 4
A9 =9 A¥E H7hsto] Risk Matrix gl A
3. 7|s2M Zulo 7|2 E A s dtk o] F 7HA AE 7Iite g stef obd e
Sl OlMQIAE & A_F%:% E%f{iﬂr. j’&ﬁﬂ?ﬁ}ﬂ% A %’51 A3} 9
o] Aot 283 ddE tiate] =&k Hrk
3.1 QAN == HX} APE #A2AT7] el Badk F7HHS vl wE
2 =RA ARbele tHeTA BF dals Jlo] HaARe] Fa gEott
<Fig. 3>} 2tk <Fig. 3>} 2] 7|5 24, 93 &
A, e mEe] e FdsHA " 27
FUetsl) G S Hazard List & Safety

Functional

Analysis Results

Functional
Analysis

Hazard Analysis

Risk Matrix Requirements

Safety
Requirements
Development

Fig. 3. Safety Requirements Development Process

Hierarchy Diagram
for Function

Function in Multi
Exit Construct

Top Level
Function
Subsystem Subsysten_'\ ‘
Level Function Level Function
|—‘| |
Component Component C
Level Level Data L -
Function Function | A

—

Multi Exit Function

—P  Serial Function

e O

Function in an
Iterate

Qutput Function |

EFFBD »

Function in
Concurrency

Fig. 4. Hierarchy Diagram & EFFBD Example

385



F=AIS71E8 8] =2 A AlTd A4E, 2016

3.2 Raly|Hio| 7|
718t g & ¥

3.8 4] A
o] QTS EEE
o1 {3l F 7ixe Bd

A 7)5e st 7]

e

9] hierarchy diagram -%
E3) 2w HAAke] 4

2a)a vrpaA /\]
o o)A A2 242t 7]
BFE Addew
component level 7]57kA] A®¥l&}tal
o APds #Mete Aotk TS EE enhanced
&3l
So] o SR 4
7ol vlolE] w3 oG A o] FA]
53 752 0F7} ke
PELER
g 257}
2g3la) &

=

E

ol[‘

'T"ﬁ_‘

functional flow block diagram(EFFBD)Z
EFFBDE 2-8-35to] 414 7|5
8o ¥4, 7I5E

Identified

Function
(Functionl)
[dentifying Functional Hazard
based on
- Functional Failure Type

[dentified

Function 1. Fails to operate
(Function?) 2. Operates early/late

3. Operates out of sequence
4 Unable to stop operation
5. Degraded function or
Malfunction

Identified
Function
(Function3)

Fig. 5. Concept for Functional Hazard Identification

386

off

of 4o

=2
=
o

oo
o

Lo

g N

=

N

[o
o

e >k

Ho
oo
o

o
U

o M

Ho
jgn?i‘

ol
==
o2
o

N
—_

isk tr1x°]‘3} Risk matrlx«]

Frml EN 50128 %

fH oo
=.
}-ﬂ 5
i) H‘U I‘-‘a

E

re
it

ISP )

Al
rz

& o

N

Mmoo
ol

<
N
—-

H

o
e
¥
i
i
rlo
n°l‘
ot
2
O,
=
o

)

do Ho o

o o

r
b4

o 0 & o
o
Ho
oo
rio
o 2
g
>~
>

40, O
n?L‘jg

o o

U o

Lo
i
i
et r

el
[
g
(I

to
4

>~
o
o

9
ofo
N
N
off
&
jn
=2
o S o e

4
e

2
2
oy
>~
>
oot
e
ol
o
X

So] 9FBA o]T H
A #B 93 P3}A =™ AEEE Hazard
List?} Risk Matrix7} E&Ht}. o] F+ 7 & &85}
o}A @ FA}EHS ‘:%ﬂﬁ} Hazard Listol] Ué’\] o

AP el dhste] 1w} Ao 7]‘31'*‘
Fegsitt 99 %7]' TFeyAa3) 51*‘1 7V
7= H%‘%q] iato] ¢

=
07(-1

HA]O. 2~
"“}S}ET

el thafA] AA|
371 138l hierarchy
ate] 755 &

A, 74,

o

FFBDZ %%0}04 6



ZAE G NEEA DACNA 72 AAE F8T dATFARFY] Al Bd A+

A7V o] Qlvk. e AeA FEE|ojof & 7]
SES BAE 7eTFE2E At <Figure 7>&
28 V) 5T2E Ve Qi) o] 2 S8 AAE o
AtlA] e ofof 3t 75 ES A9 e Ads)
Ak Tk o RE A 7eEY T 7151
AAE B39tk <Figure 8> AAH Gl 755

o tigk EFFBD °|t}. o]& Fd 7552l saer st

sE

9

2,
~
>

2] Ansghs BAad. olsh 2ol A9

7IswA el Az Vet 7site]

= Ausdt oA wow 7k ua 199
A

i
oo
(o

Kol
=
24 HEA 0 ZHazard List: &% 3 F 9l

4.2 ZHY SA
ARA Aol 5

Aol A9 #4S

AR AR

3L, 7S E Y =

25}99 k. <Table 1>
A dAale] 7)%5ol W8k hazard listo]t}. 2JEE
52 75 Aot 3.2400A A A
o et failure types AR dto] AA AfolA
gujojof & V)5 gk 91Fd
ojate] EBelA FAES o
A= e Aotk 719

o

ol

ek

3} o] 7

»

Negligible Minor

Moderate

Very Likely
(¢

(61~80%)

Possible
(41~60%)

Low Medium Medium

1~100%)

Medium High

Likely Low Medium

Medium

Significant

Medium High

Low Medium

Medium

Medium High

Medium High

Unlikely : . . . .
(21~409) Low Medium | Low Medium Medium Medium High
Very Unlikely . . .
(~20%) Low Medium Medium Medium
Fig. 6. Risk Matrix
Light Rain Transit
Station Function
Function
e —— —|— e —| — — S
Communication Electrical Room Machine Room Signaling Room
Room Function Function Function Function
Function Function Function Function

R

Exchanging Data

Function

Transmit Data

Function

R

Transmit Picture
nfo

Function

Wireless
Communication

Function

Conwversion of
Exchange

Function

High Vokage
Cutting

Function

Supplying Power
for Equipment

Function

Supplying Power

for Lighting Equip

Function

.

—_

I Air Conditioning

Transmit
Destination Info

Function

—

Function

Extinguish the
Fire

Transmit
Elevator Control ...

Function

R

Function

—_——

| M™Managing Door

Transmit Raihvay
Info

Function

Function

—1 Ventilation

Transmit Train
Info

Function

L] Warning

Function

Function

Fig. 7. Hierarchy Diagram for LRT Station




BRAFE | &8 EA) AT A4B, 2016

Elevator
Control Info
Signalling Room Function | Transmit Train Transmit Transmit Transmit
Info Destination Info Elevator Contro... \ Railway Info

| Communication Room Infoy,  1rapgpit pata Exchage Data Cunvlvr:z‘r;sc;tion Trar‘s’;:;:id”"’

CO = -
Jull M
et o 2
. /
Electrical fo I ion of Supplying Power Supplying Power High Volt
e e B e Al e B
e

L Machine Room Info ) xir conditioning Ventiation Warning E“"‘g;:‘:h the Managing Door |——
Fig. 8. EFFBD for LRT Station
2 AEA o) pAERY 1, AN Fxrle g, R @ 5 gk
23U50]9] ¢ 2F T3 o] Bl TAE] 1 <Table 1>} o] 2 Aol gk 9147t
of olg Aot olela AR e T i F AT AW ARUE) ha) wmel Artes
2gelolE7t SuEAY AL BeloldAs £ vhtow JuWslE S olul ME W 7w
7R EEjolof AMeh 4= Qv aEuh B =ReA] Al HEARL FA 7IRkEFo] 7L ) <Fig. 9> 7
A 8 AR AE Besel AUE AUAE A o 999 ekl APAAE S99 Aol
S NAA 27 A A9E EE3ste] AdEE 3o] v Wb e 9EYES Medium  High
g2 AAZ7RE HHAdS 1Ed AASE 58 & 4+ Medium, Low Medium A 2570l 3 A0 297153
UAELE o]e} o] AAZIM V)T 7|Wte® ¥ th Risk Matrix®] AZ4%w AFA 7|ES EE]
o] FAHY oS HA B FAEFLE FHY o FEARE H1Eo] A AEANL SARFE W2 risk
AEE DS A A7 AAS FAst S ik very unlikely= AFmAEHE0] 107 % ~10 2,

Table 1, Hazard List for LRT Station

Function of LRT Station Hazard List
. Data transfer disabled
. Incorrect data transfer

Transmit Data - 4 4 -
. Speed control disabled due to incorrect speed information

. Not maintain the distance between the train

Exchanginmg Data - - -
. Control room can not communicate with train

. Wireless communication disabled with headquarters

Wireless Communication
. Incorrect data transfer

1
2
3
4
5. Incorrect information exchange
6
7
8
9

. Excessive voltage supply

10. Supply voltage of less than required

11. Open door at the wrong time

12. Can not close the door after the boarding

13. Can not be aware of the exact location of the train

High Voltage Cutting

Managing Door

T it Rail: Inft
ransmit Rarway 2o 14. Can not pass through block section

15. Not check the distance between the train
16. Numerical errors of the distance between the train

Transmit Train Info
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| Data transfer disabled Med Hi Communication au. or.na 1F ly need to reconnec
when it is disconnected.
. P ta i i he iving th
Transmit Data 2. Incorrect data transfer Med Hi erform data inspection when receiving the

information

3. Speed control disabled due to incorrect speed information Medium

4. Not maintain the distance between the train Medium
. . . When exchanging the data, it is necessary to
. 5. Incorrect information exchange Med Hi . . .g . y
Exchanginmg Data inspect the information to each other
6. Control room can not communicate with train Low Med

7. Wireless communication disabled with headquarters | Low Med

Wireless ; T -
Communication 8. Incorrect data transfer Med Hi Perform data ms.pectlon w hen receiving the
information
High Voltage Cutting 9. Excessive voltage supply : Medium
10. Supply voltage of less than required Low Med
M ine D 11. Open door at the wrong time Low Med
anaging Door
gine 12. Can not close the door after the boarding Low Med
. . 13. Can not be aware of the exact location of the train Medium
Transmit Railway Info -
14. Can not pass through block section Low Med
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Transmit Train Info

16. Numerical errors of the distance between the train | Low Med
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