Journal of the Korea Academia-Industrial http://dx.doi.org/10.5762/KA1S.2016.17.7.319

cooperation Society ISSN 1975-4701 / ¢ISSN 2288-4688
Vol. 17, No. 7 pp. 319-325, 2016

mujel AAle) A4 B4 R

A Reliability Enhancement Technique of Mobile Payment

Chul-Jin Kim
Dept. of Computer Systems and Engineering, Inha Technical College

m9
N
g
il
o
rol

chagt 7]uk Aol s 3 glek. 24 Al WAo] A, Al
Sk, e, 2okl 7 A Az Al A3 Ee] sls) Q150 ol ol
B =Rol A A5 S Juke] AL e Sl mek Tl

2 o wej=e] BysE wit
Qe FA7)) 91 9%

A g 5 7Pse] Qo nete

01—4
£
=

5 ji
20
ofr
o
T
R=)
i)
R 2

i
=l

lns] Wi AR ol DS Bste] A% H49] A4S Kol AT WS AT A AT e
2249l ol IDE /e 2ol A A3 9 oqu Q0% ZeAzolth wrkel 24 obgAE wik)
Ftol 2, 915 Aul, 123 wutel A4 o FeAelHo2 P mukel tho) st wHk) tutol s DS} A E
2 Pen, 9% s Q1% BEd gEs BE aug:au}. ) A A A 3 ) 4ol s
A Y A 2] Z2ASE 2949 oI, I A, 28D 294 A ATl 2 FESD T
An(clutol = D, AShAE, AF W) oJsh ek, wuked tlubo] i Az utol - IDE A1F AHE A}
W, A% AME AF 43} %@} e Bl AEAT QAFUL ok A ol B olae ALwe AF M5

wle] 1% w3t kel A4 Aulso) A A% A4

s A
=0l A% AFS A F Sl AEEE ATE Aotk

ur
el BEaE Bel A 9% AL FAR. B =2 dF
£al 71E AA Aulze) A% WE

Abstract A variety of services for mobile payments by the activation of FinTech have been developed. Various
payment methods were developed, and an authentication method was developed to improve the reliability of the
payment. On the other hand, when mobile easy payment services are used, they have weak security because the
authentication by phone number. Therefore, this paper proposes a technique for increasing the reliability of the
authentication process using the unique device ID of the mobile device to improve the authentication process based
on the telephone number. The core research contents are the architecture and process for the authentication of mobile
payments based on the mobile device ID. The mobile payment architecture consists of a mobile device, authentication
service, and mobile payment application. The mobile device consists of mobile device ID and phone number, and
the authentication server consists of authentication module and encryption module. The mobile payment service
consists of a pre-authentication module and decryption module. The process of mobile payment service is processed
by the encrypted authentication information (device ID, phone number, and authentication number) among mobile
devices, authentication server, and mobile payment application. The mobile device sends the telephone number and
the device ID to the authentication server and the authentication server authenticates the user through an authentication
process and encryption process. The mobile payment application performs the pre-authentication process by decrypting
the received authentication number. This paper reports a difference that can prevent the risk of leakage of the
authentication number in existing payment services through the authentication process of the authentication server and
the pre-authentication process of the mobile payment service of this paper.
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import javax.crypto.Cipher;
import javax.crypto.SecretKey;
import android.telephony.TelephonyManager;

public String preAuthenticationService ( byte[] encrypted_deviceld,

byte[] encrypted_authentication_number,
SecretKey key ) {

byte[] decrypted_deviceld = decrypt(encrypted_deviceld, key);
// encrypted_deviceld is only used once

byte[] decrypted_authentication_number = null;
byte[] deviceld_of_current_device = this.getCurrentDeviceld();

it ( decrypted_deviceld ==

deviceld_of_current_device) {

decrypted_authentication_number =
decrypt(encrypted_authentication_number, key);
// encrypted_authentication_number is only used once.
return decrypted_authentication_number.toString();

}else {

encrypted_authentication_number = null;
// encrypted_authentication_number extinction
return “Pre-Authentication Fail 1%

H

Fig. 11. Pre-Authentication Code

324




2etd AR A=A A Uk

public byte[] decrypt(byte[] encrypted_deviceld, SecretKey key) {
Cipher cipher = Cipher.getlnstance("AES/ECB/PKCS5Padding);
cipher.init(Cipher DECRVPT_MODE, key):
byte[] decrypted_deviceld = cipher.doFinal(encrypted_deviceld);
return decrypted_deviceld:;

}

Fig. 12. Decryption Code[12]

public byte[] getCurrentDeviceld(){
String deviceld = ((TelephonyManager)context.
getSystemService( Context. TELEPHONY_SERVICE )).
getDeviceld();
return deviceld.getBytes();

}

Fig. 13. Code for Getting Current Device ID[13]

ASAMZHE Agwkd tnlo]x~ DY AA En}
o tuto] 2~ ID7F A A foll= ATHEE B8 F
UARE, whek sfFel] o3 thE tuto]xex ¢IFHE
Z QB AES A$ol= Fig. 113 2o] 2uld tinlo]
2 ID7F IAEHA] ko, JAFHEE 4AEA]7]3L Fig.
148} 2ol o3 HAXE FAIg

Electornic Market

Order Product

Product : Gear 52
Price : 345,000 won

3\ Maker : SAMSUNG

*) Count :1ea

Delivery Price : 2,500 won
Payment Amount : 347,500 won

Authentication Number :

request

Copyright(€) cjkim. All Rights Reserved

Pre-Authentication Fail !!

Fig. 14, Pre-Authentication Fail

oA} o] mujel DIH}O]i IDE 3
1} S 712 3

AA el Alggol

=

A
= “1

g o

w1 Aol

A 972 S18 2ok col ol A catol.:
DS} 1% AW ERE ADEe tulol s IDE HlaLsh
o Al mujel tufel 27t 1% 2 AT A Tl
& 4 ik ol A A% RS Fake Aurt

325

(1]

[10]

[11]

[12]

[13]

HogE Qlgo] Auste] AAE HAyT 4 firh
o= olel st Buld A5 A HAg oy A A
13 Askste] =Eutd ZAe A4S oS
T AE Woks AFtsit

References

Sung-Tae Moon, Gi-Nam Kim, "FinTech Technology
and Security Trend Analysis", Review of Korean Society
for Internet Information, p23-32, 2015.

Connectinglab, Mobile Trend 2016, Miraecbook Publishing
Co., 2016.

Apple Pay, http://www.apple.com/apple-pay.

Samsung Pay, http://www.samsung.com/samsung-pay.
Android Pay, https://developers.google.com/android-pay.
Kakao Pay, http://www.kakao.com/kakaopay.

K-Pay, http://www.inicis.com/kpay.

Researchers find a shockingly simple way to hack
Samsung’s fingerprint scanners, http:/bgr.com/2016/03/
08/samsung-galaxy-s7-galaxy-s6-fingerprint-scanner-hack.

Eun Oh, Tae-Sung Kim, "A Study on Security and Use
Intention of Easy-to-use Mobile Payment", Proceedings
of Symposium of the Korean Institute Of Communication
Sciences, p54-55, 2015.

Phil-Joo Moon, "The Comparison and Analysis of Mobile
Payment Service", Proceedings of the Korea Institute of
Electronic Communication Sciences, p485-489, 2013.

National Institute of Standards and Technology (NIST),
“Advanced Encryption Standard(AES),” FIPS PUB 197,
Nov. 2001.

Cryptographic Cipher for encryption and decryption,
https://docs.oracle.com/javase/7/docs/api/javax/crypto/Cip
her.html.

TelephonyManager for telephony services on the device,
http://developer.android.com/reference/android/telephony/
TelephonyManager.html.

A ZTI(Chul-Jin Kim) ENEE
020041 29 : FAdsta gkl

74 3z E{ 61—1} (—T'—sl—ul-/x].)

02004\ 39Y ~ 20099 2¥ : A4
A2 Aol

X

020095 3¢¥ ~ @Al : At A
FFEAI 2R R

HE, AXUE AzHupolAo]d, &

Eeb




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


