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Abstract Because the log information provides some critical clues for solving the problem of illegal system access,
it is very important for a system administrator to gather and analyze the log data. In a Linux system, the syslog utility
has been used to gather various kinds of log data. Unfortunately, there is a limitation that a system administrator
should rely on the services only provided by the syslog utility. To overcome this limitation, this paper suggests a
syslog agent that allows the system administrator to gather log information for file access that is not serviced by
syslog utility.

The basic concept of the suggested syslog agent is that after creating a FUSE, it stores the accessed information of
the files under the directory on which FUSE has been mounted into the log file via syslog utility. To review its
functional validity, a FUSE file system was implemented on Linux (Ubunt 14.04), and the log information of a file
access was collected and confirmed.
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Table 1. The Syslog Facilities
Facility Description
Authentication activity such as that reported by
auth
pam_pwdb.
authpriv {Authentl'catlon activity that may include privileged
information, such as usernames.
cron Messages associated with cron and at.
daemon |Messages assoicated with daemos, like inetd.

kern  |Kernel messages.

Ipr Messages related to printing services.

mail  |Messages related to electronic mail.

mark |A syslog internal facility used to generate timestamps.

news |Messages from the Internet news server.

syslog |Messages generated by syslog.

user |Any message generated by a user program. (default)

local0~ i . .
local? These facilities are for use with customized programs.
* Wildcard representing all facilities except mark.
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3.1 main
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int main(int arge, char *argv[]){

/I connection syslog

openlog( NULL, LOG PID, LOG_LOCALO );
// mount fuse

return fuse main(arge, argv, &log oper, NULL);
}

Fig. 3. Main Function for Syslog Agent
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/I get attribute for directory and file

static int file_attr(){
i // process file access by system call
return 0;

}

// read directory

static int file_readdin(){
t // process file access by system call
return 0;

}

/I open file

static int file_open(){
i // process file access by system call
call_func_log( _ func_, path );
return 0;

}

/I fuse based operations structure

static struct fuse operations log_oper = {
.getattr = file_attr,
.readdir = file_readdir,
.open = file_open,

b

Fig. 4. Fuse Operations Functions
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// submit file access log to syslog
void call_func_log(){
struct passwd ~ *cur user;
/I get request user id
cur_user = getpwuid( fuse get context()->uid );
/I send a file access message to syslog
syslog(LOG_INFO|LOG_LOCALDO,
"%s => %s : %s\n",
cur_user->pw_name, cmd_name, cmd_path );

}

Fig. 5. File Access Log Function
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