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Abstract Many services have been developed that are based on smart devices, and security between devices is
emphasized. A beacon on the current loT(Internet of Things) services has been utilized in the commercial field and
is being applied to the services of the home IoT. On the other hand, the beacon is weak to security using
Bluetooth-based services. Therefore, it is important to strengthen the security of the beacon. This paper proposes a
dual security technique that can enhance the security of beacon-based services. The dual security architecture and
security process is proposed based on beacon and authentication service. In addition, mobile application was developed
and validated based on the beacon for proving the suitability of the proposed technique. The experimental method
for verification are the authentication failure case, such as Ist authentication fail, and authentication success case, such
as 1st authentication success and 2nd authentication success. The components of the verification experiments consists
of two beacons (matched with Beacon ID, mismatched with Beacon ID), one mobile device and authentication
application. This was tested to verify the compatibility of the dual security architecture and 1st/2nd authentication
process.
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Fig. 3. Dual Authentication Process
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/** parsed iBeacon Data */

private [Beacon mlBeacon

&& mIlBeacon.getRssi() >= -50

&& (mlIBeacon.getProximity() == 1)

Fig. 4. Interval Check

/**

*/Less than half a meter away

%

public static final int PROXIMITY_IMMEDIATE = 1

/**

*+ More than half a meter away, but less than
* four meters away

*/

public static final int PROXIMITY _NEAR = 2
/xx

* More than four meters away

*/

public static final int PROXIMITY_FAR = 3

Fig. 5. Proximity Definition
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public String getDeviceld(){

TelephonyManager mgr =
(TelephonyManager) getSystemService
(Context. TELEPHONY _SERVICE);

}return mgr.getDeviceld():

String user_id = getDeviceld():
int minor = 0

minor = mlBeacon.getMinor():

Fig. 6. Get ID of Mobile Device
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Fig. 7. Encryption/Decryption for Dual Authentication

static class TheTask extends

AsyncTask<String,
String, String> {

protected void onPostExecute(String result) {
super.onPostExecute(result):

editMinor = result

@O0verride
protected void onPreExecute() {
super.onPreExecute():

}

@O0verride

protected String dolnBackground(String... params) {
try

HttpClient httpclient = new DefaultHttpClient():

HttpGet httpget = new HttpGet(params[0]):
HttpResponse response = httpclient.execute(httpget):
HttpEntity entity = response.getEntity():

if (entity != null) {

return EntityUtils.toString(entity):

} else {

return "No string."

} catch (Exception e) {
return "Network problem"

M

Fig. 8. AsyncTask Module
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pul =

Intent intentSpeaker
Speaker.class):
inter)ltSpeaker.setF]ags(Intent.FLAG_ACTIVITY_NEW_T
ASK);

startActivity(intentSpeaker):

=new Intent(ScanService.this,

myTTS.speak("Authentication Success”,
TextToSpeech.QUEUE_FLUSH, null); //Audio Output

Intent  intentSpeaker
SucessActivity.class):
inter)ltSpeaker.setF]ags(Intent.FLAG_ACTIVITY_NEW_T
ASK);

startActivity(intentSpeaker):

endService():

=new Intent(Speaker.this,

Fig. 9. After successful authentication progress

ghok,
< A A
IntentE A}-8-5}
gz 54
MainActivity©ll
A Z1th(Fig. 10). myReceiverZl= BroadcastRecevier
7} o] = unregisterReceiver} finish ¥
PAA dA oJFg Al AYF BE Activity
9} Service® TEAIA T
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private BroadcastReceiver myReceiver =

new BroadcastReceiver() {

@O0verride

public void onReceive(Context context, Intent intent) {
unregisterReceiver(myReceiver):

finish(): 1}

Fig. 10. BroadcastReceiver
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