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Abstract In safety-critical systems (SCS), failure may result in accidents with serious damage to human beings and
property. As systems become more complex and automated, the goal of acquiring safety has attracted increasing
attention lately in the defense industry, as well as the rail, automotive, and aerospace industries, among others. As
such, the Department of Defense and international organizations have established appropriate standards and guidelines
for systems safety and design. To this end, there has been research on the processes, methods, and associated tools
for safety design. However, those results do not seem to sufficiently utilize system architectural information. The
purpose of this paper is to provide a more systematic approach to SCS design. To better identify potential hazards,
design information at each level of system hierarchy is exploited. Based on the results, an integrated process model
was developed by combining the processes of system design and safety analysis. As a case study, the resultant
integrated process model was applied to the safety design of an automobile system, which shows useful results for
safety evaluation.

Keywords : Functional Safety, Hazard Analysis, Integrated Process, Safety Analysis, Safety-Critical Systems, System
Engineering Process, System Safety
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Fig. 1. Identified relationship between the two processes of safety analysis and system design.
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Table 1. System design information required for safety

analysis.
Safety analysis technique Input from system design

Needs

PHL Concept of Operations
Needs

PHA Concept of Operations
System functional architecture
System physical architecture

SSHA Subsystem functional architecture
Subsystem physical architecture
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Fig. 2. Integrated process model for system

design and safety analysis processes.
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Fig. 3. Integrated process model for functional safety.

Table 2. Results of safety analysis in an automotive system.

Drivin Hazardous FSR
Hazards Jrving Safety Goal S E C ASIL (for avoiding unexpected ASIL
Situation Event .
acceleration)
Unexpected . . Avoiding unexpected Power Subsystem shall receive an
deceleration Parking | A car runs at high specd. deceleration SI | E2 1@ QM accurate wheel speed signal. QM
Driving in A car is suddenly - Power Subsystem shall monitor
Unexpected stop urban stopped. Avoiding unexpected stop| S1 | E4 | C2 A accurate torque and speed. B
Unexpected start Parking  |A car is not accelerated. | Avoiding unexpected stat| S1 | E4 | CO QM Brake Sub;iztresgleesélall control A
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