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Abstract Recently, usage of mobile cloud services has been increasing. In particular, beyond the constraints of a
single cloud computing service, studies on the multi-cloud have been actively pursued. A user must authenticate
multiple cloud service providers to use additional cloud services in a multi-cloud. In previous studies, an
authentication method using single sign-on (SSO) was not available in all cloud services. Cloud services will not be
available when the SSO server is not available due to malicious attacks, because all authentication is done via the
SSO server. Additionally, using a broker, there is a vulnerability that can expose authentication information for the
service provider to a user who did not sign up. In this paper, we propose a secure user authentication protocol using
biometric authentication that does not expose user information when using additional cloud services. The proposed
protocol can use a single biometric authentication for multi-cloud services without storing authentication information
in each cloud service. In terms of key stability (to ensure stability through the key agreement process and the key
area), by disabling various attack methods, such as man-in-the-middle attacks and replay attacks, we provide secure
mobile cloud services.

Keywords : Authentication, Biometric, Cloud Broker, Mobile-cloud, Multi-cloud

1. M2 B3t 71 719E E AFE 71E2A T AA(EZEA
A, 2EA, AW, UESA, SW 5)& 228 e 1
SEHE B AFE Auas EY Vs 7F 3 2, M) Salel] whet AAzke R 8gEt 5= glo

*Corresponding Author : Hyung-Uk Kim(Soongsil University)

Tel: +82-10-5280-3196 email: ddarajaengi@gmail.com

Received September 5, 2016 Revised (Ist September 19, 2016, 2nd September 29, 2016)
Accepted January 6, 2017 Published January 31, 2017

32



metd SHeE SHNA BALAE ol 8T AR AF TREF A

), ALl whel H]ES e HAFY Mul2a2 A" = AMu]la BE7 8 TTP(Third Trust Party)E FiL
th F Zupdol A Fel$-s MH|AE o]&dte Aldl BEAV FEReE 7k A B8 Mu|ae] FHE S
7F 53 Lo, 58] AREAE st SEkeE Muls g SRR EE s 32 AuaTt e
AEAe} Aloke vl o] g8 o, Fao] wet the St W S 71 Al wE tde SeeEd
= A2~ AFAZEE F7HAQ AU ~E Al s EARS JEEHE T He el AA Skt =
& 9 HE FHE o] FEPA QU] dRAY & 7 FEE 1 AF 2 ASAHR FH A AR
AREARE 719 U S22 AlFAl AN =Fe] 3e] EAET4
AU =5 BhE o] Al AlkEEA] e A2 Al E R}
oA HA Aol slmz obdd Az AA} 2.2 SSO(Single Sign—0n)
AR 57 a3ttt I olfre o] FTeE SSOE AHEAISHAA & B9 Q1T oz A4
A2 AFANA ALDGEE ATeAE W o] g d=gnz E4) thee AH|AS Aeus 23 ¢
FAAZIE 4RIt GAEo] ShEHE M AW Spe) Aol 3, A8AE el AFANE A
o] A 7hsAde] AA7] wiEelt. Ao 9l o] AMu|xd] AFso AF HEPoan
olgldt wAME AAst] flal shute] JASAHRE Hoa 4= dus). o] V&S B AFEAlE 9 AR
ofgstel o] I AWAE olFd F S 2 #ed g B Y £ gloH, AE 34 ¢l
SSO(Single Sign-On) 7]%ke] ¥4, Broker(Cloud Service o] t}2 AH] A2 o] &8 2= gl HOAS AT we
Broker) 7]¥ke] W4 Fo] ARMEATE SSOE o83 4= glu) wak Au|a Alwat S AReA) Q1A
T AT WA SSO AHZE T A e ZAE A n Be)E 99 n)go] hadhy, Q1% QE Hue] 3
sl AuHom A5 RaW 1F o8It BE 23z £ 59 Bel7) slsavie]. 24 550 A9
ST Arze)] H2E gl EAE AL Ak sl 93 we ZeEZo] glon fimzel we
g Bz 7ke] W Seke-E Rl S95 OAuth(Open Authorization), SAML(Security Assertion
Auls B27)7} 74 k-2 Ale A Abelol M S0t Markup Language) S0 21tH7].
TS goske 93 2]
ugtA] B =R AE HE FEes S40A A 2.3 2= MHA 227

WEAY gehes Mulz nEslE ALgAs Febes Al
S A g ApelolA FekeE A Anlze) R
ol AR S o] 88l AT =, 7= FEFE A nzg7) 98] AHLAE Ylelsle] dak= FARE ojn)

= Bg % nesle A 2EeE s A3A A}
Z §lo] Q1Fo] 7hssle s s ARERbe} ) St oo Al TA g L Zu|Fe] Qo] Wi HH o] Za}

N

= = R
$-=9] 91 Al DHP(Diffie-Hellman Problem)[3]E & o AZE Mu|AS Horsi therst Zalorn AE
3 AF GiF7) gelE WA A Aplzae) AR, B, B 5o Q3 5P,

Cloud Brokerage A M| FE--= Au|2~ 34}

& 54 7190l AHl=E Tt +9E Ak o

2, #d d¢ o BE7] uag P4 2 ggehs BEA Aus

AgAbe of3) B2AL 7] F/do] o]FofFity HE

7] MulaE Aula AF o wE) Mujs A B2 A

HE] FEheed shue] FE9-E AulaE AS s (Service Aggregation Broker), AH|~ o] Bz

AREAPE o] wet v FEkeE AHAE A AL (Service Arbitrage Broker), A1H] 2> 7] B2 7 (Service
& 3k AS REth AREARE Shie] FehpE Al Intermediation Broker)Z 7% tH8-9].

Fpshsiciehe A2 ATA 2 Heks e o)

A
& FEHE MHIAE o8 = U k. oW S

33



S| Eerel=EA] Asd AL, 2017

2.4 MH|1214

FIDO(Fast IDentity Online)= A #1912 gH-8-5t <
Sl 7] HF 0= FIDO LEto]A2FIDO Alliane)7}
A8Igth FIDO Qefoldai AH4, iy e o
B7] AZAREE S AFsHE NXP, 27 81 0S
FYF 714 vpolARAZE, 72, 5§ AW~ &
grpal, o], vt T g 7o JAAE T4
oAtttk FIDOE  UAF(Universal —Authentication
Framework) “12] 1. U2F(Universal 2nd Factor) 142

AEIT. UAFE A%, AE, o, 4 5 AL
o] AAREE A8 ATshs 7lEelal U2FE
ID, SR 12} Q153 & 13]4] Bt & Adsta
AE FF(Dongle)S 71710 2o} 24} Q153 W4 o]
tH10-11].

UAFE 7|75 ol &3] AARIAE X
wol H&atal, kg 7]7]e AR Bl 715
o ek FIDO«] 712AQ1 oJul= AL
oJ(Venﬁcauon)ﬂr % (Authentication) Z2EZ 11
A% AuE Ewm chake e AR
28 AWAES 3 Aolv] A 55 A, 9% 2

%ﬂ :

Nopo W rlr

, B dxz ddn

2.41 FIDO UAFQ| 52 Z2EZ=
()] A}&W} & oA AT FHE A=A

@ =

23,

(4) FIDO ZetoldEs: AMu| Q5o Hitah=

(5) AR A% FAE P4
3L L

(6) FIDO AMH= &74719] )l Ars 5 &=
gthlolHE ol gsl A F, T NS
FIDO AHel] #7g-ghtt,

FIDO App Web FIDO
Authenticator App Server

1 \ Change
@ )zmh Method

Legacy & FIDO RegReq
@ :

(.l)“’ FIDO RegReq(Policy) @)
ngerPrint Auth

& PK Pair Gen 3 FIDO RegResp(Public Key)
Verification Result ©
< Device > < Relay Party >
Fig. 1. FIDO UAF Registration Protocol
2.4.2 FIDO UAFQ| 0I5 Z2E=
() S8 4 S8 5 e A% 233
dlg o), AAA Aul2E olga] A5 A
7 %S 233
(2) $4 & & AWl FIDO 5L 43 ¢
4 AH= FIDO A¥el FIDO <15 83 wAA]
g aA9

(3) FIDO AH= FIDO ¢l% &4 wAAZS AA s
o] FIDO Ed}o]dEd] A

(4) FIDO Z&}e]E= FIDO <l
r3E ARE AR AT FAE

ol o
i)

=

(5) At Q1F FA= AAA o] 284 FIDO %

SH WAIAE FIDO Awe] sttt
(6) FIDO AH= 55 T2 838 53 539 37
7)1& o]g3to] AAME S Felsly 1 AYEs

Agg(12].

34



2Htd FTPE B0 BAUAE o8 AR UF ZREE HA
FIDO  App Web  FIDO A DS Fd FHE AT ATx7] WAA
Authenticator App Server J

(1)‘/\Auth Req

Initiate Authentication

@
FIDO AuthReq(Policy)

(o X8
ingerPrint Auth

& Signing ® FIDO RegResp(Sign Data)
S)

Verification result

©)

< Device > < Relay Party >

Fig. 2. FIDO UAF Authentication Protocol

3. Mot ZREE

3.1 712

e Fa olgat St 2
AR AFE 513 A0 2
FIDO°] UAFE Z83}9t)
o[ g3k o] okl tie] e}
e e Bgel AHed
o B Folshz A

L o
o rlr mlo

(0 ¥ oo [ ol
ol
Qo

o 32

7}7@
o /‘1‘3]/\
BEPERTEEs
AR BhH oS53 1S o]
A7NE ARl Rt Qo] bHg FAle] 7bE
CSP_AE AV 71914 S 4]
o} 4% o] oY dEsE 9%
on CSBE AMA oA e &

001’
HU

SPATH
A

Aul2 AFAIA(CSP_A)S}
i(CSB) il SEheE AR
Au] 2 A FAB(CSP_B)E= 242+ Al
at7] 913 W 7)(H
sttt
AHEAH(User) ] 37171
HE7)E grsia gl
sl CSP_B9| 371715

HHshal gtk BEE B4l ol Ede=
TimeStampE X3} =5E 3o}
3.2 215 1A

o] BAIE AH&AK(User)7} ERFYU7]7]E o] &
Seh-E AHA
AHEALE T3] e

CSP_A°Al AH&A} Q1S5 A3

3.2.1 MHOI= TpA

(1) User= MobileS 53l Ak

oo
>
(o}

3 A4
A FAHCSP_A)N Al e
sgolet, AR AAlel
Relay Party(RP)E -3l

35

(Initiate) & A3,
(2) RP+= Useroll Al

£ FIDO %
ok

(3) User= RP9] 8.3l whe} A Usere] A1

(FRE, SA, 4+, M 5= %ﬁﬁ AARIGE gt

(4) Usere= AARIF o]+
ResponseS A3/ 3k,
(Auth Response)E RPoll Al A

(5) RPE= Userd &7071(Pub U)S o]-&3l
ResponseS 753}l o]4to] glrhd <l
T A X (Auth Result)S A3},

(6) User= Auth Result® 2H18}aL CSP_Al Al 915
AH(Auth Info)o} = AMu]2 AFAB2
MH|2~E 243= WAIA|(SRV Req)E Users}t
CSP_A 7te] th37] SK_U-PAZ ¢35 3}3}al RP
o Al Bt}

(7) CSP_ AE A% ¥
7] 918l Rl &g

(8) RPE A v Auth InfoS Ela}a, o]4ko] ¢l
ot S AR AdsihE
Resultol] Zglslo] CSP Aol Al #

Q158 13 ChallengeE ¥ &3}
LA

WA X](Auth Request)E #

>

Eo- Auth Info] R9E #els)

3.22 £t 22 S Y 7|
(9) CSP_AE RPE £ User’} A3t AbgA19)S
0154911, o]o]A User’t CSP Be| AH|~Z
o]&3}7] $8 SRV Reqol, 4 F717]
Pub US CSP_A®} CSB 79 t37] SK PA-B
2 <tsslste] HEgh
(10) CSBE & ¥k2 w]A[x]d] & SRV ReqE CSB
s} CSP_B7re] Wi#7ISK B-PBE ¢35 3}eln
CSP_BellAl A3t
(11) CSP_B& A M|~ 94 Felsta A
v 2~ 7hsol] digk 2] AR (Agree)E CSBol
A e
(12) CSBE User7} CSP_B2] AH|AE o] &
£ A7) ARG
2Ea=a=4 pE u)$ 2 Aol g :rL<Z*p,
x> YarZ 957t p-12 APATE 2Ea
User’} CSP_B9] AH|~5 o] &3t o] ALE-E E

2 ) A}

2 p, AT gE A



BAE &8 EEA) A8 ALE, 2017

(2) Auth Request

User
(Mobile)

(3) Bio Auth
(4) Auth Response

(1) Initiate

(5) Auth Result
(6) Egi .pa(Auth Info, SRV Req)—~

(7) Auth Info

(8) Auth Result

(15) Epyy, 1(g; P> TK, Pub_PB, ID¢p 5)

CSP_A

(9) Esx 5 p5(SRV Reg, Pub_U)

(16) Choosex
R1=g“modp
Rand c1

(10) Eg 5 ps(SRV Req)

(11)Agree

(12) Choose g, p
TK=Pub_PB(IDy,,,,Exp...)

(13) Epy, v(g, ps TK,

Pub_PB,IDcsp 5) (14) Egg 55(g.p, TK, Pub_U)

(17) R1, Epy, pg(cl, TK)

(18) Choosey
R2=g"mod p
M_U-PB=(R1)*mod p
Randn1, c2=c1 @ nl
S U-PB-h(M U-PB@ c2)

(19)R2, 01, E;  py{Sig PB(IDy,, €1, R1, R2)}

(20) M_U-PB=(R2)*mod p
c2=cl@Pnl
S_U-PB=h(M_U-PB @ c2)
Verify PB’s Signature
M_U-PB Update

QD) Es ypp{Sig User(IDsp 5. €2,R1, R2)}

(22) Verify User’s Signature
M_U-PBUpdate

Fig. 3. User Authentication Protocol using Biometric in Mobile-cloud Environments

A TKE A @k TKE User®] 21EAHIDyser),
AHE719HExp), AHE- AR o] AHE
it

(13) CSBE p, g9 TK, CSP B2| &717](Pub_PB),
CSP B¢ “BW(IDcsp B)é— Pub U= ¢53}a}

°l5 CSP_A%A A3t}

(14) CSB+ p, g9 TK, Pub U, User®
(IDyser)E Pub PBE ¢} 3}313L ©]2 CSP B
Al A7k CSP_BE @D HlAIA 9] BaslE

5a #y 2eAgns P53
(15) CSP_A+= CSBOlAIA dg w2 wAx &

E3}

A

User

36

ol Al MEslaL Usere a9 MIANAE H353}sh
I ZeARE 53
(16) User= 7] BAEES gk F27] A4S 99

p-19 21 W3

(17) User:= H#7] R1 Z8]al CSP B2 F77]
Pub PBZ ¢&3}3 cl, TKE CSP BollA A
Eia=s

(18) CSP_B+ X 3shio] H27] A 98 y& A

¢

Bleli g’ mod pE A4S B4 RS AT



metd s S AN

ol-g% AR UF ZREE HA

OlHHyL0<y<p1«13i
t} oJolA] AFwE gloz
abell Useret CSP B 3] u}iﬂ 7]
M U-PBE aiteit}, b= n1& AA8kaL el
XOR ¥4t 285 AAdgth 29 M _U-PBE
XOR $4Fstal sjA|(Hash)ste] A1417) S U-PB
A gk,

(19) CSP B R2, nl 183 CSP B9 7172 A
43 Dy, cl, R1, R2& S U-PBZ ¢53}3}
oq xi_/-:fshq.

(20) Userv A& ghs &918taL (R2)" mod pE
Axkste]l M_U-PBE A3 sttt o]o]A] clef nl
< XOR 9Akste] 22 3k ¥ M _U-PBo|
XORZ d|Alste] s U-PBE  AA 3T
S U-PBE ¢+5%< B353lsli CSP B 71

712 AY3E A5t ©]F S U-PBE M U-PB
Fholl st npaE WA 7)E BAlE.

(21) User= IDCSP_B, ¢2, R1, R2Z #}41¢] 7]¢17]

2 A™&tal S U-PBE ¢tz 3}3te] CSP BollAl

x{%:ﬁ}u].

CSP_B& #&We ¢s

o] FM7NE AEES AT

$- up2H A7) S U-

4715 Al

=

=

'5]-‘1__

(22) < B353lslal User

@k olgel 912 %

M= 8
B

r—ln

=
o
P

il
ok
ofl
ol
o,
NS

M

|

4, AHY

=
o =

AlQrate W o bHAgE F1sky] flate] 7)€ oF
74, Mutual Authentication, Man-in the-Middle Attack,
Replay Attack, Message Forgery Attack, Snipping &
crka B2 el s QS Sl shglom, 4

il

¥ Avhs v b 2
Table 1. Safety Comparison

SSO Broker Proposal
Key Safety Safety Safety Safety
Mutual Authentication Safety - Safety
Man-in the-Middle Attack - Safety
Replay Attack - Safety
Message Forgery Attack Safety Safety Safety
Sniffing Safety Safety Safety

37

4.1 79| oHHM
7] e, ojd7) Aol tg7) ghash Al

AESE A3t 7]9 A7]& 256bito]th. AESS] &1
252 A7 Gl FHoFo] EAskA] gon, 7]
2o FAAL 71 7] HAEAE 2N
Boshr). =8, v) AZeich oR7)e] el
TARAT) 72 oi-§- ot vt
370E # R, R2E 238

Bkl

(s}
_ °
= A8

fils

I
Ak T3 %HEP R1, R24 g
+ DHP(Diffie-Hellman Problem)
IRt @A7HA o] ot 21 EAE B&

o deAA Lok

:oél
i
:oél
(o3
o
of
ol
x

4.2 Mutual Authentication

Aotsl= ZREFA ALATGAS] User-CSP_A,
CSP_A-CSB, CSB-CSP B 7}7te] Sa177ke ojn] 4
32157 guahH bgAo] zaolzl Adelelt). 1 1
o] ti7] o] HAelA o EAl Fhell vioi, oA
5315 Fal dustd WAIRAE ARGk Qi o]
F 2 A7 AR FA Alw-SH A5
St nonce2% A AEFEZ Useret CSP B %
ko] Q1%Fo] 7hsstth Eg, A7 A AAAME 2
flo] 719 Asghow AHEE R sAlol

o1Z=S A3 nonceZ2%E A AREHCTE

o

=)
N

5

)

A

4.3 Man—in the—Middle Attack

FAA= Userst CSP_BO| tii7] ghe] sp4elA
User?} CSP_B AleldlA <F=3) 7] ol g sto] + 7)
9] 71& wHEo] 49 vAAE AEAY AxstH L
& 2= 9lr). kA wk AokE Z2EZ] U] §e BA
oA NS5t 910 @47 ¢l ghS CSP B9 717
2 taslste] AFetnR FARTE FIeA HAIAE
AAsE clghs 533 ¢ glonz AM7] A
go] E7bFssit) Bgh ARERLe Al R27F AEE vl =
CSP_B9| 7HQ17]&2 A% Mgks A4 + itk

4.4 Replay Attack
Replay Attacks ©]7 |71 &S A (eavesdrop
oAl AR oJ3) Aled 4= Uk AN BE

) <
= &
T7r] WA= 71 EA 02 TimeStampE S.42 X3



S| Eerel=EA] Asd AL, 2017

star Stk 21 joll A7) kel el M = wi ghol
GebA = W el nl 52 AFRERIL Qlonw FAR)
HAAE ZAFHEE e Abge] Brbsd Folud
w A A o] c}.

4.5 Message Forgery Attack

WE FAPINAN BEFoloF F vlAAE FEE
4L guata ok AAEAAE 7] Fe

I

g3to] AR E G5 slste] et ¢
ghel, AAd7] A ZHzke] el = EH%‘
S o8 wAA 9 FEsrE o] oA
TN HAAE ZF ST 4
Bty Adest & ¢ glens
27h B7bs stk

slo.

HAA = b5t
S wata girk zHzke] wAlo AR A7),
= WA A ©] 9587} o] Foi A
AAZE S TS el
_}[: %1 wg g LHQ_O g].o 6L

olo u

A

off off &

Lig}ﬂ R
.

5. 28

A AL A& 0§ 5 G FehT 7
FY Aulzt ek @404 A3 g 55
ikl Fa ol g3t Feh9E Aulvh R g)
o, % 7Y ool Fehpe Au2E @A ol
¥ Feh9s sl%el B g A7 A9En k. 1
RN AR Zuae ol g WEl Fehe 7
FY Aul2g ol getad @ v Feho bel EA
$2 98 AAAZE ol 58 AR AF WS AW
stk AlRbehe AZTHe Az ol 8L 91T A
Aol BANF @ WO o] FUAFEE 0188 &
QI stedek w9, 7] Gel, Big7] A4 e
B2 Folshe NG Azsekgon, AHgas 27k
Al ag AFHE ATA B 11E T A0S ST
o=A AZIYe] Bt ool A FARETE 2

&5 odE T BAE AR BT 5 JEs
AABT muele o) gahs Fehes A2t W)

Fehgs Au2

of s Aulag Jlds A4

A7 Bed Aol

(1]

[2]

B3]

[4]

[3]

[6]

(7

(8]

9

[10]

[11]

38

References

Mohammed A. AlZain,Eric Pardede, Ben Soh, James A.
Thom, "Cloud Computing Security: From Single to
Multi-clouds.", 2012 45th  Hawaii  International
Conference on System Sciences. IEEE, pp. 5490-5499,
Jan, 2012.

DOI: http://dx.doi.org/10.1109/HICSS.2012.153

Jaekyung Lee, Junggab Son, Hunmin Kim, Heekuck Oh,
"An Authentication Scheme for Providing to User
Service Transparency in Multicloud Environment.",
Journal of The Korea Institute of Information Security &
Cryptology, vol. 23, no. 6, pp. 1131-1141, Dec, 2013.
DOI: http://dx.doi.org/10.13089/JKIISC.2013.23.6.1131

Dan Boneh, "The decision diffie-hellman problem.",
International Algorithmic Number Theory Symposium.
Springer Berlin Heidelberg, vol. 1423, pp. 48-63, June,
1998.

DOI: http://dx.doi.org/10.1007/bfb0054851

Yukyeong Wi, Jun Kwak, "OpenlD based User
Authentication Scheme for Multi-clouds Environment.",
The Journal of Digital Policy&Management, vol. 11, no.
7, pp. 215-223, Jul, 2013.

Pratap Murukutla, K. C. Shet, "Single Sign on for
Cloud.", 2012 International Conference on Computing
Sciences. IEEE, pp. 176-179, Sept. 2012.

DOI: http://dx.doi.org/10.1109/ICCS.2012.66

Wanpeng Li, Chris J. Mitchell, "Security issues in
OAuth 2.0 SSO implementations.", International
Conference  on  Information  Security.  Springer

International Publishing, pp. 529-541, Oct. 2014.
DOI: http://dx.doi.org/10.1007/978-3-319-13257-0 34

Alessandro  Armando, Roberto  Carbone, Luca
Compagna, Jorge Cuellar, Llanos Tobarra, "Formal
analysis of SAML 2.0 web browser single sign-on:
breaking the SAML-based single sign-on for google
apps.", Proceedings of the 6th ACM workshop on
Formal methods in security engineering. ACM, pp. 1-10,
Oct. 2008.

DOI: http://dx.doi.org/10.1145/1456396.1456397

Eunhye Kim, "Cloud Service Brokerage.", Internet&Security
Issue, pp. 27-32, Korea Internet&Security Agency, 2011.

Emiliano Casalicchio, Monica Palmirani, "A Cloud
Service Broker with Legal-Rule Compliance Checking
and Quality Assurance Capabilities.", Procedia
Computer Science, vol. 68, pp. 136-150, Sept. 2015.
DOI: http://dx.doi.org/10.1016/j.procs.2015.09.230

Jeong-Hyo Park, " A Non-Password Secure Biometric
Digital Signature Method for Mobile Device", Soongsil
University Graduate School, 2016.

Rolf Lindemann, Davit Baghdasaryan, Eric Tiffany,
"FIDO UAF Protocol Specification v1.0", FIDO Alliance
Proposed Standard, 2014.



metd SHeE SHNA BALAE ol 8T AR AF TREF A

[12] Sampath Srinivas, Dirk Balfanz, Eric Tiffany, "Universal
2nd factor (U2F) overview", FIDO Alliance Proposed
Standard, 2015.

Z & =(Hyung-Uk Kim) (A3 2]

02012 2€ : FAUTN FHE
o3} (F3H4Ah

02012 39 ~ EA : TSN
At (e R)

020061 99 ~ A : F=HARL
Z 7ledT 2 AYgdTd

2

PKI, AAIRIZ, 10T

# H E(Bumryong Kim) (2]

02014 89 : I/IHAYNENEY
AFE T (¥

02016 8¢ : FAUIEtn 7FES
3} (FEAAD

AFE Y (1A114)

<BARop
BANZ, Azl WENZ 1ot

X 2 M(Moon-Seog Jun) [ESMEH]
0198911 29¥ : University of
Maryland Comuter Science (&3}

L))

01989 39 ~ 1991 29 : New
Mexico State University Physical
Science Lab. <1

02091 349 ~ @A . TN
AFE s Aas

YEYA Bk AARIZF, IoT

39




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


