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Abstract Recently, there has been a lot of ongoing research regarding financial transactions and payments due to
the emergence of financial technology (FinTech). Payments have been processed through cash and credit cards, and
payment methods have been simplified and are more convenient, with mobile payment via mobile cards and mobile
phones. This study offers a new mobile payment method by using a mobile phone instead of a card reader or terminal.
For payments, authentication is processed with the user's biometrics and a built-in fingerprint scanner, and the
payment is processed after receiving an authentication code issued by the authorizing institution to confirm the user's
identity. User biometrics and payment information is secured from any kind of malicious hacker by saving it in a
Fast Identity Online (FIDO) Trusted Execution Environment (TEE) section in a smartphone. Regarding key security,
every key is securely created in the FIDO TEE section, providing secure mobile payment by neutralizing various
malicious attacks, including sniffing and the man-in-the middle attack.
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Table 1. ICT Companies Financial Service Expansion

Sectors Enterprise Contents
google Wallet(Google Wallet)
Platform
apple Wallet(Apple Pay)
facebook Wallet
SNS
Tencent Payments(Tenpay)
Communicati verizon Mobile Payments(ISIS)
on Service Safaricom Payments, Electronic cash
Alibaba Payments(Alibaba)
electronic
b: P ts(Paypal
commerce ebay ayments(Paypal)
amazon Payments(Amazon Payments)
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Fig. 1. The Bitcoin network processes
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2.2.1 SSO(Single Sign—0n)

OAuth(Open Authorization), SAML(Security Assertion
Markup Language) 5¢] 1EH5].

2.3 FIDO(Fast IDentity Online)

FIDO(Fast IDentity Online)= A #1¢14& 2§31
9] 7| XT 22 FIDO ko] A2(FIDO Alliane) 7}
ATk FIDO defoldzs 4Hd, dvr 22 o
2] AZ=ANE HE AlZshks NXP, d3 183 0S
ZPE 7)Y vo|ARATE, 72, T AHTY &
gupal, #ol g, Hiak 5 g 1Yo w ddiE 4
ah9lri6].

FIDO+= UAF(Universal Authentication Framework)
128]a1 U2F(Universal 2nd Factor) 402 A% T
UAFE AR, A, ohd, &4 & AREAF <] A

HE QAE] QFsh= 71&olW, U2FE ID, HIUR SR
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Fig. 2. FIDO UAF Registration Protocol
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Fig. 3. FIDO UAF Authentication Protocol
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+ |dentity Verification(No ID Card Number)

+ Opening a New Account and Enrollment

+ Seller Code Confirm (MAC or Identity Key) and Enrollment
Bank Server
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Fig. 6. merchant registration
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Table 3. safety comparison
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