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Abstract Recently, due to the importance of information security, security vulnerability analysis and various
information protection technologies and security systems are being introduced as a countermeasure against
cyber-attacks in new as well as existing buildings, and information security studies on high-rise buildings are also
being conducted. However, security system introduction and research are generally performed from the viewpoint of
general IT systems and security policies, so there is little consideration of the infrastructure of the building. In
particular, the BAS or building infrastructure, is a closed system, unlike typical IT systems, but has unique structural
features that accommodate open functions. Insufficient understanding of these system structures and functions when
establishing a building security policy makes the information security policies for the BAS vulnerable and increases
the likelihood that all of the components of the building will be exposed to malicious cyber-attacks via the BAS.
In this paper, we propose an architecture reference model that integrates three different levels of BAS structure
(from?) different vendors. The architectures derived from this study and the security characteristics and vulnerabilities
at each level will contribute to the establishment of security policies that reflect the characteristics of the BAS and
the improvement of the safety management of buildings.

Keywords : BAS, cyber attack, information security, security characteristic, security policy, vulnerability
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Fig. 1. Generalized 3-tier BAS architecture
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