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Abstract Smart devices are used in a variety of industries, because applications for them are easy to develop and portable.
However, industrial equipment can cause security problems for information and accidents when controlling the
actuator of the equipment at a remote location. In this paper, we studied methods of solving these problems and the
advantages of applying smart control systems to industrial equipment. We propose a manual manipulation method
using queries and a smart control access procedure for controlling equipment using a smart device. In addition, we
propose a data transmission method employing multiple encryption protocols and a user authentication method using
unique information from the smart device and Q & A as the communication data protection and user authentication
methods, respectively. In order to evaluate its performance, an operation test of the smart control system and user
authentication comparison experiment were performed. In order to understand the advantages of applying the smart
control system to the equipment, we conducted a comparative experiment with a teach pendant and evaluated its

reaction time in case of error.
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Fig. 2. Teaching Unit of Industrial Equipment
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Table 1. Information List of Smart Control System

List Description

- Product / Run rate info.

Information List - Setting and Error Info

- Equipment Run/Stop control

Control List - Motor and I/O control
- Teaching operation
Call Function - call the person in charge

Table 2. User Level Permissions

List vel Operator | Maint Admin
Call Function O o @)
Internal Information O o @)
Control x o O
Call Function o (@] O
External Information X X O
Control X x x
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Table 3. Test Resut of Smart Control Operation

No List Count
1 Operation Success 25
2 Operation Error 0
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Table 5. Comparative results

H Bank This Paper Result
ID/Password ID/Password Same
Security Card or OTP | Smart device physical Info Good
Certificate Authority Multiple Q&A Satisfaction
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Table 6. Smart Control & Teaching Pendent Comparison

List Teaching pendent Smart control
User level |Impossible Possible
HW Limited .
operation  |(Teaching only) All H/W operation
Teaching | Possible Possible
Servi Limited The various services
ervice (Teaching only) (product, error)
Onerati - text-based - Graphic-based
peration | _ Button operation - Touch operation
Connect wire connection wireless
Device Dedicated devices Smart devices
4.4 ofl2] =X| AlZH ™
2 A9e A8 B el AT AGY Fu B
o gl ArtE Alo] Al2glg #8ate] ofje] A Al
Z2) Azt ek Ao R FF W Ko 27 ¥
el W3k 22 AJ7he F7gste] AFsiginh A3 Al
Al o8 0578 Aasks] 99 48 e 3
2 19 e] ] A BE 7 AL la, e dlE
A7 MR S o gk Ei, o 2
2 22 s tig LR{E izt 3 271Y F
oGS ABHAN A4 el E 23t} A A%
FHZ 2] B A vz 227} 7 ARl ARE
s
Fig. 102 FE &+ 419 ol 24 X5 vehf
< AR, O 35 WP, @ FE IHAF, G o
gl T 9%, @ FEIF v Ad FHE ekl

683

131 ghel, ollg] x|, &
EW olgj7} wAste] 9] g W
olgl 2z &7 A7 TE 2(2)°l
upel ro] o] SRIAIZKE), oy A7
7FEAIZHE) P ol 2] A W 315 (n)S
S ettt ) Avks £y He "oy
el W 2mtE Alo] A| 28l S o] g5k Au
Z ofulel] A7) wiiel] 2§ 01
17J(E,)9- S XA 9 19.8%2] A|7h

=

arL
=]
E

7l

f
J{N' r

@

Fig. 10. Error Position Image

Table 7. Apply Result of Smart control system

no. Apply before (sec) Apply after (sec)
1 152 131
2 181 143
3 127 105
4 213 154
5 176 135
6 143 163
7 148 100
8 136 158
9 153 142
10 116 116
AVG 154.5 sec 134.7 sec
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