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Abstract As the IT environment becomes more sophisticated, various threats and their associated serious risksare
increasing. Threats such as DDoS attacks, malware, worms, and APT attacks can be a very serious risk to enterprises
and must be efficiently managed in a timely manner. Therefore, the government has designated the important system
as the main information communication infrastructure in consideration of the impact on the national security and the
economic society according to the 'Information and Communication Infrastructure Protection Act', which, in particular,
protects the main information communication infrastructure from cyber infringement. In addition, it conducts
management supervision such as analysis and evaluation of vulnerability, establishment of protection measures,
implementation of protection measures, and distribution of technology guides. Even now, security consulting is
proceeding on the basis of 'Guidance for Evaluation of Technical Vulnerability Analysis of Major IT Infrastructure
Facilities'. There are neglected inspection items in the applied items, and the vulnerability of APT attack, malicious
code, and risk are present issues that are neglected. In order to eliminate the actual security risk, the security manager
has arranged the inspection and ordered the special company. In other words, it is difficult to check against current
hacking or vulnerability through current system vulnerability checking method. In this paper, we propose an efficient
method for extracting diagnostic data regarding the necessity of upgrading system vulnerability check, a check item
that does not reflect recent trends, a technical check case for latest intrusion technique, a related study on security
threats and requirements. Based on this, we investigate the security vulnerability management system and vulnerability
list of domestic and foreign countries, propose effective security vulnerability management system, and propose further
study to improve overseas vulnerability diagnosis items so that they can be related to domestic vulnerability items.
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Table 1. Main scope of system vulnerability inspection

Category Contents

Check administrator / user account privilege

Account settings .
management policy

Check whether to abuse system / important

Fil -
1€ permissions files

Enable unnecessary service Check part and

Service .
setting

Confirm setting of whether to use main

Application settings application

Log Management | Collect system logs and check access rights

Security

Security patch and Management check
management
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Fig. 1. Text result by script
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Table 2. Necessary elements of script data

Category Contents
. Result of the contents of the file that has
File result :
. . the result value of the specific
information

command
Setting Information related to security/ configuration
information files
Program Program  information during installation
information /Setup
Version L Lo .
. OS, application, etc. Version information

Information
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Table 3. Vulnerability

Category Contents
CVE-2016-6309C | openssl Denial of Service Vulnerability
VE-2016-7052 (openssl version -a)
CVE-2017-6074 Linux 'k'emel local prl‘Vllege escalation
vulnerability (cat /proc/version)
mysql Remote code execution, privilege

escalation vulnerability

(mysql -h 127.0.0.1 -u $dbid -p$dbpw -e
"show variables like 'version';" -t)
CVE-2014-6271 Code
CVE-2014-7169

CVE-2016-6662

injection vulnerability bash using
environment variable (bash--version)
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Table 4. Time throughput evaluation contents

Division Contents

Whether to check the quantity of 100 units
of inspection system

Whether to check the quantity of 100 units
of the inspection system

Work time for time throughput check
Limited to 60 minutes

Conventional

Inspection rate

Unchecked rate

Working time

method: 4 people, proposed

Remarks
method: progress of one person
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