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Abstract Bluetooth 4.0 is a technology suitable for the Internet of things that is used for communication between
various devices. This technologyis suitable for developing aservice by combining with automobiles. In this study, a
security authentication system was designed by linking Bluetooth 4.0 technology and a vehicle system as an
implementation example of an object internet service. A procedure was designed for security authentication and an
authentication method is proposed using a data server. When the security authentication function is provided, various
additional services can be developedusing the information collection function of the risk notification and user action
history. In addition, BLE (Bluetooth Low Energy) technology, which is a wireless communication technology that
enables low-power communication and low-power communication in the process of the standardization and
development of Bluetooth technology and technology, improves the battery life through the use ofRFID or NFC This
studyexpanded the range possible. The security service can be extended by expanding the scope of authentication by
the contactless type. Using the proposed system, a customized service can be provided while overcoming the problems
of an existing radio frequency (RF)-based system, portability, and battery usage problem.
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Fig. 1. Merging embedded system
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Table 1. Comparison of NTC(RFID) and BLE
Spec. NFC BLE
L Bluetooth
Communication RFID (BLE)
using NFC using Bluetooth
System module 4.0 module
Maximum distance 10cm 50m
Indoor offset Not Available Available
Duplex (I]’)aurr)ilf:;n Duplex
P Y . (New Standard)
Information)
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Fig. 2. Integration of control system of embedded system
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Fig. 3. Embedded system design proposal
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Fig. 4. Embedded system rendering

Table 2. Design basis of H/W

Item Spec. Unit
VDD -0.3~+4.8 \
DEC2 ~2 \'
Storage Temperature -40~+125 T
ESD HBM ~4 13%
ESD CDM ~750 \Y
MSL 2 -
Endurance 0000 | Write/Erase
Cycle
Number of times address can be 2 )
written between erase cycles
Detection Time ~3 Second
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Table 3. Design basis of BLE

Item Spec. Unit
Maximum output power ~4 dBm
RF power control range 20~24 dB
RF power accuracy +4 dB
20dB bandwidth for modulated
1800~2000 HKz
carrier (2Mbps)
2nd Adjacent Channel Transmit
Power. +4MHz (2Mbps) 45 dBC
Maximum consecutive
transmission time, ftol < ~16 ms
+30ppm.
Sensitivity (0.1% BER) at
2Mbps. -85 dBm
C/I co-channel ~12 dB
IMD performance, 2Mbps, 3rd,
4th, and 5th offset channel —4 dBm
Detection Distance 50 Meter
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Fig. 5. Authentication design using smart-phone
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T N Table 4. Designed terminal device function evaluation
Has the BLE signal, which does not contain the driver's °
authentication information, have arrived? — Result
v Item Hybrid | Black-box Test way
Is the BLE license number data in DBMS table? No Sys[em System
Power Using DC12V
Y No c , ~360Hour | 6~12Hour | S8 B
Is the operator BLE signal present in the operable room? onsumption Vehicle Battery
User After authorization,
L ~5sec 5~10sec .
7 No Authorization Speed server certificated
Has the unauthorized operator started operating? User Authorization
L . ~50m ~5cm .
Authorization Distance Distance per Im
Preliminary Alarm Emergency Alert

Fig. 6. Algorithm for BLE Authentication and Warning
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