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A Research on the Effectiveness of the Vulnerability Detection Against
Leakage of Proprietary Information Using Digital Forensic Methods
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Abstract In the ICT (Information and Communication Technology) convergence security environment, a lot of
companies use an external public web system for the external disclosure and sharing of product information,
manufacturing technology, service manualsand marketing materials. In this way, the web system disclosed on the
Internet is an important aspect of cyber security management and has an always-on vulnerability requiringan
information protection solution and IT vulnerability checks. However, there are limits to vulnerability detection
management in anexternal environment. In this study, in order to solvethese problems, we constructed a system based
on digital forensics and conducted an empirical study on the detection of important information in enterprises by using
forensic techniques. It was found thatdue to the vulnerability of web systems operated in Korea and overseas,
important information could be revealed,such as the companies' confidential data and security management
improvements. In conclusion, if a system using digital forensic techniques is applied in response to theincreasing
number of hacking incidents, the security management of vulnerable areas will be strengthened and the cyber security
management system will be improved.

Keywords : Convergence Security, Cyber Security, Digital Forensics, Information Leakage, Information Protection
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Fig. 1. Digital forensic virtual server environment
configuration diagram.
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Table 1. Vulnerability assessment results of higher
education institutions

Breakdown problem Instance Committed
Critical 3 64 63
Important 5 125 68
Middle 4 98 0
lowness 11 11 2
Information 14 14 7
Sum 37 312 140
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I Confidential

USB Update Auto Mode #1

«Auto Update(Only CPU S/W support)
« If you insert USB memory including new TV software image, TV
displays a popup message like below.

« To start to upgrade, Select ‘Update’ button.

Fig. 2. Secret document of the leaked company.

B [Possible] Phishing by
Navigating Browser
Tabs 13%

i Use weak passwords
13%
N
¥
Missing X-Frame -
™ Forbidden resources Optional Header 13%
13%

® Content Security Policy
(CSP) Not Implemented
13%

Insecure Transportatio n

Security Protocol

Supported (TLS 1.0)

13%

u Missing X-XsS
Protection Header 13% The Apache web server

has been verified 13%

Fig. 3. Government administration office information
leak vulnerability detection result.

Table 2. Report on vulnerability of government job
commission & Domestic Society
1) government job commission

Breakdown problem Instance Committed
Critical 1 3 3
Important 7 26 23
Middle 2 2 1
lowness 10 13 2
Information 12 12 4
Sum 32 56 33
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2) Domestic Society

Breakdown problem Instance Committed
Critical 3 4 2
Important 4 32 13
Middle 2 2 1
lowness 11 11 4
Information 13 13 5
Sum 33 62 26
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Fig. 4. Index of / bbs / files / notice search results.

Table 3. APT attack target information

ID REG-DATE IP ADDRESS ADMIN_NAME
BVS 2015-02-09 112.216.73.51 BVS
- 2015-02-09 113.130.67.214 Hong*dong PC
- 2015-04-10 112.221.157.139 | DAE*CAM*&#1
- 2016-0301 124.50.90.166 Ahn*=$
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LG inadvertently leaked its next flagship smartphone

Edoardo Maggio & w
2 ©Aug.5,2017,950 AM & 302

* This game can train your brain to think. = Cop Finds Baby In Dumpster: But 25 Years Lat.

= Play This Game For 1 Minute And See Why... = Now You Can Track Your Car Using Your...

A series of images of what appears

Internet (
Droid-Life)

Joseph Gordon-Levitt — which
has collaborated with LG in the
past to make promotional
material for the Korean giant's
devices.

An image of what appears to be the LG V30.

Fig. 5. LG inadvertently leaked its next flagship
smartphone[27].

LG Art Cool Gallery .

d6rdl idére minden lakasra rafér egy kis megdjuls. Ez azonban nemcsak teljes
feldjitassal képzelhetd el, egy egyszer(i képkeret helyett tobb funkcids
légkondicionalo késziiléket is tervezhet falara. Az LG ART COOL Gallery
légkondicionaldjaban  szezononként cserélhetjilk a hangulatos képeket,
reprodukciokat, kedvenc fényképeinket. Az LG ART COOL Gallery modell
homlokpanelje egy egyszeri mozdulattal felnyithatd, s a benne 1évG Ktimt\
reprodukcio kedviink szerint kicserélhetd. Az LG ART COOL Gallery azonban
nemcsak formajaban egyediilallo; inverteres technoldgiajanak kdszonhetden
kivalo hiitési és fiitési teljesitménnyel rendelkezik, igy akar a karacsonyi
hidegben is kellemes kozérzetet biztosit otthonunkban, jelentds, akar 40%-os
energia-megtakaritds mellett. Mindemellett NEO Plazma légtisztito rendszere
biztositja az ottt a pollen-, dohany é levegdt az
allergiasok nagy Grémére. .

asli képek: ftp://LG@wellserver.well.hu/Pictures/ART_COOL _Gallery/.

Fig. 6. Document exposing FTP server access path.
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Risk assessment
Forensic techniques
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L 1. Risk it ificati . .
Communication/ e Monitoring
Consulting | e |/
Review

3. Risk

Risk Handling E /

< Source : 15O 31000 - Risk Management Process>

—

Fig. 6. Risk analysis management system diagram.
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Table 4. Bug bounty operational efficiency comparison table

Google Chrom Mozilla Firefox
Classification Self- Bug Self- Bug
excavation | Bounty | excavation | Bounty
Number of 263 371 48 148
vulner- abilities
Expenditure cost 547,500 393,161 547,500 444,000
Expenditure cost | ) 50, 1,060 11,406 | 3,000
per vulnerability

Note: In the case of self-discovery spending costs, the security
team staff will be charged $§ 500 * 365 days * 3 days per day.
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