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Abstract Along with the expansion of areas in which ICT and Internet of Things (IoT) devices are utilized, open
source software has recently expanded its scope of applications to include computers, smart phones, and IoT devices.
Hence, as the scope of open source software applications has varied, there have been increasing malicious attempts
to attack the weaknesses of open source software. In order to address this issue, various secure coding programs have
been developed. Nevertheless, numerous vulnerabilities are still left unhandled. This paper provides some methods to
handle newly raised weaknesses based on the analysis of histories and patterns of previous open source vulnerabilities.
Through this study, we have designed a weaknesses analysis system that utilizes weakness histories and pattern
learning, and we tested the performance of the system by implementing a prototype model. For five vulnerability
categories, the average vulnerability detection time was shortened by about 1.61 sec, and the average detection
accuracy was improved by 44%. This paper can provide help for researchers studying the areas of weaknesses analysis
and for developers utilizing secure coding for weaknesses analysis.

Keywords : Open source, Secure coding, Secure weakness, Weakness history, Weakness learning,

1. M2 o|7} ZAFERL ohjz}, 2mbE @ 9 [oT tubo]x
o TS 717]19F g A ool A &8 a9l
HTICT % IoT 7]&9 HE=E OF A AXEY)] [1-7). o]H& QZrx ATEoje] SgHolr} thok

TS 20178 Addigal shEAulol o ATE A
*Correspondlng Author : Kwang-Hyoung Lee(Seoil Univ.)

Tel: +82-2-490-7226 email: dreamace@seoil.ac.kr

Received October 23, 2017 Revised November 2, 2017
Accepted November 3, 2017 Published November 30, 2017

46



axz=9 HHY oY A4

olg £LEY] Bt oy BA A2

to
rld
e
[>
b
(&t
m
£
2
lo,

i)
)

:Olljl

R

:Nb'ror%

> 2 T
T o
o S
=2,

ol e
&
|t
o

> b
&
ofl
1o
i)
ko
oX,
o
2
N

=

K
at
5]

i
lo,
oM.
o
ofl
o
)
rio,

o
18
>
i
&
o,
R
g

3 ¥
It

o
)
£ oy
=
rO
©
Y 2 o 2 to

R
oo
o
o M
:?l:a'

— _13
o

ol
<
>

A9,
1o

o

>
KU

M w

(r

o
4

08‘:4“
tn
B
K
s
o
s

du o g
Loy (T[S

B ool %0
o

e

as)
o
2
oo AN

o 12
MU o ooft 19 X

o,
in3
i)
2L

79 9 ox mi oo m & on
i)
>,
>,
ay
n
o
o

5
@

CMS(Configuration Management System)+—
1, dloJE], 1Ea FHl=E AAH R e
EFA0 R e Bl VeI E&49 Ul
HAE, 7191 AR 7 APL gl il
o] ok s ehHsHAl AT  glonw
1k PI 259 &W2Ql e4o] 7basithe
FAAE 7HAAL ATH10].

|ME 93 2o Ate] mY
3l
=)

o g
N o2

o
do '+

ol oxl

0

[¢]

=

£ A

A=

Rl

B ol
>
L H
[
lo

=
>

=]

R

LD
)
o
o
)
)y
ol
ol
2
W M
B

1

jato)

o

=Y

T

o

)y

tjo

o
W broofu
2 g o

o v

X
>

ot
Om =
\S]

o
2
o
-
rJ

re

<4 op

By

e
o
N

o, fT,

o

LN

o
2o 12
o [
[>

oy 2 R
:OL_"

fd
Nt
ol

o

B0
1L

[kl

12

o 4
N
rO
ot
N
=
o Kol 1o ot =Y

>
o
lo
X
2
)
of
ot
&
Wi

oX
2,
o

rir

oX,
olr
o,
N
i
of
ol
&
W
o3l
=

rlr

IUIO _Ll
L )
S

o m T oM
A
i)

24
e
o

A
12
Y A=
Mo
i/
ik
o

[o

21 22 Fofd &#d

CWE(Common Weakness Enumeration)= U|=r =&
QbR o] Z7AbolH Hek=o] ¢l 0 2 MITRECIA]
Tl Bold 2EEdole] SIS AR HOR R

slo] Aol Aoltl, CWEE oA &5 Hio F52

47

FHe, 2zEg0le] Hepd epyel 34
Ei R} W oA FEE S, Aobe 2,
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Target Source : xxBank
@ Build & Deploy completed
Build & Deploy starting. !l
Start Open Source(xxBank') deployment
Processing Open Source('xxBank') deployment .
@ Site Scanning (Dynamic Analysis) completed
Site Scanning starting. Il
Scanning target ‘http.//www.opensvs.co kr-8180/xxBank
Total scanned page -9 -
@ Smart Mapping (Static Analysis) completed
Smart mapping starting. .|l
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Total Mapped source ‘9 -

Fig. 5. The vulnerability analysis result for Scanning
and Smart Mapping
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Fig. 6. The vulnerability analysis result for Analyzed
Testing URL
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Table 1. Test results for vulnerability detection accuracy of
proposed system

Number| 1ty 10th 20th 50th
of]
A Tests| pT | DA | DT | DA | DT | DA | DT | DA
Security (sec) | (%) [(sec) | (%) |(sec)| (%) |(sec)| (%)
Vulnerabilities

Race Condition |2.34|359(2.82(43.8|1.68[52.8|1.12|73.1
Divide by 0 3.26(41.82.61 |555(2.10 655125875

Not Reachable |3.69|24.2|3.23|32.9|2.84|49.5(1.49|77.2
Null Pointer

Exception
Assertion Errors | 2.01[34.9 [2.15|45.6|1.91|67.8|0.89|76.8

* Juliet codes : http://samate.nist.gov/SARD/testsuite.php
* DT: Detection Time
* DA: Detection Accuracy

2224421248543 (1.82]64.6(0.72|86.4
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