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Abstract As automatic hacking tools and techniques have been improved, the number of new vulnerabilities has
increased. The CVE registered from 2010 to 2015 numbered about 80,000, and it is expected that more vulnerabilities
will be reported. In most cases, patching a vulnerability depends on the developers' capability, and most patching
techniques are based on manual analysis, which requires nine months, on average. The techniques are composed of
finding the vulnerability, conducting the analysis based on the source code, and writing new code for the patch.
Zero-day is critical because the time gap between the first discovery and taking action is too long, as mentioned. To
solve the problem, techniques for automatically detecting and analyzing software (SW) vulnerabilities have been
proposed recently. Cyber Grand Challenge (CGC) held in 2016 was the first competition to create automatic defensive
systems capable of reasoning over flaws in binary and formulating patches without experts' direct analysis. Darktrace
and Cylance are similar projects for managing SW automatically with artificial intelligence and machine learning.
Though many foreign commercial institutions and academies run their projects for automatic binary analysis, the
domestic level of technology is much lower. This paper is to study developing automatic detection of SW
vulnerabilities and defenses against them. We analyzed and compared relative works and tools as additional elements,
and optimal techniques for automatic analysis are suggested.
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<StateModel name="State” initialState="Initial”>
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<Action type="call" method="StartServer" publisher—"Peach.hgent” />
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<DataModel ref
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</State>
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<param n
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Fig. 2. PeachPit Format
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(a) The nodes initially found by the fuzzer

(b) The nodes found by the first invocation of
concolic execution.
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Fig. 4. Driller Flow 2

(a) The nodes found by the fuzzer, supplemented
with the result of the first Driller

(b) The nodes found by the second invocation of
concolic execution
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Driller Hybrid Medium High | Medium
Fuzzing
KLEE Concolic Hard High Slow
Execution
Parallel
Cloud9 Symbolic Hard High Slow
Execution
9 #A A3t AEse gol4, ;= AnA, G
Sug g W, b Zaael Aok gl A)%e
sfolB2l= HAo] -89 Drillero]t). 3FA|%E, Driller

aol 71 w&A
HEAA mrh W
A7e ool

Al - Aoz HlelYE &
7|2 vulst
= 3 A2 FE e
gk 7leEolt) wigd, 4 E—rﬂ' ks
Y A =3} (3-party) SWe| 7

o Y 7eS Bo 2ok EH

off £ A= gholBely $H&
oFA3l 32 $%3= LD PRELOAD 37

Hol& +4&

Egl 2o 35 WS SO &

A=

= glo] nlely el oz Fokdd] Ui
Z8E Aot} &

, =} e 2
dfelule] vhakel g 714

A& B8t ggshe 7es o

O

o st g
oIk B ERAM AHY Olg 7%
= SWE tHA}OEu} 7(4%_ 7]_,4
e gAA SW
$ 22 3= st ol
Oii'%wOI
53 :40&1

_‘:_O =

o HA 714

& @gsel AFow %



FFAVE & =B A8 A1LS, 2017

References

[1] Yeon-Suk Choi, “A Study on security characteristics and
vulnerabilities of BAS(Building Automation System)”,
Journal of the Korea Academia-Industrial, vol .18, no.
4, pp. 669-676, cooperation Society, 2017.

DOI: https://doi.org/10.5762/KAIS.2017.18.4.669

U.S. National Vulnerability Database(NVD), CVE LIST,
The MITRE Corporation, c2015(cited 1999), From:
https://cve.mitre.org/cve/, (accessed Oct., 11, 2017).

(2]

[3] So-Yeon Min, Chan-Suk Jung, Kwang-Hyong Lee,
Eun-Sook Cho, Tae-Bok Yoon, Seung-Ho You,* Design
of Comprehensive Security Vulnerability —Analysis
System through Efficient Inspection Method according
to Necessity of Uptrading System Vulnerability”, Journal
of the Korea Academia-Industrial cooperation Society,
vol. 18, no. 7, pp. 1-8, 2017.

DOL: https://doi.org/10.5762/KAIS.2017.18.7.1

Defense Advanced Research Projects Agency(DARPA),
Program, DARPA, ¢2016, From:
https://www.darpa.mil/program/cyber-grand-challenge,
(accessed Oct., 11, 2017).

Darktrace. Support_1, FRENTREE, ¢2013, From:
http://www.frentree.com/Darktrace.pdf, (accessed Oct.,
11, 2017).

(4]

(3]

[6] Cylance, White Papers, Cylance Inc, c2017, From:
https://www.cylance.com/content/dam/cylance/pdfs/white

_papers/MathvsMalware.pdf, (accessed Oct., 11, 2017).
(7]

For All Secure, Unleashing-mayhem, For All Secure,
2016 Feb 9, From:
https://forallsecure.com/blog/2016/02/09/unleashing-mayh

em/, (accessed Oct., 11, 2017).

IBM, Congnitive security white paper, IBM, c2000,
From: http://www-03.ibm.com/security/kr/ko/cognitive/
whitepaper/#cognitive-security-ibm-data-security,
(accessed Oct., 11, 2017).

P.Miller, L.Fredriksen, Bryan So, “An empirical study of
the reliability of UNIX utilities”, Communications of the
ACM, vol. 33, Issue 12, pp. 32-44, 1990.

DOI: https://doi.org/10.1145/96267.96279

(8]

[9

—

[10] PeachTech, Peach Fuzzer Community Edition, Deja vu
Security, 2014 Feb 23, From:
http://community.peachfuzzer.com/WhatlsPeach.html,

(accessed Oct., 11, 2017).

Nick Stephens, John Grosen, Christopher Salls, Andrew
Dutcher, Ruoyu Wang, Jacopo Corbetta, Yan
Shoshitaishvili, Christopher Kruegel, Giovanni Vigna,
“Driller: Augmenting Fuzzing Through Selective
Symbolic Execution”, the Network and Distributed
System Security Symposium, 2016.

DOI: https://doi.org/10.14722/ndss.2016.23368

Cristian Cadar, Daniel Dunbar, Dawson Engler, “KLEE:
Unassisted and Automatic Generation of High-Coverage
Tests for Complex Systems Programs”, Operating
Systems Design and Implementation, vol. 8, 2008.

[11]

[12]

[13] Liviu Ciortea, Cristian Zamfir, Stefan Bucur, Vitaly
Chipounov, George Candea, “Cloud9: A Software Testing
Service”, 3rd SOSP Workshop on Large Scale

Distributed Systems and Middleware, vol. 43, no. 4, 2009.

102

[14] Stephanie Forrest, ThanhVu Nguyen, Westley Weimer,
Claire Le Goues, “A Genetic Programming Approach to,
Automated Software Repair”, Proceedings of the 11th
Annual Conference on Genetic and Evolutionary
Computation, pp. 947-954, 2009.

[15] Chen Liu, Jinqiu Yang, Lin Tan, “R2Fix: Automatically
Generating Bug Fixes from Bug Reports”, Proceedings
of the International Conference on Software Testing,
Verification and Validation, pp. 282-291, 2013.

DOI: https://doi.org/10.1109/ICST.2013.24

[16] Dong-Sun Kim, Jae-Chang Nam, Jae-Woo Song,
Sunghun Kim, “Automatic patch generation learned from
human-written patches”, Proceedings of the International
Conference on Software Engineering, pp. 802-811, 2013.

DOI: https://doi.org/10.1109/ICSE.2013.6606626

[17] Yan Shoshitaishvili, Ruoyu Wang, Christopher Salls,
Nick Stephens, Mario Polino, Andrew Dutcher, John
Grosen, Siji Feng, Christophe Hauser, Christopher
Kruegel, Giovanni Vigna, UC Santa Barbara, “SOK:
(State of) The Art of War: Offensive Techniques in
Binary Analysis”, Security and Privacy (SP), pp.
138-157, 2016.

Maksim O, Shudrak, Vyacheslav V.Zolotarev, “Improving
Fuzzing Using Software  Complexity = Metrics”,
International Conference on Information Security and
Cryptology, pp. 246-261, 2015.

[18]

Aol-

Zk(Sang-Hwan Oh) [H3| 3]

)

57
o

*2014d 29 :
83} (b
02014 3¢ ~ @A : F=UAH
e H7|ER&D2Y Y 4

4l

Agoista 7

<A Fok>
ARRT YEYA HL SW HFH 24

2(Tae-Eun Kim) [H3] 2]
2005 29 :
SHE (3MAh
¢2007d 2€ : st gkl

7Sk (MAD

020171 39 ~ @A : FAUTN
sk e gt (A1)
02013 79 ~ AA : FEAEM
2159 Hel|ER&D2E Ay A

LR L EER

T
<ok
HIESA Hek, mukel wek Juu D



SW ek FoPd A5 B L g 7le 24

Z 8t Z(Hwan-Kuk Kim) [H2l3]

©2000d 2€ : d=rgEdistal 75
B8t} (AAh

02001 5€ ~ 20061 12 :
AAEAATD A7

0201799 2€ : wHYEN HRRT
03 AR RS (F3AL

020079 1Y ~ A : F=AE
25 Hel7|eR&D2YE €%

o

Sy

SW H9HH 4], VIENZ 6k, loT ek

103




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


