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Abstract Virtual currencies have emerged along with new technologies such as block chain, artificial intelligence
(Al), and big data. This study examines the benefits of a security-enhanced block chain resulting from individual
trading, decentralized from governments, as well as the problems associated with misuse of virtual currencies. Virtual
currencies, due to its anonymity, is vulnerable to financial crimes, such as ransom-ware, fraud, drug trafficking, tax
evasion and money laundering. Use of virtual currencies can facilitate criminals avoid detection from investigative
agencies. Government regulatory policy continues to address these concerns, and the virtual currency exchange has
also announced a self-regulation proposal. However, a fundamental solution remains necessary. The purpose of this
paper is to investigate the problems regarding abuse of virtual currency and to identify a practical system for
transactions involving virtual currencies. However, in order to promote transactions involving virtual currencies and
to institutionalize a governance system, multilateral cooperation is required. Although the restricting the use of virtual
currencies regarding minors and foreign trade, as well as the introduction of a real-name system are considered
promising prospects, many problems remain. Virtual currency is not a simple digital item but a method of redesigning
the function of money. Coordinated efforts are needed globally to be able to further activate the positive aspects
concerning the use of virtual currencies.
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Table 1. Differences between e-money and virtual
currency
Category E-Money Virtual
Currency
Applicable (6] O
laws
Supervisory o X
director
Issue permit Necessity Needless
Monetary
Provision Stable Unstable
Protection of o X
funds
Calculating Legal Money Virtual
unit Currency
Operational Legal, credit,
Risk Risk Operational,
Risks, Etc.
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Table 2. The status of national regulation

nation

Key Point

United States
(Product,
article )

- CFTC(Commodity Futures Trading

Commission) defined the virtual

currency as an asset or derivative in

2015

OCC(Office of the Comptroller of

the Currency), the banks will be

approved to run a business on tasks

related to the virtual currency

- The IRS(Internal Revenue Service) is
considering taxation on revenue
based on virtual currency
transactions.

Ask companies to keep their lists of

clients

- The Treasury Department requires the
registration of relevant companies
pursuant to the Act on
Money laundering

The
United
Kingdom
(Personal
currency)

Not lawful money but private
currency

- Personal currency issuers and
companies risk liability and prevent
laundering of funds

Accordingly, the registration and
residence of the trader shall be
registered.

Russia
(Financial
Instruments)

- Very strict restrictions, however, in
recent two years, some signs of
abating.

- Strictly complying with the laws of
washing and laundering, all
transactions are subject to
supervision.

- Development of financial institution
for use among financial institutions
at central bank

Singapore
(non-proprieta
ry assets)

Virtual currency is an asset but not

payment method

- Financial authorities have no
responsibility for dealing with the
transaction safety of virtual currency,
but the company
All statutory duties shall be fulfilled
pursuant to the Act on the
Prevention of Money laundering.

- The authorities study the basic laws

of payment of virtual currency

(S

Switzerland
(non-proprieta
ry assets)

- Companies related to financial
authorities are subject to supervision

- Encommended as a means of funding
and implementing voluntary
regulations  according to the
Financial Liability Act
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