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Implementation of abnormal behavior detection system based packet
analysis for industrial control system security
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Abstract National-scale industrial control systems for gas, electric power, water processing, nuclear power, and traffic
control systems increasingly use open networks and open standards protocols based on advanced information and
communications technologies. The frequency of cyberattacks increases steadily because of the use of open networks
and open standards protocols, but follow-up actions are limited. Therefore, the application of security solutions to an
industrial control system is very important. However, it is not possible to apply security solutions to a real system
because of the characteristics of industrial control systems. And a security system that can detect attacks without
affecting the existing system is imperative. Therefore, in this paper, we propose an intrusion detection system based
on packet analysis that can detect anomalous behaviors without affecting the industrial control system, and we verify
the effectiveness of the proposed intrusion detection system by applying it in a test bed simulating a real environment.
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Table 1. Statistics of accidents in industrial control

system
Sector 2013 2014 2015
Emergency 0 0 10
Energy 19 43 33
Governmnet Facilities 2 5 12
Transportation 10 10 9
Water and Wastewater 23 38 39
Nuclear reactors etc. 8 5 0
Information technology 2 0 3

Total 64 101 106

Miscellaneous 21, 9%
——— Weak Authentication 13, 5%

Network Scanning/Probing 53, 22%

Remavable Media 5, 2%
Brute Force Intrusion 3, 1%

Abuse of Access Autharity 9, 4%

Unknown 94, 38% gy

Spear Phishing42, 17%

SOL Injection 5, 2%

Fig. 1. Attack type statistics for industrial control

systems
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Table 2. Cases of attack damage to industrial control [5] AF Ao AlxEloA] @Ast = 9l o] A
system FE FYUE LR SolEYiES Vo R o]
Case Result 7g_—5,:_§_ %Z]EI'T‘:‘ ﬂ:f"i ‘5}'\% 9—%‘%% 7 ]‘X]X]t\]} %}X]
Ho 3| = 3] 0] [e] Hlo] EF
Hacking the Queen-sland The sewage treatment —system H917F gk dAol gl vlESA el '
) o Zo] Blx|= Hyl=3
sewage treatment plant Zzasatart:];ltovzr l;};ecj::(ﬂ;taﬁv /\]é—%gi Zﬂﬂ/\]_}é}g] EE] 74]%9] UX]\__ 37}0?\5_}
(2000) wastewater was discharged. %ﬁ% 7 ]'X]il 911‘:]'
S wo LE= 1
Hacking the Davis-Besse | The SQL server was infected 6] B 7]3olA ARE-Sh= SCADA(Supervisory
nuclear power station || with malwax;ie, and the processing Control And Data Acquisition) %% _/F@ 3}04 E.]]OIH Bﬂ
(2003) computer did not work. _ _ L
ol 1% AFT] o] B AHgIe] TAL YABE B
. The control system was hacked, e
Hactknl]g th:: Polza(r;gg;“ ram resulting in train derailment and &I(—)—E 0431 /\]é_Fé]oﬂ ;ﬂl%ol 7 ]”5?\5_} ;g' xd O] %]\X]tf_
control system ( injuries of passengers. SCADA &% /\}_%_3]_04 %]-;q_g_ 3]_7] u;HT,ﬂ:oﬂ 7]%_9] 1%]-
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infections. 7 ]’X]»ﬂ ME]'.
o \ZSKe) ) =210 5] <} 5 o33
Habex malware was found in a [7]1= AR A zEl Sk skl QI 9
Havex malware(2014) Nordic SCADA software % @738]-51 1 Oggﬂ]% tﬁo{q—‘_‘:— 781_?_ la—x] 3]._; Hol—/q o
rovider.
° 2 kg Jos A= 7)ol MEHA sizle] 3
. . Large scale power  outage #
Hackmglthf LlegrlaSme occurred due to takeover control tet Al=Ele] CPU FHIE HHE7E A4 o ddt
pover pnt B0 | of pover piam. s wlel] ) AFelolelst B3tk el Aol
o] vloly MstE ZAste Aol A &2 wile] vk
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| Event_handler |

Table 3. Implementation environment and tools of this

paper
Timing_sequence_Analyzer Protocol_Analyzer Payload_Analyzer Intrusion
Implementation Testbed .
detection system
| Integrity_Analyzer | Environment Windows 10 Windows 10
| Packet_sniffer_1 Packet_sniffer_2 | VS 2015,
Tools Matlab(Simulink) VS 2015
| WinPcap | Language C, C++, Portran C, C++
Fig. 2. Architecture of intrusion detection system
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Fig. 3. Process of checking data integrity
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Table 4. Detection conditions of intrusion detection
system and related attack

Condition 1 Condition 2 Condition 3
Detection Timing Communication Packet
rule sequence Protocol Payload
Related Scanr‘ung, Manipulating, Stuxnet like
attack Probing, MITM attack
MITM, DDoS
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Table 5. Detection rules of condition 2 (Protocol)

Modbus TCP(read) Modbus TCP(write)
fiel fiel
feld function feld function
name name
transaction data processing transaction data processing
identifier sequence identifier sequence
number number
protocol Modbus TCP protocol Modbus TCP
identifier >0 identifier >0
length length to length length to
field end of packet field end of packet
unit slave address unit slave address
identifier (255 when not Identifier (255 when not
used) used)
function code : 0x03 function code : 0x10
code Modbus read code Modbus write
data data information to data transmission
bytes request bytes data

Payloads= 317104 214 Hlo]El7} ¥ o] =
E2 o HolEE FAaEA BT 4 Y. we

A ZAE 2 ES] ol XVJEM 4= payload = 7
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Table 6. Detection rules of condition 3 (Payload)

Variable Min. Max. Default(%) Unit
D feed
-1
(XMS01) 0 5811 63.053 kg/h
E feed
-1
(XMS02) 0 8354 53.980 kgh
A feed
(XMS03) 0 1.017 24.644 kscv/h
A/C feed
(XMS04) 0 15.25 61.302 kscr/h
Compressor 0 100 22210 %
valve
Purge valve 0 100 40.064 %
Separator flow | 0 65.71 38.100 mim !
Stripper flow 0 49.10 46.534 mom L
Stripper vavle 0 100 47.446 %
Reactor .
3,—1
water flow 0 227.1 41.106 m°/h
Condenser
3, —1
water flow 0 272.6 18.114 m°/h
Agitator speed
XMS11) 150 250 50.000 rpm
Component H o
(XMS53) none none 43.828 mol%

Table 7. Operation of event handler according to
analysis result of each analyzer

Tool Integrity_analyzer Timing_.._analyzer
0x00 : normal
Analysis 0x00 : normal 0x01 :
result 0x01 : error different from
setup time
Generation Output error Output time and
event message erTor message
Tool Protocol_analyzer Payload_analyzer
0x00 : normal 0x00 : normal
Analysis 0x01 ~ 0x06 : 0x01 ~ 0x53 :
result no. 1-6 field XMS01 ~ XMS53
error value error
Generation Output the field and Output error value and
event error message error message
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Fig. 4. Testbed configuration with intrusion detection
system
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Fig. 5. Packet sniffed by wireshark
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Table 8. Scenario of attack experiment

Attack type Scenario
Man-in-the-Mi || An attacker who has no knowledge of the
ddle protocol structure or system intercepts data
(MITM) from outside, randomly transforms it, and then
attack retransmits it.

A random TCP SYN flooding attack on the
PLC by an external attacker to paralyze the
system

DDoS
attack

An attack that sends malicious data to a
Stuxnet-like physical process due to malicious code

attack infection inside the system and sends normal
data to the server
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Payload Sze : 569
Data Value @ 99, 900000
ERROR**

Fig. 10. Detection of intrusion detection system in case
of an man in the middle attack
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A Feed Rate (kscmh) D Feed Rate (kg/hr)
|0.271038 |3669.021469

Reactor Feed (kscmh) Reactor Pressure (kPa)
|47.755156 |2793.904515

Product Sep Temp (C) Product Sep Level (%)
|92.002947 |48.980745

Stripper Pressure (kPa)  Stripper Underflow (m3/hr)
|3330.628957 |22.902667

Fig. 16. Experiment process of attack like stuxnet
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Table 9. Comparison of intrusion detection system

Ours [5] (6] [7]
Check Point
Between Physical (6] X X X
System & PLC
Real environment (¢] X (0]
Flexibility H H H L
Scalability H H L L
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