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Abstract Existing online voting is not being used for public elections due to uncertainty about security threats, and
offline voting costs a lot of money. As an alternative, blockchain is emerging. Applying blockchain technology to
online voting will ensure transparency and confidentiality, because voter information and aggregate information are
distributed and managed. Since a blockchain distributes the voting information, it will be more secure than existing
central server -based online voting systems. If blockchain technology is applied to public elections, and the
transparency and confidentiality of the voting information is guaranteed, the cost of voting will be greatly reduced.
This paper tries to apply to an online voting system the Ethereum platform from among the blockchain technologies.
Ethereum is a highly scalable blockchain technology that provides a smart contract based on the Solidity language
to develop an online voting contract and to distribute the contract to each voter. Each voter votes on the contract
that has been distributed, and the votes are distributed to other voters. The experiment verifies the consistency of the
stored voting information.

Keywords : Block Chain, Ethereum, Smart Contrct, Solidity, Online Voting System
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pragma solidity "0.4.18;

contract ElectionContract {

function vote(string candidate) public {
vCount[candidate]++:
voter[msg.sender] - = true;

1
function voteClosed() public returns(bool) {
if(votermsg.sender]) return true:
else return false;
1
function voteCount(string candidate) private
returns(uint) {
if(voterRole[msg.sender])
return vCount[candidate]:
else return 0;

=
Fig. 12. Developed Online Voting Contract by Solidity

567

L

5 51 7

(vote()), FE& &<l 7% (voteClosed()), B4 &2l 7|5
(voteCount()) o2 THEH FEE oA W F1

2ke] 28 (candidate)S FEAF AIFNA AH3H T

E3xxte] vCount 7} AL T4 =8 =1 & &

H

A FEE FLE & AHEAF A (msg.sender) S true=
At FRPSES 715 7 AAe] T e
ZAEHEoA = T3/t H A trueE 7|55 9o
T FEE T F fUtvoteClosed(). FiE A
(voteCount())ell tigh gl FHA}e] dH& Y=std
AAe) Fx FAA(vCount) S 1 4 Qi) =
A AAEZL 7S private 22 7] wtol] <1
st 4 gloy ASE publice® FUlste] Elgit)

0.00 eHer B
H By | i

You are about to create a contract from the provided data.

Provide masimur foe

s price 0,018 ether per million ga:

RAW DATA

SEND TRANSACTION

Fig. 13. Creating Online Voting Contract

=
ik

o,

p

A 2l ZAEYEE Fig. 133 Zo] A
o] l?%J@(Account)'a—oﬂ Al B]L_(Deploy)%\il-. Fig. 14
oM} o] AA FxAre] HAA el 22l
E Y E(Election Contract)”} #jEH AL Feler &

FE 2

e,

Vit Fie Edit View Deveap. Wndon. Help
[}
8 - 2
g LT UsAe 18 600,00
‘ : Election Contract
o ® 5] © @
[ Piate |

Fig. 14. Deployed Online Voting Contract



A7 &8 3= A A19d A4z, 2018

4, M3 2 "t

AJ7HA ot e FUF 7wk el TR Al
S Jhdelr] S oldEs EFHES TEseH,
el B AENEES Jdsle] FxALY Az 7ol
RllEAS A

2 AYdAME 759 oty SAE B4 AL
¥ 2l FE ZEHES Vo g BEAQ 7|y
L2}l B} B o A 9eke Ea) AlEAS 3
B QEA] AT sk

- EEX S&

Mist HEF-AE B3 FEAF A S 558 5 9oy

Fig. 15¢} 2o] AA#Y $¥3](Election Committee)
A} FEAK(Voter 1, Voter 2) A4S 53}

A8 2%

HHE U=2 HE 7|0 0|0, 0|2 E8 VMR S E2 EL A2SS B

AATRE 943 FEAENA 282 FF AEY
EE d$87] YalA etherE 3t} o2 A ether?}
a9 AHAEY BEEAYLS P45 FadEs 39
WS S 9lth Fig. 1601419} o] XA $ 3] A
FEAENA 10 ethers A3}

Az =U7|

@ ELECTIONCOMMITTEE 18580,0
12 / )
5 @ . @ Vo = e ©
2% ® . ™ ’: @
w Y =

Fig. 16. Chain Organization between Accounts

- B 7ZiIElE ME
Fazkeh ANE P43 HEoAM Fx AEYE
(Election Contract)ES M43 Fig. 177} o] 8% A

HOFE A, FA AR, FE AA)H AT
o A QAN FEAAE WAL ek B,
@ T
los
NO ou
0

Fig. 17. Executed Election Contract

568

FRAE SR} REE e 715E

AALE] HYdgdAe= FiR ZHEHE V)59
register' 7]%5& 53 FRAE TET 4 9k TE0
Hy thE FRAECA HAEste] G dBdE wE
t}. Fig. 199147 Zo] AE dEslH 559 BF 7
ALY EZo) SRz Awr) FrhEd)

@

Fig. 19. Transfering Candidate Information to Block of
Voters



A e 9% oldEe EFAIQL 7IRHY 229l £ A|AH
- &5 - EE 7 Yy
FREAEY] ERow dEE FuA ANE T F Fig. 237} o] £ AEHE] X3td Fx4} k]
X5 79T 5 vk Fig. 189 HEIYE 7|5 Fo  FX £50) o Jurt THHBE dide] fAd&
Vote' 755 3l Fig. 207 o] FxE AT F d A ¢ vk whef Bt SEA Fxsirae
3 5 ok @Ae) FE A LI AARY  BEe| FEF /|S0] 9] wEe] F2 WAEA ekech
9319} FEAEN A BE A HAF AgHh,
L] L]
@ :ELECTION CONTRACT €990 0 [ ®
12 EEl Xz W)
Vote closed o
r Voter 1 Voter 2
o & =7
KimYusSin = - '
= 3 =)
Get candidate name : !
. Election Contract c990 . Election Contract ¢8990
@ 7 voter 1-10,00 ETHER I 1 1
! Vote count
Voter 2 - 10,00 ETHER sync
KimYuSin ElectionCommittee - 11 270,00 ETHER . )

Fig. 20. Vote Function of Election Contract

3

0

(a) Account Book of Voter 1

3 o

(b) Account Book of Voter 2

Fig. 23. Block Consistency between Voters

FXA) FEE ZASHE 32 Fig. 23949 2]
w2 Aol 2] Ze] o5 2] Wbssih, eyt
we} el Fgel 57 ke Aol ol% By R
@ 7 Volor 1 1000ETHER A3l disiie A fLsldd o3 7MstEE &
N T e FEARE E5A 0] Aol Fxdo] Foly]
=i
B2, 6% I AU BEel GANA 8 B
2= Fig. 240418} Zro] Tzl ool 234 4= gle
Fig. 21. Transfering Voting Transaction to Block of _ -
R & Youne v By Fush Bopse
oters
Fig. 213} o] F3 Edaie] ds) T2 R
E508 AEsly BE 5 7IEAE| x3H Faxl
S A sdstA didS A ARk Fig. 22© &3 @ y &
Edd ) gg A% 7=l - :
o! :
! Gz r.ﬁ_______'____‘__
@ voTer1 9,999121366 ETHER ——==
e = !
» o WA 0,00 ETHE @
25 @ vowrr > @ -Eoconco Fig. 24. Non-Voting Voter in Election Contract
& VOTER2 9,999121366 ETHER
12 HEE™E & ~
25 @ o e 5. A8
Fig. 22. Transfer History of Voting Transaction B AR A= B2 7% Fd| olrT]es o]
sof £e1el AR AT 29l R A

569



AR Eee =R AW A4E, 2018

=]
=

o
2l

>

7H d}

= N

37] g1a £rl 2ol 7]
dolem a1 £ Asds
ES A7 A4 9
et et ey A e
AR W) Ag ez Wz B Fol
of HA B4 ZWelA ofelgo] 918
ol = olrelge] AnlE AEY
# 2l Qlojsh 71 A dojse] ool tf
M} g daelES AFse] AnlE AEYE )
AT §ARSEE 2D 5 e Poke AxE)

nn <]
it

Wl Zohe 7

KN
=
E

lut

0}

il
4
=]
>
A

O Z

X A

Tac

=
im - afo
il o
Qﬂ,

off Mz o\

(O

ol
-

|m
) nkﬂ

al r_‘.‘i
o2,
2

N
-

fu
o
p

)

[
it |o

=

i)

ol

ol

N
o B

ot

©

1518
1o
i -

)

References

(1]
(2]

Steemit, "https://steemit.com/", (accessed Jan., 10. 2018)

H. S. Park, J. W. Chung, and U. M. Kim, "A Study On
Shared EMR(Electronic Medical Record By Block
Chain(Ethereum)", Proceedings of KIT Summer
Conference, 436-437, December 2017.

Y. S. Ko and H. S. Choi, "Changing Business Paradigm
and Its Application - Focused on the Block Chain
Technology", Korea Science & Art Forum, 27, 2017.

(3]

[4] Internet newspaper of CryptoCoinsNews, “https://www.
cryptocoinsnews.com/blockchain-tech-enables-utah-repub
licans-vote-candidate/,” Mar. 2016. (accessed Jan., 12.

2018)
[5]

Internet newspaper of CoinDesk, “http://www.coindesk.
cony/libertarian-party-texas-logs-votes-presidential-elector
s-blockchain/,” Apr. 2016.

(accessed Jan., 12. 2018)

R. James, "A Next-Generation Smart Contract and
Decentralized Application Platform”, "https://github.com
/ethereum/wiki/wiki/White-Paper", 2017.

(accessed Jan., 15. 2018)

A. Watanabe, Y. Matsumoto, Y. Nishimura, and T.
Shimizu, "Block Chain, Introduction to Application
Development", 2017.

(6]

[7

—

(8

[}

K. Park, C. O. Kim, and H. Y. Youm, "Countermeasures
against Security Threats to Online Voting Using
Distributed Ledger Technology", Journal of the Korea
Institute of Information Security & Cryptology, vol. 27,
no. 5, pp. 1201-1216, 2017.

DOI: http://doi.org/10.13089/JKIISC.2017.27.5.1201

Internet homepage of ISO/TC 307 Blockchain and
distributed ledger technologies, “https://www.iso.org/
committee/6266604.html,” Sep. 2016.(accessed Jan., 3.
2018)

Go Ethereum(Geth), "https://ethereum.github.io/
go-ethereum/downloads”, (accessed Dec., 4. 2017)

S. H. Jo, J. B. Lee, J. Y. Park, D. G. Lee, and H. IN,
ETHEREUM BASIC, BookStar, 2017.

[9

—

[10]

(1]

570

[12] Mist and Ethereum Wallet, "https://github.com/ethereum/
mist/releases", Jan 2018. (accessed Dec., 4. 2017)

Z & ZI(Chul-Jin Kim) [BAE3]
020043 2¢ : FAdistal oigel
Fal KH 6L—r]_ (_g' 1—}\]-)
©2004 39 ~ 2009 2¢ : 44
A% APA7
©2009'd 39 ~ @Al : AdskeH A
FeA 2R Rag

<A ol

AR EDE/AH 2 Z|2ElwolAlo]d, Ruld Au]x, of

AGA elmee, 2249, olreg




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


