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Abstract The industrial control system (ICS) has operated as a closed network in the past, but it has recently been
linked to information and communications services and has been causing damage due to cyber attacks. As a
countermeasure, the Information Communication Infrastructure Protection Act was enacted, but it cannot be applied
to various real control environments because there is only a one-way policy-from a control network to a business
network. In addition, IEC62443 defines an industrial control system reference model as an international standard, and
suggests an area security model using a firewall. However, there is a limit to linking an industrial control network,
operating as a closed network, to an external network only through a firewall. In this paper, we analyze the security
model and research trends of the industrial control system at home and abroad, and propose an industrial control
system security model that can be applied to the actual interworking environments of various domestic industrial
control networks. Also, we analyze the security of firewalls, industrial firewalls, network connection equipment, and
one-way transmission systems. Through a domestic case and policy comparison, it is confirmed that security is
improved. In the era of the fourth industrial revolution, the proposed security model can be applied to security
management measures for various industrial control fields, such as smart factories, smart cars, and smart plants.
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Fig. 1. Firewall with DMZ between Corp. and ICS Networks
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Table 1. Industrial Control System Components

Assortment | Level Domain Component
. Enterprise
Enterprise | Level 4 Network Area PC, Server Etc.
Level 3 Central PI, Historian, DB
eve Operations Area Server Etc.
Local Operations| DCS, HMI, DB Server
Level 2
Control Area Etc.
system Basic Control | RTU, RLC, IED, HMI
Level 1
Area Etc.
Level 0 Field Device Pump, Motor, Valve
Area Etc.

A Ao 2 G e FY £ JAWADIE 22
&9 GACIheE FEL FF 29 92 Level
3%, 24 99 992 Level 2, 1, 02 &L gtk

27 9 9L 22 298 Id9E Level 2%,
AAAR Ao AL ANEANG Level 19 A%
2 4 Level 02 H5H3atAt}. o7]4 Ao] Qdoe A
Aol iz 27 Ao} Gt ArlN AA0E %
= 47 Alo] 9o WEm Pese

=3 97 AolER 97 $9 9o 974 A9 99
& PEAt. 94 Sggee Arke] 22 £
A hAez g Alo] YYo= Level 1, 02 74
H 97 A9 9L iy JHoz 97 FAus o
72 298 3929 9249 Level 3, 2299 4
A9 Level 22 FAE%I T

Table 2. Remote Site Component

Assortment| Level Domain Component

Central Remote| Remote maintenance of

Level 3 . ;
Remote Assistance central operation network

Assistance
Area | Level 2

Local Remote Remote maintenance of

Assistance local operation network
R te Basi
Remote |Level 1| omot® B8SICH pry, RLC, IED, HMI Etc.
Control
Control

Remote Field |Pump, Motor, Valve, Button

Area
Level 0 Control Etc.
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Model
Type .
Domestic
NIST SP ISA/IEC :
Proposal 800-82 62443 Seci{nty
Assortment Helltey
1Cs Level 0 to C]asfs1ﬁcatrtlol Level 0 to | Level 0 to
Area level 2 |1 OF conOl)pavel 3 level 2
. . L network by | .. .~ . L
classification | distinction area distinction | distinction
Classificatio
Business n of
area Level 4 business Level 4 Level 3
classification network by
area
Business
network /
1CS hysical Logical Logical hysical
network physica ogica ogica physica
separation
type
Business
network /
1CS One-wa Firewall Firewall One-wa
network Y (Two-way) | (Two-way) Y
boundary
type
ICSetlxirl?al Industrial Not Firewall Not
. firewall Defined Defined
security
Two-wa Two-way
No hacking 2 | communica |No hacking
communicati .
from tion from
. on from .
business business from business
Advantages | network to business | network to
network to
control control network control
network network to control | network
(One-way) (Limit) network | (One-way)
(Limit)
No Hacking Hacking No
two-way two-way
o from from :
communicati . . communica
business business .
. on from tion from
Dis- . network to | network to .
business business
advantages control control
network to network to
network | network(T
control (Two-way) | wo-way) control
network Y Y network
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Table 4. Examples of domestic one-way equipment

Type Description
One-way from Central Operation Network(Integrated
Case 1 Management) to Head Office Operation Network
One-way from the local operation network (branch
Case 2 office) to the central operation network (head office)
One-way from local control network (per unit) to
Case 3 local operating network
One-way communication of remote CCTV
Case 4 information to local operating network
One-way to vendor for remote management
Case 5 services(RMS)
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5744 73l o
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Table 5. Comparison of Domestic Case and Policy

Table 6. Cmpsn. of dom. case and international standard

Type| ISA/IEC
Assortient Proposal 62443
Case 1 One-way between level 4 | Firewall between level 4
and level 3 and level 3
Case 2 One-way between level 3 | Firewall between level 3
and level 2 and level 2
Case 3 One-way between level 2 | Firewall between level 2
and level 1(Local) and level 1
One-way/firewall between | Firewall between level 2
Case 4 level 2 and level 1 and level 1
(Remote access)
One-way between level 2 Firewall application to
Case 5 or level 3 and remote |external network to level 4
support
4.3 ZAENZE slE7tsd 2otd A
AEUE Lol ARE-E = ddA e Aeld W
s, bl gEb, Sk SN Awael F7
A 71579 38 75 o 2k
A7 AR Qb AR skl gotata
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Table 7. Block and allow

hacking of perimeter

Type Domestic Security security products
/Assortme Proposal Policy Standard
One-way between level 4| One-way between level 2 Type| . . .
Blocking function Allow function
Case 1 and level 3 (control center) and level Assortritent |
3(business network) Block unauthorized Allow authorized systems/
One-way between level 3| One-way between local Fi i systems/services services
Case 2 and level 2 network to level 2 and frewa (Control command can Allow all control
center network to level 3 not be controlled) commands
One-way between level 2| One-way between local Block unauthorized Allow authorized systems/
Case 3 and level 1(Local) control network to level 2 Industrial systems/services services
and local operation firewall |Block unauthorized control| Allow authorized control
network to level 3 commands command
One-way/firewall between One-way/firewall On All connections from the | Authorized data one-way
Case 4 level 2 and level application to control iran ::Vaiyn business network to the transmission from the
1(remote access) network to internal network :5}, ni:::t control network Physical control network to the
One-way between level 2| One-way between central/ qup blocking business network
or level 3 and remote | local operation network to
Case 5
support level 2 and external
network to level 3 9] AojA]2El Hol mdlo] WolyS H|wWahH
A EE RHES el Alojioge] o] 7t
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Table 8. Comparison of Domestic Case and Policy

Type NISTSP |ISA/IEC | Domestic

Assortment Proposal | g0 ¢ | 62443 | Policy

Connection from the
unauthorized system of the| (0] (0] o (0]
business network to the One-way | Firewall | Firewall | One-way
control network system
Connection from the
authorized system of the (0] (¢]
business network to the One-way One-way
control network system
INetwork packet attacks on
the control network using (0] (0]
authorized services in the | One-way One-way
business network

Connection from the

. (6]
unauthorized system of the . A (0] A
Industrial .
control network to the Router |Firewall | Router
. firewall
control device
Unauthorized control o
k in th
commz}md‘anac in t t? Industrial X X X
authorization system in the|
firewall
control network
An abuse attack using an e X X X

authorized control command|
in an authorized system in
the control network

#0: Attack defense(Controled), X: Defensive failure(Hackable)

Industrial IDS/IPS required
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