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Determination of Key Elements Using FTA/FMEA Safety Techniques
for Precedent Research Stage of Defense R&D Programs
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Abstract A precedent defense project study was carried out in the early stage of the project to support efficient
determination of the acquisition method of the determined weapons system. A precedent study in the early stage of
the project has been neglected, but lack of performance and increased costs are continuing problems. In a precedent
study on a number of items within a limited time frame, expected risks during project implementation were not
identified and reduced by failing to review the key review element in depth. Therefore, in this paper, we studied the
application of the FTA/FMEA technique used in the system safety analysis process to identify key factors to be
considered when carrying out the defense research project. The methodology for the development of the key review
items was established through the improvement of the FTA/FMEA technique in order to meet specific conditions and
given conditions. Based on the results of this study, we redefined core key factors in the precedent study stage,
thereby eliminating unnecessary and anticipated risks that may arise in the future project management aspects of the
defense project. It is anticipated that this will reduce costs and time in terms of the lifecycle of the weapon system
and promote stable operation of the project through reduction of risk.

Keywords : Weapon System, Systems Engineering, Precedent study, Defense project, Failure Mode & Effects
Analysis, Fault-Tree Analysis, Weaspon systems, Project management
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Effects Analysis)[4]2} FTA(Fault Tree Analysis)[5]<]
EA 7S A FHAA FE B ATE
T3tk

Step-1: Definition of problem

Analysis of existing output /
guidance

Perform
analysis

Step-2 : Methodology
construction

Analysis of
. . «— technique
Establish methodologies and characteristics

elaborate procedures

Step-3: Identify key elements key elements
Analysis and Derivation of
Evaluation Criteria and Core 2018.06.05
Elements O :
Deriveg
T —
\ pone )
Step-4: Analysis / Verification
Complement Perform case
analysis and validation

Fig. 2. Research Outline

Exploratory
Development

Precedent
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Force Requirements
Determination

Development

Full scale Operation/

Maintenance

Mass Production
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ssessment
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PDR CDR

Fig. 1. Weapon System R & D Project Management Procedure
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Category

FMEA(Failure Mode and Effect Analysis)

FTA(Fault tree analysis)

Qualitative/

Quantitative Qualitative

Qualitative & Quantitative

Bottom-up

Top -down

Method

(After analyzing the cause of failure, the method ofan nt)
alyzing the effect and phenomenon)

Cause
Effect

Mode
Cause of failure

Scope of analysis

Fig. 3. Comparison of FMEA and FTA techniques
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Step 1. Regulatory Analysis and Complement

Perform FTA: Identify and
complement unreviewed
items / categories based on
Top-Event identification

|

Defense Acquisition
Program Administration
Instruction for Defense
Project management

Precedent study Stage
Review Regulation
51 items prescribed

/

\ .
==

Step 2. Establishing evaluation criteria for drawing key
elements

Performance

G oty o ot [ el |

[ s
Schedule

it Gty o

Faure to meot key ROC

et

Step4. Key elements and categories through tool-based
verification activities, project management

Step3. Evaluating key elements through evaluation of
evaluation items \
‘| An analysis
of key
elements of
~ | precedent
] study based
on FMEA

W

oo | ategeey

/

Fig. 4. Precedent study model that links FTA / FMEA techniques

Table 1. Conversion of project management perspective by technique and factor

Techniques and FMEA

Precedent study project

FTA Precedent study project

Perspectives

management perspective

management perspective

Structure analysis

Precedent study Item category

Top-Event
Identification

Results of project
delays / failures

Function analysis

Precedent study Review factor

Minimal Cutset

Minimum Influence set

System type and

project failure /

Performance factor

Mode analysis project point Gate delay mode
A Errors due to project AND Complex influencing factor
Error analysis del / fail
elays ailures OR Single influencing factor

Impact Analysis project err

Impact(schedule/performance/co
st/risk perspective) of

or

(delay/ failure)

Project Delays /

Basic Event .
Failure Causes factor
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Table 2. FTA Top-Event, Cuase-based review items and category assignment

Problems when not yet classification
. performed or Cause Review item Mitigation
incorrectly executed small middle Major measures
(affected)=Top-Event
Limitation of Restriction on Identification of
interoperability with other identification of . . Confirmation of
. . inter-working system ROC R&D .
weapon systems and  |inter-working system due N . o operation concept and
L . and creation of analysis possibility .
deterioration of to uncompleted operation . operation concept map
o operation concept map
operability concept map
Possibility of overseas Defense
Development of obsolete Trend of overseas purchase considering science and Interviews with related
weapon systems and technology development | overseas development TRA technolo organizations, companies,
export restrictions unconfirmed trend and technology level gy and experts
level
Missing system Technical Examination of analysis
components and Inadequate system System composition Technical element results through
unidentified element analysis based on WBS |and task WBS analysis| Alternatives ) discussions with experts
technology Technical in relevant fields
feasibility and
Insufﬁci;nt performance Possil'aili'ty of| requirement
and mnerease in Lack of expertise in this Technology_ achieving timing Expert interview and
development period due to development risk force . .
. . technology area . . . discussion
inadequate risk analysis integration
management time
. Analysis of weapon Risk factor analysis
Inadequate risk deployment that reflects considering technology
management to meet . Weapon deployment Cost
only simple technology X . . development, cost, and
weapon deployment schedule risk analysis | analysis .
schedules development domestic and overseas
requirements environment
Cost-effec analysis & . Analysis of acquisition COSt-Eff.eCt Obtain specific cost data
e .. Lack of specific data . Analysis .
acquisition plan decision collection & operation | from related companies
error maintenance cost Effect Economic and organizations
analysis element - —
Acquisition plan decision | Inadequate standards for |[Weapon system direct / effzibl;il csrilzeziroi)rh
error effectiveness analysis | indirect effect analysis user and e)q})]e it intervigew
Step 4. FMEA 7|W¥ 35 &3 AA Fdase] o] Fe vior A g AdsA] s 5
A= 7N Bk 9 Ake S AYaL gl danbge] A4 7t
Step 5. 919 20] Gl TP AAE B UL FTA F9E Fal, 7120 Belipgola] melsh ghe
E WA FPas A WAE 4= 9= AR(Top-Event)& 21E3le] o] & 7]k
Step 6. AYATEA A 82 71F £ A4 40 O wY QA FEFHOR Frngrk
% 53 £28 Aas7h AU A 2 ATl S8
] WFE AMEA Table 29 2ol HE F5S 7714
3.2 FTA 7t J.\_'I%oﬂﬁ-_r“.:_fﬁl HESE 2N 2 U813 7k 35 P ule Biste] 37t
o et & 3 QAT B ol gt ARy A ek UAlH
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FTA 712 Top-EventE A 9|38}, Top-Events F% =+ T = a7 ARl FgEe] ol
A7) 910lo] Hi @iz Aws o) ggy] & AYE MROER ol e Hs jlaaso] oudt
i . . Z1E0] glE=x 3| 2= Ao o|Z Es3 H
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T veermanee ~N

Critoria (severity of impac®

Project cancellation Failure to mest key ROC 5

Modification of force
ent

Review the project plan

Maet demand ROC

Performance score x Schedule Score x COST Score
= RPN(Risk Priority Number)

N
Determination of Risk Level | |
<1 L

cost

Reassess the cost budget is needed in 2

future.

Meet limit on cost Meet or fall within the planned cost range 1

Effect Criteria (severity of impact) RPN Level
Unable to force Failed to meet performance / cost / 26 5
integration schedule more
Revision Pf requm Failure to ROC, increase project costs,
and review of project N e delay 41~55 4
plan
Review performance Technically ancillary performance not
modification and modify met, project expense and schedule 26~40 3
project plans delay
Project costs and delays due to some
Change project plan non—functionalities other than ROC 11~25 2
and technical ancillary performance
Effect Ciiteria (severity of impact) Level Promoting project No impact on performance / cost / Blow 1
Excaading tha limits of B normally schedule. 10

Fig. 6. Project management evaluation metrics

matrix based on FMEA
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Major Middle Small Review ftem Pmtl)lems when not yet performed or Perf. sch. | Cost | RPN D_elele
Category | Category Category incorrectly executed (affected} item
Failure of technical maturity evaluation error when core technolbgy element s not 5 4 3 80
Identity and secure core technobogy | identified — Purehase or R & D judgment error
elements related to ACC Limitation of precise calculation of scheduls and cost for R & D due to omission of B 5 5 o
Plan to identfy and
Secus Cois core teehnology fador plan
technoiogies me‘ﬁ‘ghgng level and level of | soryistion method (purehase of R & G) Judgment eror 5 4 1 2%
Technical  defails  and  technology
acouistion  plan - eflected in core | project falure o delay 5 4 1 20
technology plan
Review of Actuisiion Plan (ROC) Impossible RCC confirmation 5 5 2 50
Possihilty of Started development of unfeasible weapon system (project failure) 5 5 3 75
Cperational analysis and - —
formulaticn Cost and schedule delay due to new performance requirement ideriification during
R&D 4 4 2 2
development
leprtfication of inter-working systen ard | Limfiztion of interoperzhity with otfer weapon systens ard deterioration of 4 4 P 2
creation of operiion cencept mep opemtilty
ROC analysis wggpa'\‘g BEWB interoperabilty o | Radipe the operational cifectiveness of the weapon System and limit its cperation 5 3 2 30
Intentfication of the need for technioue development / facility instalaion — Limit the
How to Perform a Test & Bwaluation . 5 4 2 40
abiliy to meet_operational
Technical M & S utiization pan project costs and sdhedue increases T 3 2 ] o
Elermerts Operation test / Field test Additional scheoble, cost, ele for field operation and test b 4 1 20
Completion of OFD Limit the user's exact recuirement identfication 2 2 1 4 o
Eﬂgi@gggg? 51%’_;\ of ety o R | projet soheae and oot nerease 4 4 2 2
Possltity of ceresss puckece corsili
s 5 e Fore) ot Bermongy | Dereomert of bt veapon systes are 4 3 2 24
Defense Eslablishing, th f R
Sl the st il It
science and Technolcgy &5 aonotiing otk o Mo R | Medfeaton of proect preect pin 3 3 2 18
iness
echnology Result of technology level by WBS Restricted technology eheck by WES 4 3 2 24
el Systern composfion end task WBS ansysis | Misdirg systern cormonents end unidernied element tchnology 4 3 2 24
Fesult of tocobgy v by WES Core technology Unknown ldentfication or naccurate svaluation method Acoistion R R R -
esult of technolopy lev
i method Emor, projest sehedule, cost judgment error
HAM -A”‘WS‘S and Legstos Suppot | Figg Operational Limitations 2 2 1 4 o
-(rsﬂr?mbw d?/aopmen[ i o Started develo) f unfeasibl (project failure) 5 3 2 30
formanice uacy acoordng 1o | Stared development of unfeasble weapon system (roject failure)
Technical i 1Bchn0bg,/ Ita\/éﬁEq o o i Pon S o
feasibity and Ansmaq‘r‘vss Teomology developrment risk arefysis Insufiiciert pedommence ard incease in development perdod due 1o redequete risk N 3 2 24
iy
u E{xargﬁgg\ gﬁmﬁlwaﬁdw?h?g Lack of ohisctivity in determining the type of investment i 1 1 1 o

Fig. 7. Perform

RPN evaluation for key factor

Small Category Review item Effect Interrelations hip
11, Plan lo denify and secure core f{.1.1.1 | geniity and secure core technology elements related (o ROC ~ | 11-1-3, Technical detalls and technology acquisition plan reflected in core technology plan
14111, Identify and secure core lechnalogy elements related to ROC ~ [1+112. Domestic technology level and level of technology to be secured
44.1.2. Domestic technology level and level of technology to be secured 1141, Identify and secure core technology elements related to ROC
1-1-1-2. Domestic technolagy level and level of technology 1o be secured 1-2-1-3, Resull of technology level by WBS
1-1-1-2, Domestic technology level and level of technology to be secured 1-2-1-4, TRA of Critical Technology Element
1112, Domestic technology level and level of technology to be secured 1316, Domestic Dev elopment Technology Protection Plan
1-1-1-3, Technical details and technology acquisition plan reflected in core technology plan . 1-1-1-1, Identify and secure core technology elements related to ROC
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Fig. 8. Informational traceability between key elements
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TF Core Elements of Precedent Study
Analysis

Pis u=eis 3g7: 22 aE)

[Cost-Efict Analysis]
noric Elemen
Economic Elements Beneit Analysis (optional)
Eeonoic fasisity { Domestic Development Cost Limit
Policy Elements Export o defense industry
Performance-cost rads-off
Requirements analysis <
Evolutonary development srategy

Project management risk for cooperation)
" castion pans
Project Management Elements Purchase o
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[ROC analysis

Possibilty of R & D
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Technical Altematives
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integration time
CostEffsct Analysis

(Optional)
Cost-Benefit Analysis (Optional)

Domestic development principle of
Defense ndustry promation effect <weavﬂ"s system

R &D (including technical

and secure core technologies (1

 Failure of technical maturity
& Limitation of precise calculat
Defonse science logy level and level of technology ed {
Technical Elements Tevel %Y —{Technology Readiness Assessment] L@  Acquisition method (purchase DrR&D\JngwEM error {1}
] ¢ Technical details and technology acauisition plan reflected in core technology plan {1}

L[ £ Business failure or delay {1}

ment s not idenifed — Purchase or R & D judg
issing core technology factor lan {1

Juation error when c
ofschedle and o

{Pian to identity and secure core Technical Alteratives

Protection Plan

echnical details and technology
acquisition plan reflected in core
technology plan

Domestic technology level and level m
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2:?\\;12"‘9’“5 of Precedent Study technologies recineogy

fraly arty and scure cors technology \ Pl to dentlyand secre <00 5y v socrecor ]
elements related to ROC technologies ftechnologies

Fig. 9. Examples and validation using FMEA support tools

Table 3. Domestic Defense Weapon System Failure Project Cause Factor Coverage

Derived core index New additions Item

Classification Cause of failure
- Unidentified core technology associated with ROC O
0000 - Inadequate setting of R & D entry stage due to domestic technology o

level error

Alarm Equipment

- Restriction of interoperation with other weapon systems due to

unidentified interoperation target and method

- Commencement of development impossible by ROC confirmation

impossible

- Unidentified core technology associated with ROC

ocooo
Bridge System

- Inadequate setting of R & D entry stage due to domestic technology

level error

- Unsuccessful overseas purchase considering overseas development

trend and technology level

- Errors in selecting R & D organization

O 0000

- Unknown identification of test evaluation techniques associated with

ROC

Protection System

- Failure to identify risk factors for technology development

(key performance / test assessment techniques)
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Table 4. Review item of key elements of precedent research stage derived through research

Major Middle Bottom Review item
Category Category Category
. . Identify and secure core technology elements related to ROC
Plan to identify
and secure core | Domestic technology level and level of technology to be secured
technologies X - . -
Technical details and technology acquisition plan reflected in core technology plan
. Review of Acquisition Plan (ROC)
Possibility
of Operational performance analysis and formulation
R & D
(Add) Identification of inter-working system and creation of operation concept map
ROC analysis
How to ensure interoperability of weapons systems
How to Perform a Test & Evaluation
Operation test / Field test
Establishing the stage of entry into R & D according to TRA
(Add) Possibility of overseas purchase considering overseas development trend and
Defense technology level
science Technplogy Possibility of domestic purchase considering domestic level of technology and development
Technical and Readiness status
technology Assessment
Elements level Result of technology level by WBS
(Add) System composition and task WBS analysis
TRA Results for CTE
Technology development possibility (performance adequacy according to technology level)
(Add) Technology development risk analysis
Whether exploratory development is omitted or full scale development outline plan
Techmgal Comparison of Performance, Cost, and Schedule by Acquisition Plans
Alternatives
Technical Risk factor analysis by acquisition plans
feasibility and
timing Developing and securing S / W
Review result of the research institute by the acquisition plans
POSSibiliF)’ of Possibility of achieving force integration time (performance / cost / schedule trade-off)
achieving
force integration . .
time (Add) Weapon deployment schedule risk analysis
(Add) Analysis of acquisition & operation maintenance cost
Cost analysis Budget and financing plan by acquisition plans
Life Cycle Cost
Economic Cost-Effect
Elements Analysis (Add) Weapon system direct / indirect effect analysis
Effect analysis
Expected performance by acquisition plans
Cost-Effect . . L
Analysis Cost-effectiveness analysis by acquisition plans
Domestic
development . L . . .
industw principle of National Defense Acquisition Policy, National R & D Policy
promotion weapons system
effect
. EXPOI,T of Cooperation between the countries / government in the acquisition plan
Policy defense industry
Elements Performance-cost | Operational concept, need for acquisition and appropriate requirements
Reaui trade-off Associations with other projects
equirements
analysis Evolutionary
development Application of evolutionary development strategy considering delivery schedule performance
strategy
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