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Abstract Internet of Things technology is an intelligent service that connects all objects to the Internet and interacts
with them. It is a technology that can be used in various fields, such as device management, process management,
monitoring of restricted areas for industrial systems, as well as for navigation in military theaters of operation.
However, because all devices are connected to the Internet, various attacks using security vulnerabilities can cause
a variety of damage, such as economic loss, personal information leaks, and risks to life from vulnerability attacks
against medical services or for military purposes. Therefore, in this paper, a mutual authentication method and a
key-generation and update system are applied by applying S/Key technology based on a hash chain in the
communications process. A mutual authentication method is studied, which can cope with various security threats. The
proposed protocol can be applied to inter-peer security communications, and we confirm it is robust against replay
attacks and man-in-the-middle attacks, providing data integrity against well-known attacks in the IoT environment.
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