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Abstract Existing vulnerability analysis tools are prone to missed detections, incorrect detections, and over-detection,
which reduces accuracy. In this paper, cross-checking based on a vulnerability detection method using static and
dynamic analysis is proposed, which develops and manages safe applications and can resolve and analyze these
problems. Risks due to vulnerabilities are computed, and an intelligent vulnerability detection technique is used to
improve accuracy and evaluate risks under the final version of the application. This helps the development and
execution of safe applications. Through incorporation of tools that use static analysis and dynamic analysis techniques,
our proposed technique overcomes weak points at each stage, and improves the accuracy of vulnerability detection.
Existing vulnerability risk-evaluation systems only evaluate self-risks, whereas our proposed vulnerability
risk-evaluation system reflects the vulnerability of self-risk and the detection accuracy in a complex fashion to
evaluate relative. Our proposed technique compares and analyzes existing analysis tools, such as lists for detections
and detection accuracy based on the top 10 items of SANS at CWE. Quantitative evaluation systems for existing
vulnerability risks and the proposed application's vulnerability risks are compared and analyzed. We developed a
prototype analysis tool using our technique to test the application's vulnerability detection ability, and to show that
our proposed technique is superior to existing ones.
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Table 1, The process of matching vulnerabilities of the
same cause after dynamic and static analysis
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Table 2. The ways to describe final vulnerability scores
by sections of mid scores

Section of Mid Scores Degree of Risk

Below 65 1st digit : 1 ~ 9
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Table 5. Comparison of number of vulnerability
detection when compared to existing static

tool
Existing Static Proposed Method
Module
No. Top 10 of SANS 25 ; ;
Proper| False Proper| False
Total Detect | Detect Total Detect | Detect
1 |SQL input 4821 299 | 183 | 563 | 384 | 179
2 |OS Command input 3 3 0 11 3 8
3 |Buffer overflow 0 0 0 0 0 0
4 | Cross site script 61 | 45 16 | 457 | 410 | 47
Allowance of critical
5 |functions without proper 0 0 0 0 0 0
authorization
6 |Inadequate authorization 14| 14 0 18| 18 0
7 Hard coded critical 12! 107 5 50 | 48 2
information
8 Clear text transmission and 2 2 0 sa | 48 6
save of critical information
9 |File uploads 2 2 0 9 8 1
Inappropriate input value
10 |used in security function 16 | 11 5 19| 14 5
decisions

Table 6. Comparison of vulnerable detection numbers
when compared with existing dynamic module

EXiSﬁf\]/[go (B)l/:amic Proposed Method
No Top 10 of SANS 25 l l
Proper| False Proper| False
Total Detect | Detect Total Detect | Detect
1 |SQL input 191 19 0 | 563|384 | 179
2 |0S Command input 11 3 8 3 3 0
3 |Buffer overflow 0 0 0 0 0 0
4 | Cross site script 98 | 68 30 | 457 410 | 47
Allowance of critical
5 |functions without proper 0 0 0 0 0 0
authorization
6 |Inadequate authorization 8 8 0 18| 18 0
7 Hard coded critical 0 0 0 50 | 48 2
information
8 Clear text vt.ransmission {md 3| 17 6 54 | 48 6
save of critical information
9 |File uploads 8 7 1 9 8 1
Inappropriate input value
10 |used in security function 1 1 0 19| 14 5
decisions
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