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Abstract Recently Ransomware attacks are continuously increasing, and new Ransomware, which is difficult to detect
just with a basic vaccine, continuously has its upward trend. Various solutions for Ransomware have been developed
and applied. However, due to the disadvantages and limitations of existing solutions, damage caused by Ransomware
has not been reduced. Ransomware is attacking various platforms no matter what platform it is, such as Windows,
Linux, servers, loT devices, and block chains. However, most existing solutions for Ransomware are difficult to apply
to various platforms, and there is a limit that they are dependent on only some specific platforms while operating.
This study analyzes the problems of existing Ransomware detection solutions and proposes the onboard module based
Ransomware detection system; after the system defines the function of necessary elements through analyzing
requirements that can actually reduce the damage caused by the Ransomware from the viewpoint of users, it supports
various OS without pre-installation and is able to restore data even after being infected. We checked the feasibility
of each function of the proposed system through the analysis of the existing technology and verified the suitability
of the proposed techniques to meet the user's requirements through the questionnaire survey of a total of 264 users
of personal and corporate PC users. As a result of statistical analysis of the questionnaire results, it was found that
the score of intent to introduce the system was at 6.3 or more which appeared to be good, and the score of intent
to change from existing solution to the proposed system was at 6.0 which appeared to be very high.
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Fig. 1. Structure diagram for disk access[8]
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Table 1. Statistics on PC environment and company size

Classification Frequency Ratio
Environment Individual 171 64.8
using PC Company 93 352
Total 264 100
lndl\'ndual 79 29.9

business

Small

T f busi 91 34.5

ype of business Business
Major 94 356

company
Total 264 100
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Table 2. Security empirical statistics of the sample

Classification Frequency Ratio
Compa.n¥es without a 16 6.0
Whether security system
seAcunty CQmpan1e§ with a 7 273
solutions are | partial security system
introduced i i
introduce ComparAncs applying 176 66.7
security systems
Total 264 100
Do not know 5 1.9
Knowledge of Generic vaccine 3 383
security (ex. V3)
luti -
solutions Ransomwlare only 2% 038
vaccine
Total 264 100
Experience with Has exist 3 1.1
virus damage None 261 98.9
Total 264 100
5. 28

B ArelM= dAddlole] B 7l tigk w43t
71E AAlSle] ©A 7)) il 1S et of
2 AgA FHOE WA A% AER ZHelA
LTS BT D] FA Al2g wo] hstol



dlole) Belo] FH5a AR LAY

47 DA T A2del B AT

2 A7) gt Aok
FA % ALANA B

Arl9lel

=

=
References
[1] N. Scaife, H. Carter, P. Traynor, and K. Butler,

(2]

3

—

[4

[}

[5

—

(6]

(7]

(8]

(9]

“Cryptolock(and drop it): Stopping ransomware attacks
on user data”, Proceedings of IEEE 36th International
Conference on Distributed Computing Systems (ICDCS),
pp.303-312, June 2016.

DOI: https://doi.org/10.1109/ICDCS.2016.46

Joon-young Paik, Keun-tae Shin, Eun-sun Cho,
“Self-Defensible Storage Devices based on Flash
memory against Ransomware”, [EEE Symposium on
Security and Privacy, May 2016.

C. Everette, “Ransomware: to pay or not to pay?”
Journal of Computer Fraud & Security, Vol.16, No.4,
pp.8-12, April 2016.

DOI: https://doi.org/10.1016/S1361-3723(16)30036-7

Y Qin, W Tong, J Liu, Z Zhu, “SmSD: A smart secure
deletion scheme for SSDs”, Journal of Convergence,
Vol.4, No.4, pp.8-12, Dec. 2013.

N. Hampton, Z. Baig, S. Zeadally, “Ransomware
behavioural analysis on windows platforms”.
Information Security and Applications, Vol.40, pp.44-51,
June 2018.

DOI: http://dx.doi.org/10.1016/j.jisa.2018.02.008

J. S. Aidan, H. K. Verma, L. K. Awasthi,
“Comprehensive Survey on Petya Ransomware Attack”,
Proceedings of International Conference on Next
Generation  Computing and  Information  Systems
(ICNGCIS), pp.11-12, Dec. 2017.

DOI: https://doi.org/10.1109/ICNGCIS.2017.30

F. Chen, D. A. Koufaty, X. Zhang, “Understanding
intrinsic characteristics and system implications of flash
memory based solid state drives”, Proceedings of the
International Joint Conference on Measurement and
Modeling of Computer Systems, pp.181-192, June 2009.
DOI: https://doi.org/10.1145/1555349.1555371

Yu-Ji Lee, Internet Nayana, Ransomware infection by
APT attack, security management, Byline Network,
2017. Available From:
https://byline.network/2017/06/1-792/ (accessed Dec. 20,
2018)

C. Moore, “Detecting Ransomware with Honeypot
Techniques”, Proceedings of Cybersecurity —and
Cyberforensics Conference(CCC), pp.2-4, Aug. 2016.

, Journal of

55

DOI: https://doi.org/10.1109/CCC.2016.14

[10] H. Orman, “Evil offspring - Ransomware and crypto
technology,” Journal of IEEE Internet Computing,
Vol.20, No.5, pp.89-94, Oct. 2016.

DOL: https://doi.org/10.1109/MIC.2016.90

E. Kirda, “UNVEIL: A large-scale, automated approach
to detecting ransomware,” Proceedings of tIEEE 24th

[11]

International ~ Conference on  Sofiware  Analysis,
Evolution and Reengineering(SANER), pp.20-24 Feb.
2017.

DOI: https://doi.org/10.1109/SANER.2017.7884603

1 2 M(Yong-Sun Ko) [X3]9]
e20161d 84 : cAthetul AJu}s}
ekl 1T 33t (3844h
©2019d 3¥ : AN ik
IT74 47 4 5t 3h(3 FE 3 8 uhAL
FE
©20061 2¢ ~ AA : (FA Y}
kol A
2017 3¥ ~ A : Aol
61——7 /\u].EITJJr 7& _)r_
<ol
BV, RGA, AR
8t X FE(Jae-Pyo Park) [X3]9]
1998\ 8¢ : FAujEtul Yukjgt

A AFH I (F A
020049 8¢ : At 2
4 AFEE (Feah

©2008 9¢ ~ 20099 8¢ : A
gk grujtorjedTi A9
AT
©2010d 349 ~ @A . A
AR W
<HilEop
24 Wel AFETAL Bk X g el




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


