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Abstract The number of hosts connected to the Internet has increased dramatically, introducing the
Domain Name System(DNS) in 1984. DNS is now an important key point for all users of the Internet by
allowing them to use a convenient character address without memorizing a series of numbers of complex
IP address. However, relative to the importance of DNS, there still exist many problems such as the
authorization allocation issue, the disputes over public registration, security vulnerability such as DNS
cache poisoning, DNS spoofing, man-in-the-middle attack, DNS amplification attack, and the need for
many domain names in the age of hyper-connected networks. In this paper, to effectively improve these
problems of existing DNS, we proposed a method of implementing DNS using distributed ledger
technology, blockchain, and implemented using a Ethereum-based platform. In addition, the qualitative
analysis performance comparative evaluation of the existing domain name registration and domain name
server was conducted, and conducted security assessments on the proposed system to improve security
problem of existing DNS. In conclusion, it was shown that DNS services could be provided high security

and high efficiently using blockchain.
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Fig. 1. Layered DNS Tree Structure
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Table 2. Proposed System Efficiency Verification for Domain Name Registration

Existing Existing
Existing Blockchain Based Blockchain Based Proposed
Classification Domain Name Domain Name Domain Name Domain Name
Registration Registration - Registration - Registration
Namecoin EmerDNS
R;iz:;;zn Complexity Complexity Complexity Simplicity
Different Different
Registration Fee Registration Registration Fixed Fee Fixed Fee
Fee Fee
Registration Time About About About About
1 to 3 days 40 minutes 10 minutes 10 minutes
Domain Name Limit Limit Limit Non-limit
Expandability




E5A1A HEYA 7159 =l U AAd AA 9 33

5% 4%

(M

7129 =rdl Y S5 ARt 7MY Auas
Alsske HFAE Zotof gt olFof 22l 24 3t
4 B =rld Hde st di@dAE B
de AA =Hd UY 555 Fcke B S
7HTE 71E E5A1QL 715 ZrQl vl SEelxis &
2o E 7|tz 517 miEo] YU=3 EmerDNS
LE ZAA APIY B2 IS 7P 02 ARgS| H
WA B3R AAe AR FHoll 550°] 7FssHAl €t o]
of B8}, Altshs =Ml HY SFolAd B35 ARA
7b ARgSILA st M9l WS 2Hdshd "ok

(2) 55 v &

71& THQl Y 552 AR} ARS8kt sl

|9l vde] wet vlgo] T2t o]& Qs AMA=
22 qPE At H|ws 580 7Hsd Tl
HgRIA] vl-&o] AZAE FRlsfof gt} 71& EEA
Q1 719k =99l YIY 552 EmerDNSY] 3<%
U ydRle] A4S ASIHE 7Hte R o A=Al
ot 3H0E §AE 4 ol AW 717kl wt o g
Hl-go| =t o3t F2 A5 9] JHX o wet 55
H|-8-9] HE/do] A AlA” A ZEAIE o|T 5= 3L
of. 23y Ajkets EHQl Y 520l TRkt A
& 7hst ZHQl UYE BEskA AN 3. glol, &
Yoz Aozl G eERE A&

147e]

(B) & Azt

7129] TRl v SElA ZHl v}do] EAE
g7kx] Agles A7 InterNIC2F KRNIC(Korea
Network Information Center, ©]5} KRNIC)Y 3
< mEr) A3 EH)l Ao R H& 7hedt AR
=l Y 5% A% F InterNICE 48417t KRNIC

£ 72A1% oldiell Zhssittal FARIEHI6). 71E 5
A 7t =] Y 552 E5A] HEY=IA
A58 A vId=Zde] B F 402, EmerDNS
9] B¢ oF 108 A= 285t Abel= =l Y
S5 AREZ ARATE dote =)l o] 2 Al
Al Efi oz AAE 0] QIS e=o] dubE il A
s AR oF 102 A=) AR AR &5
of dZ=H SFo] HH

4 =vd v 24

71&9] THQl vld AA= AISA EF Fx0]7] uf
Fol examplekr, example.co.kr, example.com,
example.net?t T2 ARHAR! Feje}t A-E 71t
ofo] whA EHQl Aoy S&of wE HA EA7}
ARt 71E £ 718E ZrRl vl AA A=
ESAQ] HYIEYFE o-&sHAIR ARt FEjt A5
ZQl FZ& 3f bit, .emc, .coin 5] 7]E =2l Y]
A AAE 7HA /g0l Aloko] EAFITh Aljtel=
Tl v S5olAe =rl | AAZE 71E9] Al
4 Ef| 427} oid @ v 72 E, 7189 ASH
Q1 =Rl | AANA HlojubA] A& o thedet £4F
o =AZ ARGAE Yste =HQl HYS 550l 7S
stk olEgh 2 THRl Aoy S5 e ZAIE
F4opstal A Bgste] 7lofs] ke 292
HELRT Alho] =rQl vld] 425 avtHoR sj4d%
& S AR AgHL

52 7|Z M HIY Mot Hlw F7t

7]% DNS9J =H|Ql vl Aol 71& 5419 7|5t =
Q1 vl A1H, AQFsH= DNSO] =HQl vl A 9] vl
4e BIA ARlSkE AlaEle] BEdE At

Table 3. Proposed System Efficiency Verification for Domain Name Server

Existing Existing
Existing Blockchain Blockchain Proposed
Classification Domain Name Based Domain Based Domain Domain Name
Server Name Server - Name Server - Server
Namecoin EmerDNS
Query Speed Slow Fast Fast Fast
Computing High High High Low
Power Demand Demand Demand Demand
R Low Low Low High
bl Eoilliny Availability Availability Availability Availability
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