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Abstract To use the system safely in cyberspace, you need to use a security solution that is appropriate
for your situation. In order to strengthen cyber security, it is necessary to accurately understand the
flow of security from past to present and to prepare for various future threats. In this study,
information security words of security/hacking news of Naver News which is reliable by using text
mining were collected and analyzed. First, we checked the number of security news articles for the
past seven years and analyzed the trends. Second, after confirming the security/hacking word rankings,
we identified major concerns each year. Third, we analyzed the word of each security solution to see
which security group is interested. Fourth, after separating the title and the body of the security news,
security related words were extracted and analyzed. The fifth confirms trends and trends by detailed
security solutions. Lastly, annual revenue and security word frequencies were analyzed. Through this
big data news analysis, we will conduct an overall awareness survey on security solutions and analyze
many unstructured data to analyze current market trends and provide information that can predict the

future.
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Table 1. Security/Hacking Articles(Unit: number)

Year
2012 2017 2018 sum
News

Inews 24 1812 2812 3016 15108
Electronic 683 797 1204 8301

newspaper
Digital Daily 795 1388 946 5789
Digital Times 555 141 591 5074
Total 4100 5219 5896 35065
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Table 2. Security Solutions Classify

NS SS CILPS PA SM
Web SAC DB security | OP ISM
Firewall
Firewall Malware DB PKI TMS
password
Anti
1PS Secure USB 1AM PMS
-Malware
DDo$S Spam DCM IATM BMS
Protection
1SS SOS DLP MLS
VPN APT IPMS VAS
-Response
NAC Mobi.le DB access DFS
Security control
WNS PC firewall RM
NSe SPSW Log
analysis
NF SecureOS VA
SF

*NS: Network Security, SS: System (Terminal) Security, CILPS:
Content(data)/Information leakage prevention security, PA:
Password/Authentication, SM: Security Management, ISS:
Integrated Security System, VPN: Virtual Private Network,
NAC: Network Access Control, WNS: Wireless Network
Security, NSe: Network Separation, NF: Network Firewall, SF:
System Firewall, SAC: System Access Control, SPSW: Spam
protection SW, SOS: Security Operating System, DCM: Digital
copyright management, IPMS: Individual Privacy Management
System, OP: One-time password, PKI: Public Key
Infrastructure, IAM: Integrated Access Management, IATM:
Integrated account management, ISM: Integrated security
management, TMS: Threat Management system, BMS: Backup
Management system, MLS: Manage logs system, VAS:
Vulnerability Analysis system, DFS: Digital forensics system,
RM: Recovery Management, VA: Vulnerability Analysis
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Fig. 3. Monthly Security/Hacking Articles
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Table 3. Security/Hacking News Title Keyword
Frequency Rank
\ Lst 2nd 3rd 4th 5th
Yea
2012 Sec Sol Ent Service Tec
Ahn
2013 Sec Sol Lab Cyber Mal
2014 Sec Sol IPr Ent Cyber
2015 Sec IPr Sol Cyber Ent
2016 Sec Sol Cyber Cloud Ent
2017 Sec Sol Cyber Ransom Cloud
ware
Block X
2018 Sec Chain Virtual Sol Money
*Sec Security, Sol: Solution, Ent: Enterprise, Tec:

Technology, IPr: Information Protection, Mal: Malignity

Table 4. Security/Hacking News Body Keyword
Frequency Rank

1st 2nd 3rd 4th 5th
Yea
2012 ?ZII; Ent Privacy Mal Ent
2013 Sol Attack Ser Mal Ent
2014 Ent Sol Ser Int Tec
2015 Ent Ser Int Sol Tec
2016 Ser Sol Inf Tec Cyber
2017 | Sec Sol Cyber | RAmSOm | g

ware

2018 Sec Ent Inf Tec Ent
*Sec : Security, Sol: Solution, Ser: Service, Ent: Enterprise,

Tec: Technology, Inf: Information, IPr: Information

Protection, , Mal: Malignity, Int: Internet
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Table 5. Security solution title Frequency ranking
Year | st 2nd 3rd 4th 5th
2012 IPMS Cipher APTR TMS DDoS
2013 IPMS APTR TMS DDoS Firewall
2014 TMS IPMS VA APTR Firewall
2015 TMS VA APTR IPMS DDoS
2016 TMS IPMS VA DDoS APTR
2017 TMS IPMS VA DDoS Firewall
2018 TMS IPMS VA DDoS Firewall
*IPMS: Individual Privacy management system, TMS: Threat

Management system, VA: Vulnerability Analysis, APTR: APT
Response

Table 6. Security solution body Frequency ranking

Vear_ 1st 2nd 3rd 4th 5th
2012 IPMS TMS VA APTR DDoS
2013 TMS 1IPMS APTR VA DDoS
2014 TMS VA IPMS APTR DDoS
2015 TMS VA IPMS APTR Firewall
2016 TMS VA IPMS APTR DDoS
2017 TMS VA IPMS DDoS Firewall
2018 TMS VA IPMS DDoS Firewall
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Table 7. Information security solution sales -
Solution word frequency
Year
, Information| 5 | 3 | 4 |15 | 16 | 17 | 18
Security
Solution(%)

Network security sales |40.9 [39.2 |37.4(37.0[35.9|32.1{31.9

Number of network
security words

System Security sales |14.7]18.6|16.5]16.9[17.9|21.9|22.1

143117.1]10.0] 93 | 9.1 | 9.0 | 89

System security word
count
Security Management
Sales
Security management
word count

23.2(25.3|32.5[40.5|38.0]39.1(39.3

103 | 85 | 14.7|14.1 |13.7 | 15.7] 163

51.7|44.7 | 47.4 408 41.5|41.2(39.6

Content information
leakage prevention 24 | 23 | 24 | 25| 26 | 25 | 24
Sales

Content information
leak prevention word | 52 | 45 | 47 | 41 | 41 | 41 | 43
count

Password/ Certification
sales
Password/ Verification
Words

10| 11 | 8 7 7 7 6
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Fig. 11. Security Solutions Sales and Word Frequency
(Network Security)
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