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Abstract As the scale of the Internet of Things (IoT) environment grows and develops day by day, the
information collected and shared through IoT devices becomes increasingly diverse and more common.
However, because IoT devices have limitations on computing power and a low power capacity due to
their miniaturized size, it is difficult to apply security technologies like encryption and authentication
that have been directly applied in the previous Internet environment, making the IoT vulnerable to
security threats. Because of this weakness, important information that needs to be delivered safely and
accurately is exposed to the threat of malicious exploitation, such as data forgery, data leakage, and
infringement of personal information. In order to overcome this threat, various security studies are being
actively conducted to compensate for the weaknesses in IoT environment devices. In particular, since
various devices interact, and share and communicate information collected in the IoT environment, each
device should be able to communicate with reliability. With regard to this, various studies have been
carried out on techniques for device authentication. This study examines the limitations and problems
of the authentication techniques that have been studied thus far, and proposes technologies that can

certify IoT devices for safe communication between reliable devices in the Internet environment.
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Fig. 1. Smart Home Environment
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Fig. 2. Blockchain Model
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Table 1. Blockchain Species
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Fig. 3. ECC Based Device Authentication
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