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Abstract Medical information is an important personal information for patients, and it must be
protected. In particular, when medical personnel approach electronic medical records, authentication for
enhanced security is essential. However, the existing public certificate-based certification model did not
reflect the security characteristics of the electronic medical record(EMR) due to problems such as
personal key management and authority delegation. In this study, we propose a fingerprint
recognition-based authentication model with enhanced security to solve problems in the approach of
the existing electronic medical record system. The proposed authentication model is an EMR system
based on fingerprint recognition using PEMS (Private-key Escrow Management Server), which is applied
with the private key commission protocol and the private key withdrawal protocol, enabling the problem
of personal key management and authority delegation to be resolved at source. The performance
experiment of the proposed certification model confirmed that the performance time was improved
compared to the existing public certificate-based authentication, and the user's convenience was

increased by recognizing fingerprints by replacing the electronic signature password.
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Fig. 1. Process for issuing public certificate of EMR
system
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Fig. 2. Process for authentication based on public
certificate of EMR system
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Fig. 3. Fingerprint registration process for fingerprint
recognition-based EMR system
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Fig. 4. Fingerprint Certification Process of the
fingerprint recognition-based EMR system
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