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Abstract Recent developments in hacking technology are continuing to increase the number of new
security vulnerabilities. Approximately 80,000 new vulnerabilities have been registered in the Common
Vulnerability Enumeration (CVE) database, which is a representative vulnerability database, from 2010 to
2015, and the trend is gradually increasing in recent years. While security vulnerabilities are growing at
a rapid pace, responses to security vulnerabilities are slow to respond because they rely on manual
analysis. To solve this problem, there is a need for a technology that can automatically detect and patch
security vulnerabilities and respond to security vulnerabilities in advance. In this paper, we propose the
technology to extract the features of the vulnerability-discovery target binary through complexity
analysis, and select a vulnerability-discovery strategy suitable for the feature and automatically explore
the vulnerability. The proposed technology was compared to the AFL, ANGR, and Driller tools, with
about 6% improvement in code coverage, about 2.4 times increase in crash count, and about 11%

improvement in crash incidence
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Table 1. Compare Vulnerability Exploration Tools

Skill Tool Technique Strategy Target
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Fig. 1. Structure of Hybrid Fuzzing using Dynamic
Analysis
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Table 2. Definition of Crash Informations

Crash Info. Content

Target Binary |Binary to find vulnerabilities

Input Value |[Binary input value to find vulnerabilities

Input Format |[Standard input, Option value, File et al

Error Info.

Segmentation fault et al Error signal

544

Seed DB

Halstead Metrics —
Operation

Critical Analysis

Vulnerable
Function
Extraction

Function

\ Vulnerable
«CallFunction
List T

Vulnerable
Function

Critical Path

Selector Critical Point

based
Critical Point

Analysis

Vulnerable~

[ Function J

—_List_—

Fig. 3. Structure of Path Information Analysis Module

AR AH FFM= 54 Tracingd 21 5 55
= 24 9 Qe B 9e% JEE FE5= 7T
<= ¥tk &4 Tracing € 901 % o= & AR/
AL} 5, ok E FESTH

BAE  BA A= Tracing HEoA FEH

Disassembled® & % 4k} 9 WS B535}
o|F B9 B B4 93t BT B2 W
#] Disassembled Code W 9AHA} & 1 AR} 25}
3, QAR 2 A4 AR 319 Countdlttt. o], &
He E42(Halstead Metrics)S 8ol EREE
EA511L, Seedet Woto] TU FejE AXJITE

al



slolie] Fopgo A5 o

4 BB 79 solus w4 A7

Table 3. Complexity Analysis Variables and Equations

Variable Name Disc.
Number of
nl
Operator types
2 Number of
n Operand types
y Number of
Variables N1 Total Operator
Number of
N2 Total Operand
n nl + n2
N N1 + N2
V= N*log,n Volume of Program
D= ﬂ*ﬁ Complexity of
2 n, a Program
Equations E=D*V Effort
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Table 4. Vulnerable Function List

Classification Function List
Dangerous |[scanf, fscanf, vscanf, vsscanf, sscanf, vfscanf,
0.5) snprintf, vsnprintf, strtok, westok, itoa
strcpy,  wescpy,  Stpcpy,  wcpcpy,  strecpy,
memcpy, strcat, wcscat, streadd,  strtrns,
Banned |[sprintf, vsprintf, vprintf, vfprintf, gets, getwd,
(1.0) realpath, syslog, vsyslog, fprintf, printf, sprintf,
viprintf, vprintf, vsprintf, vasprintf, asprintf,
vdprintf, dprintf
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