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Abstract Recently, with the development of the Internet of Things (IoT) and cloud computing
technologies, security threats have increased as malicious codes infect IoT devices, and new malware
spreads ransomware to cloud servers. In this study, we propose a threat-detection technique that checks
obfuscated script patterns to compensate for the shortcomings of conventional signature-based and
behavior-based detection methods.

Proposed is a malicious code-detection technique that is based on malicious script-pattern analysis that
can detect zero-day attacks while maintaining the existing detection rate by registering and checking
derived distribution patterns after analyzing the types of malicious scripts distributed through websites.
To verify the performance of the proposed technique, a prototype system was developed to collect a
total of 390 malicious websites and experiment with 10 major malicious script-distribution patterns
derived from analysis. The technique showed an average detection rate of about 86% of all items, while

maintaining the existing detection speed based on the detection rule and also detecting zero-day attacks.
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Table 1. OWASP Top 10 Vulnerabilities

No. Securlt‘y‘ Response method
vulnerability
1 Cross Site - Standard validation of input values
Scripting - Encrypting output values
2 Injection - Parameterized Query Language
Vulnerability - Object Relationship Mapping
3 Remote File - Network Independent Configuration

Execution Design Phase Verification Technique
Indirect reference ma;

Unstable direct . . b

4 . - Allow direct reference after

object reference o
authorisation

Separate authentication mechanism

Cross Site Request

Modulation - POST request method
Information - Restricting disclosure of error
6 leakage and information
improper error | - Disabling error information
handling disclosure function
Vulnerable . o .
. - Single authentication mechanism
Authentication .
7 X - Separate session management
and Session .
mechanism
Management
Unstable - Proven cryptographic algorithm
8 encryption implementation
storage - Secure encryption key management
Unstable
9 - SSL

communication

Failure to restrict
URL access
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Fig. 1. Path of distribution of malicious code
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Fig. 2. Process for collecting and analyzing patterns
of malicious code distribution
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Table 29} Ztt.

Table 2. Results of analysis on the distribution patterns
of malicious scripts

Item Use Not used Total
Sctipt 470 URLs 30 URLs 500 URLs
<P (94%) (©%) (100%)
Code 315 URLs 185 URLs 500 URLs
Obfuscation (63%) (37%) (100%)
document. 240 URLs 235 URLs 500 URLs
write() (48%) (52%) (100%)
Fxternal link 165 URLs 335 URLs 500 URLs
(33%) (67%) (100%)
. 70 URLs 430 URLs 500 URLs
URL Encoding (14%) (86%) (100%)
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2 BAEQt ATYE FTJFL javascript 49%,
script 28%, vbscript 17% <= %t}

PPIE FEAE AIUA 7I¥Ee g §A7}F 755t
7] &) FHA = ATYE =S FESHAY EAF
a2 Hlste] 29A)7|H dES= 63% E A=

otg A3 HE B4 document.write() 71 A
|H3 glon oz YEEA7} HHo|XE ARGA]
Al oz o YR FH2E 74 5= Qlof oM &3
HEE 24X A, Folo]A7F Hojd o o A3
HEE x30] 7bs5b| et sfd 245 B9 oF
48%2] document.write() 71 24 Aog A5

AN FEAE Pk 7MY F8
o= QR ruQlo] 2Ysk= AR 33%7F A
£59%eH, URL 91792 dHFE {24 URLY &
317] Y8 -EA] URLZ AT HE FTofA <l
F210 8 14%E BAE



g A3HE #id BAS 3% HFIE FA 719
Table 3. Malicious script detection items by distribution YE fxido] &x8 dyolxE giAz: Auo]
Pattern AR 1% E5E T T, AL ol A FaEE
N Malicious Script Distribution Pattern /&Xjﬁjt}
O' Distribution Pattern Example ofd ATYEE FENEHY F9LE AT A
|| nerdefined sieng — S HYAoR AN 915 o ATYE o
rocessing Function HAFR Ol Yo| XA AFREL ¥lLo} Telsto] 2Q
2 Large-scale String unescape, replace, split, © bt
Processing Function fromCharCode TE AYSH= Aotk 285 E A= AL o3t
3 Simple String Iteration |+\"&\",+\,&\"\"+\"&\'+\'& zc},
4 Eval function eval
Large-scale Special o A L .=
> Character #8% " & L ruttern (D) RS
Us-ascii, Jscript.Encode o : NTot,aZ(m“St) . AA| Flo|EFAES] Fj&
6 Encoding Function us-ascii, jscript.encode
Web Pases contai  Nppoed(Webpages) = 221 gsfolne] 5
7 ges containing ipg. gif, swh, wav
Multimedia » e ’
Executable Webpage
8 Containing Files exe i (D) =1—- ND@“‘nd( VVebpages) (1)
Fattern N, ( w lZSt)
9 Shell Script Shell.Run, ShellExecute Total —
10 \j/rircliéihtaﬁeiAgbhntO\erllile width < 4, height ¢ 4
' RS obd HElojR oA B0l HATHE F

Table 39] 1, 2% f3& S o] £ALE A=
Bl Lﬂﬂ*‘%xlk—ﬁltﬂl 39 2 e g
ﬂﬂolxl AATEES B T YxY st AR oM A

THES] F=olE A ARSIt 41 [ TR eval
e FABHY FAEE AR S A EA

G=3E flofl ARERt) 5 fE " lFgout
F_-‘—9,1—7]- H AAFTEO] B9 script Bl QoA EFER}
o} 7159] ARGRIET} &7] flgo] =EE FEolH, 6+
Relndiit) | 3|
7321 Auo| oA AREEA] ko, S
A ARERIETL 7] W2 =& FEolth 73 {3
g2 FEju|t]o] g Huolzof] B2+ AAH
HFE {3 % QR S Bl A9olH, 8
FRE-2 AR HYPAE oh= exploit T
E& exe eﬁolﬂro‘-‘—} Al ATHEE ARES
gA517] At FEeloh 109 fEigS 1
Hojg=
o|x] oA EFe=
olch.

o)

9l us-ascii, jscript.encode AT Y 4l
AYATHE
o

£ 9

[¢)
I+~

l

O

1H.lr

>~

ol
¢

]_

O
i

i oo rE

r[r i

_{

O

A=k

img EHZ»—— /\]-_9_‘5]-0:] OP/K‘]:!I: O;“E ”‘]’%l
498 B3 9d) waw

— oT =

L

e

y, o

1 oo

1.

o0

3.3 O AJRE TjERA Jjet X 7|
e EA ] o5 =&F o ATYE ER|E-
9l ol oA B 4 9] the] oby A3

BE fafelo] GOl PYIE JRA/FRAZ
A5 AT = it webA] AdoA= Y A3

617

2o A 4 Ik S PelolAe] et H
Aol QAL 7} oy AgEE QuuE FREo] e

A BTG FAES ol 8 Akt 9SS A
Al 4 et e,

© Spunger (W) SNF Ao]x]9] ABHS
© Npeaea(P) - BAH SRR 5
29T (0<i<1)
WA RIE (020 <)
koA
SD(m,ger ( W) = (2)
olf3t 2ASE 93
100 Aols] gro] Atk

( D(mqrr(W))% OOﬂ/\‘]

al
=

AlS
=

rol

4.7

oot

41 QU IHE EX| A|AE DTZEEIQ JHg
ANt PFE I e B4 7]k o] Tt A
T A5 3] S R E T Aade naEe
Aoz st
A AEHL AT YA E

29

i)

o] SR ES}



Fate71&tel=g Al A208 A7E, 2019

L9t ARAE BRI, At
oM 23 YE e oz 7|
&Sx o AAAA Azdgo] FA e Y
Sl AlAE] IR EER]O] 93t 5 AR TEAA
+ Fig. 33} &t

Collection of Website
Information

Matching for Malicious Script Analysis of new distribution
Distribution Pattern patterns

Suspected Website Collection of website

information

seript

L abct? A
ebsit
Malicious code hopping
& distribution site
-

pattern
matching

Distribution
pattern

Malicious script Analysis of distribution
distribution pattern new pattern
S

attern

Fig. 3. Process of performance experiment using
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