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Abstract Recently, both wireless communications technology and the performance of small devices have
developed exponentially, while the number of services using various types of Internet of Things (IoT)
devices has also massively increased in line with the ongoing technological and environmental changes.
Furthermore, ever more devices that were previously used in the offline environment-including
small-size sensors and CCTV-are being connected to the Internet due to the huge increase in IoT
services. However, many IoT devices are not equipped with security functions, and use vulnerable open
source software as it is. In addition, conventional network equipment, such as switches and gateways,
operates with vulnerabilities, because users tend not to update the equipment on a regular basis.
Recently, the simple vulnerability of IoT devices has been exploited through the distributed denial of
service (DDoS) from attackers creating a large number of botnets. This paper proposes a system that is
capable of identifying Internet-connected devices quickly, analyzing and managing the vulnerability of
such devices using Internet-wide scan technology. In addition, the vulnerability analysis rate of the
proposed technology was verified through collected banner information. In the future, the company
plans to automate and upgrade the proposed system so that it can be used as a technology to prevent
cyber attacks.
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Fig. 1. Structure of Devices Vulnerability Management
System
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<Banner Info Example> <Analysis Results Based on CPE >
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cpe/haxism1054_network_camera:-

Manutacturer Name of the Product

Similarity : 100%

Fig. 4. Example of banner information analysis
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Table 1. The result of the CVSS analysis for device
information

Similarity Similarity Similarity
Service Threshold | Threshold | Threshold |Average
66% 75% 80%
FTP 31.9% 91.2% 95.2% 72.8%
HTTP 89.9% 93.9% 95.2% 93%
SSH 85.8% 99.6% 99.6% 95%
TELNET 82.6% 91.6% 92.1% 88.8%
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