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Using Wearable Device
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Abstract As mobile technologies such as Internet of Things (IoT)-based smart homes and financial
technologies (FinTech) are developed, authentication by smart devices is used everywhere. As a result,
presence-based biometric authentication using smart devices has become a new mainstream in
knowledge-based authentication methods like the existing passwords. The electrocardiogram (ECG) is
less prone to forgery, and high-level personal identification is its unique feature from among various
biometric authentication methods, such as the pulse, fingerprints, the face, and the iris. Biometric
authentication using an ECG is receiving a great deal of attention due to its uses in healthcare and
FinTech. In this study, we implemented an ECG authentication system that allows users to easily measure
and authenticate their ECG waveforms using a miniaturized wearable device, rather than a large and
expensive measurement device. The implemented ECG authentication system identifies ECG features
through P-Q-R-S-T feature point identification, and was user-certified under the proposed
authentication protocols. Finally, assessment of measurements in a majority of adult males showed a
relatively low false acceptance rate of 1.73%, and a low false rejection rate of 4.14%, in a stable normal
state. In a high-activity state, the false acceptance rate was 13.72%, and the false rejection rate was
21.68%. In a high-heart rate state, the false acceptance rate was 10.48%, and the false rejection rate was
11.21%.
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Table 1. Pros and cons of biometric authentication

Bi tri
rometric Advantages Disadvantages
authentication
Fi int d: ,
Fingerprint Low cost, mgl’egfsrilbnilit ar(zlf?ge
gerp High stability y
counterfeiting
Low cost, fast, Environmental
Face . . :
Simplicity impact
Iris Non-forgery High cost
Vein Non-forgery Difficult to extract
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Fig. 1. PORST according to ECG waveform
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Fig. 2. PQRST feature point search
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Fig. 3. ECG feature points along the X and Y axes
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Fig. 4. User's public key registration protocol
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Fig. 5. ECG authentication protocol
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Fig. 6. Monitoring electrode and ECG measurement
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mobile device and ECG wearable device
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