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Abstract Car-sharing services have been settled on as a new type of public transportation owing to their
enhanced convenience, expanded awareness of practical consumption patterns, the inspiration for
environmental conscientiousness, and the diffusion of smart phones following the economic crisis. With
development of the market, many people have started using such services. However, security is still an
issue. Damage is expected since IDs and passwords are required for log-in when renting and controlling
the vehicles. The protocol suggested in this study uses bio-information, providing an optimized service,
and convenient (but strong) authentication with various service-provider clouds registering car big data
about users through brokers. If using the techniques suggested here, it is feasible to reduce the exposure
of the bio-information, and to receive service from multiple service-provider clouds through one
particular broker. In addition, the proposed protocol reduces public key operations and session key
storage by 20% on mobile devices, compared to existing car-sharing platforms, and because it provides
convenient, but strong, authentication (and therefore constitutes a secure channel), it is possible to
proceed with secure communications. It is anticipated that the techniques suggested in this study will
enhance secure communications and user convenience in the future car-sharing-service cloud
environment.
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Fig. 1. Car-Sharing Architecture
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Fig. 3. Proposed Car-Sharing Architecture
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Table 3. Computing Resource Analysis

Mobile Broker | SPcloud | SmartCar
Verify 2 2X+Y 1 1
Hash() 1 X - -
Encryption(pub) 1 Y - -
Decryption(pub) - X 1 -
Encryption(K) 2 2X+Y 1 -
Decryption(K) 2 2X+Y 1 1
Generate
Random Value 2 XY ! }
Compute _
Session Key K 2 XY 1
5 &2
2 =M= AlIAFCE AR 7401 Aol H]
S FoFt Q15 FAlo thste] thESlTh 7Hdlojg oA 2]
Q1Ze BRo| g AFBA0l g ke AeAt 2
A &l B 5 ASBE ofolael FANT} £
A 520 9 e

A W AHS gE] A HokE 1Sy
= =71 & QU] el S83 ARl Alkshe
Hpo] @ H 7]ute] Q152 XA4qte] AHlo g 7 HEo]
B7F 5550100 7H0l® SPRRE AHIAE S5
F= HE7|el AnE tufo|Azte] QIST} HekAdS
d¥3h= schemeoltt. Hlol @A E= 7HQlniet 2Ea19)
= ALRRF FHOJAL vhA] vRE 4 gl w2l wpel e
HO| mE2 A0Sl ARSAReE AE|A Z2uto]E 9]
HOE fsl B2AE AA] sholrt. ot Bt Aol
iste] Hek 242 E3f st A2 BrIeton,
742 B4l FA wet dast AR AdE 24
E# AFSh= schemee B7ISHAT & =4 At

She scheme 53} 9o 7Hllold oA g
AT B4, F AHAE AES 4 WS I
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