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Abstract The development of Internet technology and the deployment of smart devices provide a
convenient environment for people, and this is becoming common with the technology called the
Internet of Things (IoT). But the development of, and demand for, IoT technology is causing various
problems, such as personal information leaks due to the attacks of hackers who exploit it. A number
of devices are connected to a network, and network attacks that have been exploited in the existing PC
environment are occurring in the IoT environment. When it comes to IP cameras, security incidents
(such as distributed denial of service [DDoS] attacks, hacking someone's personal information, and
monitoring without consent) are occurring. However, it is difficult to install and implement existing
security solutions because memory space and power are limited owing to the characteristics of small
devices in the IoT environment. Therefore, this paper proposes a security protocol that can look at and
prevent IoT security threats. A security assessment verified that the proposed protocol is able to respond
to various security threats that could arise in a network. Therefore, it is expected that efficient operation

of this protocol will be possible if it is applied to the IoT environment.
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Table 1. Proposed Notation

Notation Meaning
Ek Encrypt a using key k
Dk Encrypt ciphertext using key k
R Random Number
f(k) Polynomial for secret sharing
SN Serial Number
lj(x) Formula for secret combinations
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