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Abstract In order to protect the advancement of defense technology that has a tremendous e?ect on both
the national security and the economy, the Republic of Korea established the Defense Technology
Security Act in 2015. As the new enactment brought changes to the landscape of the defense industry
and defense industrial security, a new examination of the concept of the defense industrial security has
now become necessary. Even after taking into consideration the undisclosed nature of defense industrial
security research, and the fact that only the limited number of firms participates in the subject matter,
scientific studies related to the topic have not been active. However, with the new enactment of the
Defense Technology Security Act, it is necessary to expand the scope of security and to redefine the
concept of defense industrial security. In this paper, we analyzed the research works on related
technology protection policies and our environment of the defense industry in order to conceptualize
defense industrial security. The established concepts are expected to provide a systematic way to protect

the confidential and defense technology.
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Fig. 1. Main body in the defense industry
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Table 1. Comparison between the defense technology
protection and existing defense industrial

security
Defense technology Conventional defense
Spec. . K . X
protection industrial security
Defense Acquisition
Law Defense Technology Program  Act,
a Security Act Military Secret Protection
Act
All organizations L .
Target handling  defense Designated defense
party contractors
technology
Defense technologies
Assets to . s .
designated by Military secrets (mainly)
protect
government
Policy Defense Acquisition Defense Intelligence
department Program Agency
Administration
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Table 2. Summary of the conceptualization for
defense industrial security by

specifications
Spec. As-Ts To-Be
National security,
Values . . National
National security X i
concerned interest, National
credibility
Military confidential, All the information
Assets to Designated for the defense
protect defense technologies, acquisition program,
Relevant facilities Relevant facilities
All organizations that
Designated defense firms, g atis .
. handle the information
Actors Public
o related to defense
organizations s
acquisition program
Theft, Espionage,
; P g All threats, including
Threats Competitors, Insiders, X
. natural disasters
Cyber terrorists, etc.
Sector-based solutions, | Security convergence,
Means (personnel, facilities, IT Partnership with
system, etc.) other agencies
Degree of
& ! Absolute Optimum
security
, Government financial
Costs Company’'s own budget !
support needed
Additional long-term
Time Solution-driven, 1 l .g
| . policies required to
period short-run policies
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