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Abstract The information security management system (ISMS) and the personal information management
system (PIMS) have been integrated into a personal information & information security management
system (ISMS-P) certification scheme in response to requests to reduce the time and cost to prepare
certification schemes. Integration of the certification system has made it possible for the system operator
to gain the advantage of easy management of the ISMS-P certification system, and the certification target
organization can enjoy the advantage of easy acquisition and maintenance of certification. However,
ambiguity in the application criteria of the target organization, and ambiguity in the certification criteria
control items require the target organization to operate an excessive management system, and the legal
basis to be applied to the certification target organization is ambiguous. In order to improve these
problems, this paper uses case studies to identify the types of certification bodies that apply the
certification criteria, and to change the control items applied during certification audits based on the types
of certification bodies. Institutions that wish to obtain only ISMS certification have proposed three
solutions, excluding controls covered by the ISMS-P. This paper suggests ways to operate an efficient
certification system, and can be used as a basis for improving problems in the ISMS-P certification system.
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Table 1. Overseas Certification of Information
Security type
. Certificatio -
Section Description
n name
1SO27001 specifies a management
15027001 §ystem that is 1nt§nded to bring
information security under management
Informa control and gives specific requirements.
tion
Security PCI DSS is an information security
PCI-DSS standard for organizations that handle
branded credit cards from the major
card schemes.

MAPEHESE et sl BAA ASA=] AR
© 29 Zri4-51.

Table 2. Overseas Certification of Personal Information

type
. Certification .
Section Description
name
The BS 10012 standard has been
BS10012 created to ensure that PIMS, as a
Personal framework for conforming and
Informa improving data protection requirements.
tion GDPR is a regulation in EU law on data
GDPR protection and privacy for all individual
citizens of the EU and EEA.
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IS AlE 295he A SARIG AHESE A%
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Table 3. Similar Certification of Information Security
type

Certification
name

Section Description

Regarding services provided by cloud

Cloud Securit . . P
Y1 service providers, certification body

Assurance . .
Proeram evaluates and checks information

Informa 8 compliance system

tion

Security Information |It is a system that measures the level

Security of information protection for
Management companies that maintain an ISMS
Grade and gives an evaluation

MAPEHESE At = A+ BAIA ASAI=2
Al 49 ZTH8-I).
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Table 4. Similar Certification of Personal Information

type
. Certification -
Section Description
name
Organization or company has a personal
information protection management
PIMS system and systematically and
Personal continuously protects, and fulfills the
Informa criteria and gives certification.
tion In order to use Internet sites that users
ePrivacy use safely, the level of certification of
Mark the user's privacy is applied to the test
standard.
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Table 5. Problems of ISMS-P Certification system
operation

Section Description

Ambiguity of the
subject of
certification criteria

Problems arise when applying the
same authentication criteria to various
types of authentication objects.

In the ISMS Certification Control
section, there is a problem that some
organizations include requirements that
are not required to be covered by law.

Application ambiguity
of certification
criteria control item

There arises a problem that the law
that must be applied between the
organizations that are obliged to

receive ISMS and the ones that do not
have to be obliged is different.

The ambiguity of the
law that should be
applied when
certification audit
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Table 6. Authorized Entity Classification Criteria

Section Description

According to the "Personal Information
Protection Act," personal information
processors

Public institutions

Large corporations according to the 'Act
on the Promotion of Mutual Cooperation
between Small and Medium Enterprises'

Major company

Information and
communication
service provider

Information and communication service
providers according to 'Information and
Communication Network Act'

Businesses (hospitals, schools, accredited
certification bodies, etc.) operated under
specific laws for each industry

Operator operated
under special law

Companies eligible for SMEs under the
Basic Act on Small and Medium
Enterprises

Small company

Businesses and other businesses falling

under the category of small business

owners pursuant to the Act on the of
Small Businessmen

Small business
person
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Table 7. Examples of improvement of ISMS certification
standards

Certification

o Description
Criteria P

Establish and operate a system to
establish a information protection
management system

1.1.1 Executive
involvement

Organization and operation of effective
organization for effective implementation
of information protection

1.1.3 Organization

Document information processing tasks,
organization, assets, and physical
location

1.1.4 Set range
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Secure personnel with expertise in the
field of information protection

1.1.6 Resource
allocation

1.2.2 Status and
Flow Analysis

1.4.1 Review
compliance with
legal requirements

Analysis of information processing status

Continually review compliance with
information protection legal
requirements

Assign roles and responsibilities related
to information security

2.1.2 Organization
maintenance

2.3.2 External
contract security

2.3.3 Outsider

Identify and display the information
protection requirements of the contract

Conduct compliance with the

Security information protection requirements
Management outlined in the contract
2.6.4 Database

(delete)

access
2.8.1 Defining Define security requirements such as

security legal requirements for information
requirements protection
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Table 8. The ambiguity case of applying the
certification criteria

Description
Section
A company B company
Sales scale 1 trillion won 10 billion won
Net profit 100 billion won 1million won
ISMS Certification Yes
Obligations

Status of Personal Information

Problem K
Processing

Conducted personal information

Measure . N
protection consulting

Purchase cost 1million won

Cost to net profit (%) 0.1 ‘ 100
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Table 9. Application ambiguity of certification
criteria control item

Certification Criteria Description

Establish and operate a system to
establish a personal information
protection management system

1.1.1 Executive
involvement

Organization and operation of effective
organization for effective
implementation of personal
information protection

1.1.3 Organization

Document personal information
processing tasks, organization, assets,
and physical location

1.1.4 Set range

Secure personnel with expertise in the
field of personal information
protection

1.1.6 Resource
allocation
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1.2.2 Status and Flow
Analysis

1.4.1 Review
compliance with legal
requirements

Analysis of personal information
processing status

Continually review compliance with
privacy-related legal requirements

Table 10. Subject to certification under other

special laws

Organization Applied law

Hospital Medical law, Privacy law

Assigning roles and responsibilities
related to privacy

2.1.2 Organization
maintenance

2.3.2 External
contract security

2.3.3 Outsider
Security Management

Identify and indicate privacy
requirements in the contract

Manage compliance with the privacy
requirements outlined in the contract

Identify the information being stored

2.64 Database access and managed in the database

2.8.1 Defining
security requirements

Define security requirements such as
privacy-related legal requirements
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General University  |Higher education act, Privacy law

Certificate Authority |Digital Signature act, Privacy law

Optional applicants |Privacy law

Public institutions Sgecial Acts by Public Institutions,
Privacy law

Local Government Privacy law
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Table 11. Improvement effect by change of ISMS
application standard

Description

Section
Current ISMS Improved ISMS
Tal"get. Nothing Small company
organization

Privacy Management
System Requirements
Compliance Not
required

Require compliance with
privacy management
system requirements

Certification
Criteria

Applying mitigated
(personal) information
protection measures
according to the level

All certified
organizations apply the
same (personal)

Certification
criteria Item

Coverage information protection o .
) of certification target
protection measures L
organization
Information and - .
o Electronic Financial
Communication Network .
. Transaction Act,
Aplied law Act, Personal

Personal Information

Information Protection N
Protection Act

Act
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