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Abstract Centralized systems in computing environments have various problems, such as privacy
infringement due to hacking, and the possibility of privacy violations in case of system failure.
Blockchain, one of the core technologies for the next generation of converged information, is expected
to be an alternative to the existing centralized system, which has had various problems. This paper
proposes a blockchain-based user authentication system that can identify users using EID in an online
environment. Existing identification (ID)/password (PW) authentication methods require users to store
personal information in multiple sites, and receive and use their respective IDs. However, the proposed
system can be used without users signing up at various sites after the issuing of an EID. The proposed
system issues an EID with a minimum of information, such as an e-mail address and a telephone
number. By comparing the stability and efficiency of a centralized system, the proposed integrated
authentication system proved to be excellent. In order to compare stability against existing systems, we
chose attack methods and encroachments on the computing environment. To verify efficiency, the total
throughput between the user's app, the issuance and certification-authority's servers, and the service

provider's servers was compared and analyzed based on processing time per transaction.
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