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Abstract Format recognition and OCR techniques are widely used as methods for detecting and
protecting personal information from electronic documents. However, due to the poor recognition rate
of the OCR engine, personal information cannot be detected or false positives commonly occur. It also
takes a long time to analyze a large amount of electronic documents. In this paper, we propose a
method to improve the speed of image analysis of electronic documents, character recognition rate of
the OCR engine, and detection rate of personal information by improving the existing method. The
analysis speed was increased using the format recognition method while the analysis speed and
character recognition rate of the OCR engine was improved by image correction. An algorithm for
analyzing personal information from images was proposed to increase the reconnaissance rate of
personal information. Through the experiments, 1755 image format recognition samples were analyzed
in an average time of 0.24 seconds, which was 0.5 seconds higher than the conventional PAID system
format recognition method, and the image recognition rate was 99%. The proposed method in this paper
can be used in various fields such as public, telecommunications, finance, tourism, and security as a

system to protect personal information in electronic documents.
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Fig. 1. Image rotation angle calculation method
(a) Corner based angle calculation
(b) Center based angle calculation
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Fig. 3. Image Classification Processing
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Table 1. Proposed System Test Environment

Division Explanation
Format- Rfecg)gnition over 90%
Similarity
Privacy over 90%
accuracy
DPI 72DPI, 96DPI, 150DPI, 200DPI, 300DPI
Number of

Classification 1755 BA(3219 Page)

Recognition Samples

OCR
sample card

12966 EA(Server 3EA)

Document
Format

docx, doc, xlIsx, xls, ppt, pptx, pdf, hwp,
html, mht, jpg, ipeg, bmp, png, gif, tif, tiff
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Table 2. Average Analysis Speed by Image Format
Recognition Engine

Division Time(Second)
Tesseract OCR[6] 2~15
Commercial OCR 1~8

PAID Systern[7] 0.8
Proposal Svstem Total Time : 790.8171
er ,[Y Tatal Page : 3219
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Table 3. OCR Engine Character Data Analysis Time

Comparison
R Average analysis

Division timeg(Seconc}ij)
Proposal System 1 2.2216
Proposal System 2 1.8653
Proposal System 3 2.0871

Proposal System Avg. 2.2046
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Table 4. Recognition rate and undetected rate of
image format recognition by sample

R Recognition Not

Division
rate detected

A Type 99.2% 0.8%
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Proposal System 99% N/A
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Table 5. Comparison of Character Recognition Rate
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